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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

As a new generation AAA (Authentication, Authorization and Accounting) protocol, Diameter has been used widely and will be used more and more widely in 3GPP. Since several 3GPP WGs are developing Diameter based interfaces, e.g. CT3, CT4, etc, so in order to ensure correctness and consistency of using Diameter within all 3GPP WGs, a common set of principles, rules and recommendations across 3GPP WGs are necessary to be given clearly and followed. The present is to describe existing status of Diameter usage within 3GPP, find existing inconsistency of rules used for Diameter based interfaces which were specified in 3GPP and propose common recommendations of using Diameter to all 3GPP WGs to follow.

With more and more Diameter deployment, an inter-operator Diameter signalling network infrastructure will become necessary, so the present document will also study Diameter inter-operator considerations with brief guidelines on how to deploy & realize the inter-operator Diameter-based roaming infrastructure.
1
Scope


The present document contains a common set of principles, rules and recommendations across 3GPP WGs to ensure Diameter-based interfaces have the same treatment for release control and generating new applications-id.  Also to address in a unified manner the use/re-use of AVPs, and other Diameter BASE (see IETF RFC 3588 [x]) related decisions.

The present document covers all aspects of Diameter usage within 3GPP, including description of the current situation of Diameter usage in different 3GPP WGs (CT3, CT4, SA5) in Release 6/7, describe recommendations and conditions to re-use existing Diameter applications (3GPP or IETF application-id), commands, AVPs and/or AVP values, describe recommendations and conditions to define new Diameter applications, commands, AVPs and/or AVP values,  and any other related issues, e.g. the cross-release issue, whether to apply proposed guideline back to existing Diameter applications or not, or only new SAE Diameter interfaces, etc.

To achieve maximum benefit from this work it is strongly recommended that all 3GPP Diameter-based protocols follow the recommendations in the present document.
The present document also serves a placeholder for Diameter inter-operator considerations with brief guidelines on how to deploy & realize the inter-operator Diameter-based roaming infrastructure.
2
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Definition format

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format

<ACRONYM>
<Explanation>

SAE
System Architecture Evolution

SDO
Standard Development Organization
4
The Status of Diameter in 3GPP
Editor’s note: The present subclause is to summarize the status of Diameter usage in 3GPP in the releases before Release 8, and find problems to be solved in the following subclauses.

4.1 General
This subclause describes current status of Diameter usage before Release 8 and summarizes some problems of using Diameter protocol to satisfy 3GPP-specific requirements in the past. This subclause is a basis for further discussion to give proposed rules in subclause 5.
4.2 Diameter-Based Applications before Release 8

Editor’s note: The present subclause is to summarize Diameter-based interfaces and 3GPP-specific applications in 3GPP in the releases before Release 8.

Diameter Base Protocol (see IETF RFC 3588 [2]) provides a set of messages and parameters to support AAA-related functionality with built-in protocol management mechanism, e.g. peer discovery, message routing, error handling, etc. Based on Diameter Base Protocol, IETF also defines many Diameter applications to support more specific requirements in different scenarios, e.g. NASREQ (see IETF RFC 4284 [3]), Diameter Credit Control (see IETF RFC 4006 [4]), etc. Another important feature of Diameter Base Protocol [2] is that it also provides a set of principles and rules for extensibility to support more functionality in the future. That allows other SDOs like 3GPP to define more specific applications, messages, parameters (AVPs) and values to fulfil SDO-specific requirements.
Because of powerful functions and good extensibility, since Release 5, Diameter  has been used widely in 3GPP systems, e.g. IMS, GBA, Interworking WLAN, Charging systems, PCC, etc.
The Diameter protocol is designed to be extensible, using several mechanisms, including defining new AVP values, creating new AVPs, creating new Diameter applications, in addition to reuse of existing AVP values, AVPs and Diameter applications (see IETF RFC 3588 [2] for more details).

Based on different principles and requirements, 3GPP WGs, i.e. CT3, CT4 and SA5, develop their Diameter-based interfaces with different approach. Some interfaces are based on existing IETF-defined Diameter applications, for example Wa interface (see 3GPP TS 29.234 [5]) is based on Diameter base protocol (IETF RFC 3588 [2]), NASREQ (IETF RFC 4005 [3]) and Diameter EAP application (IETF RFC 4072 [6]). Some interfaces are based on existing IETF-defined Diameter applications with 3PPP-specific AVPs/Values, for example Ro interfaces (see 3GPP TS 32.299 [7]) is based on Diameter Credit-Control Application (IETF RFC 4006 [4]) with some new 3GPP-specific AVPs. And some interfaces are new 3GPP-specific Diameter applications, e.g. Cx interface specified in 3GPP TS 29.229 [8] which includes 3GPP-specific commands, AVP codes and results codes. 3GPP TS 29.230 [9] serves as a placeholder for all 3GPP-specific Diameter applications, commands, AVP codes and result codes.
4.3 Problem Description

Editor’s note: The present subclause is to summarize problems to be solved in the TR, e.g. inconsistent rules of defining a new Diameter application in different WGs.

During developing Diameter based interfaces, some inconsistent rules are found about how to using Diameter protocol to satisfy 3GPP-specific requirements in different 3GPP WGs. This subclause describes some examples of this issue.

Wx interface, between a 3GPP AAA Server and a HSS, is specified in 3GPP TS 29.234 [5] by CT4. A new application ID is allocated to it as some new AVPs with "M" bit set are added to existing commands, e.g. 3GPP-AAA-Server-Name AVP, WLAN-User-Data AVP, etc.

Wm interface, between a PDG and a 3GPP AAA Server/Proxy, is specified in 3GPP TS 29.234 [5] by CT4. For example, the 3GPP-WLAN-APN-Id AVP, with "M" bit set (see table 10.1.1 in section 10.1, 3GPP TS 29.234 [5]), is a 3GPP-defined AVP and added to AAR command for authorization purpose, but no new application is applied for Wm interface.

Gmb interface, between a GGSN and a BM-SC, is specified in 3GPP TS 29.061 [10] by CT3. A new application ID is allocated to it as some new AVPs with "M" bit set are added to existing commands, e.g. TMGI AVP, Required-MBMS-Bearer-Capabilities AVP, etc.
So it is seen that cross CT WGs there are some inconsistent principles or rules of usage of application IDs and 3GPP-speific AVPs with "M" bit set.
There is another 3GPP-specific issue when Diameter is used in 3GPP, i.e. so-called cross-release issue. New AVPs may be added to the same interface (Diameter Application) in different Releases. If all these AVPs are "M" bit set and added to the same Diameter Application (the same Application ID), inter-operability may occur when equipments following different releases are connected. For the issue, different principles are applied to different interfaces.

One case is AVPs which are added to new release are "M" bit clear. For example, for Release 7 Wm interface, QoS-Auth-Resources AVP is added with "M" bit clear to avoid inter-operability problems. This is similar with Gmb interface. For Gmb interface, a new application ID is allocated to it in Release 6. In Release 7, no new application ID is applied with some new AVPs with "M" bit set, e.g. MBMS-User-Data-Mode-Indication AVP, MBMS-GGSN-Address AVP, etc. In this case the same Application-ID is kept cross releases.

In other cases different application IDs are applied to different releases if there are different AVPs with "M" bit set. For Gx interface, different Application IDs are applied to Release 6 and Release 7 variants due to some new commands and AVPs.

So it is seen that cross CT WGs there are some inconsistent principles or rules for cross-release Diameter applications. And no consensus about how to use "M" bit is reached in the past.

Different principles or rules of Diameter usage across 3GPP WGs may lead to unexpected inter-operability problems as well as confuse developers. From protocol level, Diameter Base protocol has a set of error check and handling mechanism, that is useful to keep Diameter protocol and applications work correctly and consistently. However some cases above can not utilise these mechanisms, e.g. protocol level error check. 

Inconsistent usage of Diameter across WGs may also cause some difficulties for developing a common Diameter software platform to support different applications from development point of view.

So it is necessary to have a common principles or rules of how to use Diameter within 3GPP WGs in CT/SA WGs to satisfy 3GP-specific requirements, including:

-
Conditions to re-use existing Diameter applications, commands, AVPs and/or AVP values;

-
Conditions to define new Diameter applications, commands, AVPs and/or AVP values;

-
The way to resolve cross-release issue;

-
Whether to apply proposed guideline back to existing Diameter applications or not, or only new SAE Diameter interfaces and afterwards.
-
Etc.
4.4 Existing and Ongoing Effort

Editor’s note: The present subclause is to summarize some existing and ongoing effort on ruling Diameter usage in different SDOs, e.g. 3GPP's effort, IETF's effort.

3GPP tried to define some principles of Diameter usage in the past when Cx interface was developed (see subclause 7 of 3GPP TS 29.229 [8]). This can be one input to work of the present technical report.

IETF is also aware of the current limitations of Diameter Base Protocol (see IETF RFC3588 [2]) and is working in a new version of Diameter based protocol (RFC 3588bis, IETF draft, draft-ietf-dime-rfc3588bis [11]). The DIME WG (Diameter Maintenance and Extensions) is working on Diameter application design guidelines [12]. The IETF draft discusses problems about Diameter application design, contradictions and ambiguity when Diameter applications were designed and some guidelines are proposed about reusing existing and/or defining new Diameter applications, commands, AVPs or AVP values.
The outputs of the present TR is expected to be inputs to IETF-related work to work out more accurate guidelines of Diameter usage. 3GPP may also develop more detailed 3GPP-specific rules for Diameter usage based on the guidelines, rules and principles from IETF if needed.
5
Proposed Rules

Editor’s note: The present subclause is give some recommendations for Diameter usage based on 3GPP status, IETF's ongoing work, etc.

6
Conclusion
Annex A (Informative):
Roaming Infrastructure
Editor’s note: The present subclause will propose brief guidelines on how to deploy & realize the inter-operator Diameter-based roaming infrastructure.
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