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Introduction

According to stage 2 TS 23.203, the PCC architecture shall be able to provide policy control in the presence of NAT devices, and the liaison S2-074782 from SA2 also states PCC procedures should support NAT traversal for FBI in Rel-7 for IMS. But the corresponding function has not been specified in CT3.
This discussion document aims to investigate potential impact of NAT device on PCC procedures. Corresponding CRs are provided.

Reference Model:

In TS 23.228, the IMS model with NAT device as showed in Figure G.2a is investigated. 
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Figure G.2a: Reference model for ICE and Outbound Methodology

PCC procedures
1. UE’s network addresses
When there is NAT device in PCC architecture, UE holds several network addresses as showed in Figure 1 for communication requirement.
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Figure1: UE’s network addresses
As showed in Figure 2, IP1:Port1 is host address, IP2:Port2 is reflexive address, IP3:Port3 is relay address and IP4:Port4 is the listen address.
UE will complete the collection of network addresses before communication with AF.

2. AF gets UE’s network addresses
AF gets UE’s network addresses by communication with UE. 
AF can get UE’s network addresses by two ways. One is getting UE’s network addresses from SDP messages and this can be completed by analysing “a=candidate” lines in SDP (defined in draft-ietf-mmusic-ice-17). For example: 

a=candidate:1 1 UDP 2130706431 10.0.1.1 8998 typ host
The other is getting UE’s network addresses from SIP messages and this can be completed by analysing “via” lines in SIP (defined in draft-ietf-sip-outbound-10). For example:
Via: SIP/2.0/UDP 10.1.1.1:4540;received=192.0.2.1;rport=9988;branch=z9hG4bKkjshdyff
3. AF provides UE’s network addresses to PCRF
In present specification, AF provides UE’s IP addresses in Framed-IP-Address AVP or Framed-IPv6-Prefix AVP to PCRF. It is not sufficient for PCRF to make correctly PCC decision. For example, in Figure G2a, AF may provide UE’s host address, but the PCRF need UE’s reflexive address to complete session binding when there is a NAT device between UE and PCEF. Therefore, AF should provide all the UE’s network addresses that it has obtained in order to PCRF make PCC decision correctly.
Unfortunately, there is not a suitable AVP that is responsible for UE’s network addresses transportation over Rx reference point. The Codec-Data AVP seems to be a preferred carrier for UE’s network addresses, but it only contain SDP related information and can only be used for SDP session. It is unpractical to assume all sessions are over SDP message. For example, P-CSCF can not obtain SDP information in IMS Registration procedure (Figure B.1.1, TS 29.213) and it can obtain UE’s reflexive address through SIP “via” lines, and the address can not be provided through Codec-Data AVP.
Therefore, there should be Rx protocol extension for transportation of UE’s network addresses. 
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Figure B.1.1: Subscription to Notification of IMS Signaling 

Path Status at initial IMS Registration

4. Session binding and Filters in PCC rules
As showed in Figure G2a, IP address of IP-CAN may be UE’s host address or reflexive address, but the IP address provided from AF for session binding may be UE’s host address or reflexive address or others address, such as relay address, which is determined by SDP "c" line or SIP "via" line. Therefore, PCRF should try to find UE’s host address and reflexive address from addresses information provided from AF.  PCRF should complete session binding using UE’s host address when there is no NAT device between UE and PCEF or using UE’s reflexive address when there is a NAT device between UE and PCEF.
The correct IP filter at PCEF should be defined:

NAT used between UE and PCEF:

Uplink:  
Source:  UE’s reflexive address

Destination: Peer’s address or TURN server’s listen address (if TURN server is used)
Downlink:

Source:  Peer’s address or TURN server’s listen address (if TURN server is used)

Destination: UE’s reflexive address

NAT not used between UE and PCEF

Uplink: 

Source:  UE’s host address

Destination: Peer’s address or TURN server’s listen address (if TURN server is used)

Downlink:


Source:  Peer’s address or TURN server’s listen address (if TURN server is used)

              Destination: UE’s host address

Therefore, PCRF should derive the correct IP filter by:

1. The destination of downlink and source of uplink should be:

a) UE’s host address when session binding is completed using UE’s host address; 
b) UE’s reflexive address when session binding is completed using UE’s reflexive address.
2. An additional filter should be derived which the destination of uplink and source of downlink should be the listen address of TURN server when a TURN server is involved.
For example, when PCRF has completed session binding with UE’s host address, and a IP filter in Flow-Description AVP is described as follows:

Uplink
Source: UE’s reflexive address

Destination: peer’s address: 

PCRF should make a IP filter in PCC rules as:
Uplink
Source: UE’s host address


Destination: peer’s address.
5. Signalling Flows for PCC decision with NAT devices
This flow shows the PCC decision when there is a NAT device as showed in Figure 1.
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Figure3: Signalling Flows for PCC decision with NAT devices
1. UE collects network addresses before it communicates with AF (This step is available if UE supports ICE procedure);
2. UE communicates with AF by SIP/SDP message;
3. AF obtains UE’s network addresses which can be complete through analysing “a=candidate” line in SDP or “via” line in SIP;

4. AF send to PCRF the Diameter AAR message which includes AVPs for UE’s network addresses and address types;

5. PCRF complements the session binding by selecting suitable binding address;

6. PCRF send to AF the response message Diameter AAA;

7. PCRF make the PCC decision.
Proposed solution

· AF should be responsible for UE’s network address provision.
· Rx reference point should be extended for UE’s network address transportation.
· PCRF complete session binding correctly by selecting suitable binding address.
· According to actually session binding address, PCRF should make correctly PCC decision by address replacing of IP filter.
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