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*** 1st change ***
4.5.2

Provisioning of PCC rules

The PCRF shall indicate, via the Gx reference point, PCC rules to be applied at the PCEF. This may be using one of the following procedures:

-
PULL procedure(Provisioning solicited by the PCEF): In response to a request for PCC rules being made by the PCEF, as described in the preceding section, the PCRF shall provision PCC rules in the CC-Answer; or

-
PUSH procedure(Unsolicited provisioning): The PCRF may decide to provision PCC rules without obtaining a request from the PCEF, e.g. in response to information provided to the PCRF via the Rx reference point, or in response to an internal trigger within the PCRF. To provision PCC rules without a request from the PCEF, the PCRF shall include these PCC rules in an RA-Request message. No CCR/CCA messages are triggered by this RA-Request.

For each request from the PCEF or upon the unsolicited provision the PCRF shall provision zero or more PCC rules.. The PCRF may perform an operation on a single PCC rule by one of the following means:

-
To activate or deactivate a PCC rule that is predefined at the PCEF, the PCRF shall provision a reference to this PCC rule within a Charging-Rule-Name AVP and indicate the required action by choosing either the Charging-Rule-Install AVP or the Charging-Rule-Remove AVP.

-
To install or modify a PCRF-provisioned PCC rule, the PCRF shall provision a corresponding Charging-Rule-Definition AVP within a Charging-Rule-Install AVP.

-
To remove a PCC rule which has previously been provisioned by .the PCRF, the PCRF shall provision the name of this rule as value of a Charging-Rule-Name AVP within a Charging-Rule-Remove AVP.

-
If the PCRF performs the bearer binding, the PCRF may move previously installed or activated PCC rules from one IP CAN bearer to another IP CAN bearer, as described further down.

As an alternative to providing a single PCC rule, the PCRF may provide a Charging-Rule-Base-Name AVP within a Charging-Rule-Install AVP or the Charging-Rule-Remove AVP as a reference to a group of PCC rules predefined at the PCEF. With a Charging-Rule-Install AVP,  a predefined group of PCC rules is activated or moved. With a Charging-Rule-Remove AVP, a predefined group of PCC rules is deactivated.

The PCRF may combine multiple of the above PCC rule operations in a single command.

To activate a predefined PCC rule at the PCEF, the rule name within a Charging-Rule-Name AVP shall be supplied within a Charging-Rule-Install AVP as a reference to the predefined rule. To activate a group of predefined PCC rules within the PCEF (e.g. gold users or gaming services) the PCC rule base name within a Charging-Rule-Base-Name AVP shall be supplied within a Charging-Rule-Install AVP as a reference to the group of predefined PCC rules. If the PCRF performs the bearer binding, the PCRF shall indicate the IP CAN bearer where the PCC rules shall be activated using a Bearer-Identifier AVP within the Charging-Rule-Install AVP.

To install a new or modify an already installed PCRF defined PCC rule, the Charging-Rule-Definition AVP shall be used. If a PCC rule with the same rule name, as supplied in the Charging-Rule-Name AVPwithin the Charging-Rule-Definition AVP, already exists at the PCEF, the new PCC rule shall update the currently installed rule. If the existing PCC rule already has attributes also included in the new PCC rule definition, the existing attributes shall be overwritten. Any attribute in the existing PCC rule not included in the new PCC rule definition shall remain valid. 

 If the PCRF performs the bearer binding and installs or activates a new PCC rule, the PCRF shall indicate the IP CAN bearer where the new rule shall be installed using a Bearer-Identifier AVP within the Charging-Rule-Install AVP. If the PCRF modifies an already installed PCC rule, the PCRF does not need to indicate the bearer. If the PCEF obtains an updated definition of a PCC rule within a Charging-Rule-Install AVP without a Bearer-Identifier AVP, the PCEF shall continue to apply the PCC rule to the IP CAN bearer that has previously been indicated.

If the PCRF does not perform the bearer binding and installs or activates a new PCC rule, the PCRF does not indicate the bearer within the Charging-Rule-Install AVP. The PCEF shall then perform the bearer binding and select the IP CAN bearer where the provisioned new PCC rule is applied.

If the PCRF performs the bearer binding, the PCRF may move previously installed or activated PCC rule(s) from one IP CAN bearer to another IP CAN bearer. To move such PCC rule(s), the PCRF shall indicate the new bearer using the Bearer-Identifier AVP within a Charging-Rule-Install AVP and shall indicate the charging rules(s) to be moved using Charging-Rule name AVP(s), and/or a Charging-Rule-Base-Name AVP(s), and/or Charging-Rule-Definition AVP(s) (for PCC rule(s) that are modified at the same time). The PCEF shall then apply these PCC rules at the new indicated IP CAN bearer and shall remove them from the IP CAN bearer where the rules previously had been applied.

Editor’s note:
It is ffs if Charging-Rule-Remove AVP is also required when moving a PCC rule. If a PCC rule is always bound only to a single IP CAN bearer, no Charging-Rule-Remove AVP is required. If a PCC rule can be bound the several IP bearers, a Charging-Rule-Remove AVP would be required.

For deactivating single predefined or removing PCRF-provided PCC rules, the Charging-Rule-Name AVP shall be supplied within a Charging-Rule-Remove AVP. For deactivating a group of predefined PCC rules, the Charging-Rule-Base-Name AVP shall be supplied within a Charging-Rule-Remove AVP.

Editor’s note:
It is ffs if a bearer identifier is required within the charging rule remove for IP CAN bearer binding within the PCRF. If a PCC rule is always bound only to a single IP CAN bearer, no such identifier is required. If a PCC rule can be bound the several IP bearers, a bearer identifier would be required.
If the provisioning of PCC rules fails, PCRF will be informed. It will be done by means of a new CCR command (if the installation/activation failed using a PULL mode) or in the RAA command (if the failure occurred using a PUSH mode). Depending on the cause, PCRF can decide if re-installation, modification, removal of PCC rules or any other action apply.
*** Next change ***

5.3
Gx specific AVPs 



	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	



Table 5.3 describes the Diameter AVPs defined for the Gx reference point, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415). 

Table 5.3: Gx specific Diameter AVPs 

	
	AVP Flag rules (note 1)
	
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (note 2)
	Must
	May
	Should not
	Must not
	May Encr.
	Acc. type

	Authorized-QoS
	1016
	5.3.17
	Grouped
	M,V
	P
	
	
	Y
	FFS

	Bearer-Identifier
	1020
	5.3.21
	OctetString
	M,V
	P
	
	
	Y
	GPRS

	Bearer-Operation
	1021
	5.3.22
	Enumerated
	M,V
	P
	
	
	Y
	GPRS

	Bearer-Usage
	1000
	5.3.1
	Enumerated
	M,V
	P
	
	
	Y
	FFS

	Charging-Rule-Install
	1001
	5.3.2
	Grouped
	M,V
	P
	
	
	Y
	All

	Charging-Rule-Remove
	1002
	5.3.3
	Grouped
	M,V
	P
	
	
	Y
	All

	Charging-Rule-Definition
	1003
	5.3.4
	Grouped
	M,V
	P
	
	
	Y
	All

	Charging-Rule-Base-Name
	1004
	5.3.5
	UTF8String
	M,V
	P
	
	
	Y
	All

	Charging-Rule-Name
	1005
	5.3.6
	OctetString
	M,V
	P
	
	
	Y
	All

	Charging-Rule-Report
	1018
	5.3.19
	Grouped
	M,V
	P
	
	
	Y
	All

	Event-Trigger
	1006
	5.3.7
	Enumerated
	M,V
	P
	
	
	Y
	All

	Metering-Method
	1007
	5.3.8
	Enumerated
	M,V
	P
	
	
	Y
	FFS

	Offline
	1008
	5.3.9
	Enumerated
	M,V
	P
	
	
	Y
	All

	Online
	1009
	5.3.10
	Enumerated
	M,V
	P
	
	
	Y
	All

	Precedence
	1010
	5.3.11
	Unsigned32
	M,V
	P
	
	
	Y
	All

	Reporting-Level
	1011
	5.3.12
	Enumerated
	M,V
	P
	
	
	Y
	All

	PCC-Rule-Status
	1019
	5.3.20
	Enumerated
	M,V
	P
	
	
	Y
	All

	PCC-Rule-Event
	Xxxx
	5.3.23
	Enumerated
	M, V
	P
	
	
	Y
	All

	QoS-Class
	1017
	5.3.18
	Enumerated
	M,V
	P
	
	
	Y
	All

	TFT-Filter
	1012
	5.3.13
	IPFilterRule
	M,V
	P
	
	
	Y
	GPRS

	TFT-Packet-Filter-Information
	1013
	5.3.14
	Grouped
	M,V
	P
	
	
	Y
	GPRS

	ToS-Traffic-Class
	1014
	5.3.15
	OctetString
	M,V
	P
	
	
	Y
	GPRS

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see RFC 3588 [4].

NOTE 2: 
The value types are defined in RFC 3588 [4].


*** Next change ***

5.3.7

Event-Trigger AVP (All access types) 

The Event-Trigger AVP (AVP code 1006) is of type Enumerated. When sent from the PCRF to the PCEF the Event-Trigger AVP indicates an event that shall cause a re-request of PCC rules. When sent from the PCEF to the PCRF the Event-Trigger AVP indicates that the corresponding event has occurred at the gateway. The following values are defined:

SGSN_CHANGE (0)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon the change of the serving SGSN PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because the serving SGSN changed. Applicable only for GPRS.

QOS_CHANGE (1)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a QoS change PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because there has been a change in the requested QoS (e.g. the previously maximum authorized QoS has been exceeded). Applicable for all access-types.

RAT_CHANGE (2)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a RAT change PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because of a RAT change. Applicable only for GPRS.

TFT_CHANGE (3)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a TFT change PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because of a change in the TFT. Applicable only for GPRS.


PLMN_CHANGE (4)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a PLMN change PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because there was a change of PLMN. Applicable only for GPRS.
LOSS_OF_BEARER (5)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon loss of bearer, GW should inform PCRF. When used in a CCR command, this value indicates that the PCEF generated the request because the bearer associated with the PCC rules indicated by the corresponding Charging Rule Report AVP was lost. Applicable for those access-types that handle multiple bearers within one single IP-CAN session (e.g. GPRS).
The mechanism of indicating loss of bearer to the GW is IP-CAN access type specific. For GPRS, this is indicated by a PDP context modification request with Maximum Bit Rate (MBR) in QoS profile changed to 0 kbps.

RECOVERY_OF_BEARER (6)

This value shall be in CCA and RAR commands by the PCRF used to indicate that upon recovery of bearer, GW should inform PCRF. When used in a CCR command, this value indicates that the PCEF generated the request because the bearer associated with the PCC rules indicated by the corresponding Charging Rule Report AVP was recovered. Applicable for those access-types that handle multiple bearers within one single IP-CAN session (e.g. GPRS).
The mechanism for indicating recovery of bearer to the GW is IP-CAN access type specific. For GPRS, this is indicated by a PDP context modification request with Maximum Bit Rate (MBR) in QoS profile changed from 0 kbps to a valid value.

IP-CAN_CHANGE (7)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a change in the IP-CAN type PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because there was a change of IP-CAN type. Applicable for all access types.

     PCC_RULE_EVENT (8)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a failure in the enforcement of PCC rules, PCEF shall inform PCRF. When used in a CCR command, this value indicates that the PCEF generated the request because for some reason the PCC rules cannot be enforced. The reason will be provided in the PCC-Rule-Event AVP. The affected PCC rules will be provided in the Charging-Rule-Report AVP. When PCRF performs the bearer binding, absence of the Charging-Rule-Report means that all provided PCC rules for that specific bearer are affected.
*** Next change ***

5.3.23 PCC-Rule-Event AVP (All access types) 
The PCC-Rule-Event AVP (AVP code XXXX) is of type of Enumerated, and it indicates the  event related to PCC rules has occurred. This AVP shall be supplied in CCR command if the Event-Trigger AVP indicates PCC_RULE_EVENT. This AVP shall be supplied in RAA command if the Experimental-Result-Code indicates DIAMETER_POLICY_EVENT.
The following values are defined:

RESOURCE LIMITATION (0)

This value is used to indicate that there are not enough resources
GW/PCEF MALFUNCTION (1)

This value is used to indicate that there has been a malfunction in the GW/PCE
LIMITATION IN THE SUBSCRIPTION (2)

This value is used to indicate that there is a limitation in the subscription


*** Next change ***

5.4 Gx specific Experimental-Result-Code AVP values
5.4.2 Permanent Failures

DIAMETER_PCC_RULE_EVENT (xxxx)

This error shall be used when for some reason the PCC rules cannot be installed/activated. The reason will be provided in the POLICY_TRIGGERING_REASON AVP. Affected PCC-Rules will be provided in the Charging-Rule-Report AVP. When PCRF realizes the bearer binding, absence of the Charging-Rule-Report means that all provided PCC rules for that specific bearer are affected.

*** Next change ***

5.6.2     CC-Request (CCR) Command

The CCR command, indicated by the Command-Code field set to 272 and the 'R' bit set in the Command Flags field, is sent by the PCEF to the PCRF in order to request PCC rules for a bearer. The CCR command is also sent by the PCEF to the PCRF in order to indicate bearer or PCC rule related events or the termination of the IP CAN bearersession.

Message Format:

<CC-Request> ::= < Diameter Header: 272, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { CC-Request-Type }





 { CC-Request-Number }





 [ Destination-Host ]





 [ Origin-State-Id ]





*[ Subscription-Id ]

             
 [ Bearer-Identifier ]

             
 [ Bearer-Operation ]





 [ Framed-IP-Address ]





 [ Framed-IPv6-Prefix ]




 [ 3GPP-RAT-Type ]




 [ Termination-Cause ]





 [ User-Equipment-Info ]





 [ 3GPP-GPRS-Negotiated-QoS-Profile ]





 [ 3GPP-SGSN-MCC-MNC ]





 [ 3GPP-SGSN-Address ]





 [ 3GPP-SGSN-IPv6-Address ]




 [ Called-Station-ID ]





 [ Bearer-Usage ]





*[ TFT-Packet-Filter-Information ]




*[ Charging-Rule-Report]





*[ Event-Trigger]





 [ PCC-Rule-Event]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

*** Next change ***

5.6.4       Re-Auth-Answer (RAA) Command

The RAA command, indicated by the Command-Code field set to 258 and the 'R' bit cleared in the Command Flags field, is sent by the PCEF to the PCRF in response to the RAR command.

Message Format:

<RA-Answer> ::=  < Diameter Header: 258, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 [ Origin-State-Id ]





 [ Error-Message ]





 [ Error-Reporting-Host ] 




*[ Charging-Rule-Report]





 [ PCC-Rule-Event]




*[ Failed-AVP ]





*[ Proxy-Info ]





*[ AVP ]
*** End of Changes ***
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