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*********************************   FIRST MODIFIED CLAUSE   ************************************

4.3.2
Request for charging rules from the TPF

The TPF shall indicate, via the Gx reference point, a request for charging rules in the following instances.

1)
At bearer establishment:


The TPF shall send a CC-Request with CC-Request-Type  AVP set to the value “INITIAL_REQUEST”. The TPF shall supply user identification and other attributes to allow the CRF to identify the charging rules to be applied. The other attributes shall include the type of the radio access technology (e.g UTRAN, GERAN, WLAN) and the UE IP address. For GPRS, information about the user equipment (e.g. IMEISV), QoS negotiated, SGSN Address, SGSN country and network codes, APN, TFT and indication if the bearer is used as IMS signalling PDP context shall be provided.

2)
At bearer modification if an Event trigger is met:


The TPF shall send a CC-Request with CC-Request-Type  AVP set to the value “UPDATE_REQUEST”. The TPF shall supply those attributes that have changed within the charging rule request. The bearer attributes that have been modified since the last request are required items. 

3)
When the specific event of the Event trigger is detected:

The TPF shall send a CC-Request with CC-Request-Type  AVP set to the value “UPDATE_REQUEST”. The TPF shall supply those attributes that have changed within the charging rule request. The attributes that have been modified since the last request are required items.

NOTE:
For GPRS the same procedures are applied to both primary and secondary PDP contexts.

*********************************   NEXT MODIFIED CLAUSE   ************************************

4.3.6
Indication of bearer termination (from TPF to CRF)

The TPF indicates to the CRF, via the Gx reference point, that a bearer is terminated via the release of the corresponding DCC session. TheTPF shall send a CC-Request with CC-Request-Type  AVP set to the value TERMINATION_REQUEST. The bearer termination indication identifies the bearer being removed by the usage of the corresponding DCC session. For GPRS, the TPF indicates the release of the PDP session with the value “PDP-SESSION-TERMINATION” of the PDP-Session-Operation AVP.
Upon the bearer termination, the CRF may provision charging rules for any remaining bearers. In case of GPRS, these are the remaining PDP context(s) in a PDP session for which a PDP context is terminated. The CRF provisions the charging rules for any remaining bearer using the unsolicited provision procedure.

*********************************   NEXT MODIFIED CLAUSE   ************************************

5.2
Gx specific AVPs 

Table 5.2 describes the Diameter AVPs defined for the Gx reference point, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415). 

Table 5.2: Gx specific Diameter AVPs 

	
	AVP Flag rules (note 1)
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (note 2)
	Must
	May
	Should not
	Must not
	May Encr.

	Bearer-Usage
	1000
	5.2.1
	Enumerated
	M,V
	P
	
	
	Y

	Charging-Rule-Install
	1001
	5.2.2
	Grouped
	M,V
	P
	
	
	Y

	Charging-Rule-Remove
	1002
	5.2.3
	Grouped
	M,V
	P
	
	
	Y

	Charging-Rule-Definition
	1003
	5.2.4
	Grouped
	M,V
	P
	
	
	Y

	Charging-Rule-Base-Name
	1004
	5.2.5
	OctetString
	M,V
	P
	
	
	Y

	Charging-Rule-Name
	1005
	5.2.6
	OctetString
	M,V
	P
	
	
	Y

	Event-Trigger
	1006
	5.2.7
	Enumerated
	M,V
	P
	
	
	Y

	Metering-Method
	1007
	5.2.8
	Enumerated
	M,V
	P
	
	
	Y

	Offline
	1008
	5.2.9
	Enumerated
	M,V
	P
	
	
	Y

	Online
	1009
	5.2.10
	Enumerated
	M,V
	P
	
	
	Y

	Precedence
	1010
	5.2.11
	Unsigned32
	M,V
	P
	
	
	Y

	Reporting-Level
	1011
	5.2.15
	Enumerated
	M,V
	P
	
	
	Y

	PDP-Session-Operation
	1015


	5.2.21
	Enumerated
	M,V
	P
	
	
	Y

	TFT-Filter
	1012
	5.2.18
	IPFilterRule
	M,V
	P
	
	
	Y

	TFT-Packet-Filter-Information
	1013
	5.2.19
	Grouped
	M,V
	P
	
	
	Y

	ToS-Traffic-Class
	1014
	5.2.20
	OctetString
	M,V
	P
	
	
	Y

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see RFC 3588 [4].

NOTE 2: 
The value types are defined in RFC 3588 [4].


*********************************   NEXT MODIFIED CLAUSE   ************************************

5.3
Gx re-used AVPs

The table 5.3 lists the Diameter AVPs re-used by the Gx reference point from existing Diameter Applications, reference to their respective specifications and short description of their usage within the Gx reference point. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter base protocol, do not need to be supported. The AVPs from Diameter base protocol are not included in table 5.3, but they are re-used for the Gx reference point. Where 3GPP Radius VSAs are re-used, they shall be translated to Diameter AVPs as described in draft-ietf-aaa-diameter-nasreq-17.txt [12] with the exception that the 'M' flag shall be set and the ''P' flag may be set. 

Table 5.3: Gx re-used Diameter AVPs

	Attribute Name
	Reference
	Description

	3GPP-GPRS-Negotiated-QoS-Profile
	3GPP TS 29.061 [11]
	For GPRS the QoS of the PDP context

	3GPP-SGSN-Address
	3GPP TS 29.061 [11]
	For GPRS the IPv4 address of the SGSN

	3GPP-SGSN-IPv6-Address
	3GPP TS 29.061 [11]
	For GPRS the IPv6 address of the SGSN

	3GPP-SGSN-MCC-MNC
	3GPP TS 29.061 [11]
	For GPRS the MCC and the MNC of the SGSN

	AF-Charging-Identifier
	3GPP TS 29.209 [10]
	The AF charging identifier that may be used in charging correlation. For IMS the ICID.

	Called-Station-ID
	draft-ietf-aaa-diameter-nasreq-17.txt [12]
	The address the user is connected to. For GPRS the APN.

	CC-Request-Number
	draft-ietf-aaa-diameter-cc-06.txt [8]
	The number of the request for mapping requests and answers

	CC-Request-Type
	draft-ietf-aaa-diameter-cc-06.txt [8]
	The type of the request (initial, update, termination)

	
	
	

	Flow-Description
	3GPP TS 29.209 [10]
	Defines the service flow filter parameters for a charging rule

	Flows
	3GPP TS 29.209 [10]
	The flow identifiers of the IP flows related to a charging rule as provided by the AF. May be used in charging correlation together with AF-Charging-Identifier AVP.

	Framed-IP-Address
	draft-ietf-aaa-diameter-nasreq-17.txt [12]
	The IPv4 address allocated for the user.

	Framed-IPv6-Prefix
	draft-ietf-aaa-diameter-nasreq-17.txt [12]
	The IPv6 address prefix allocated for the user

	Rating-Group
	draft-ietf-aaa-diameter-cc-06.txt [8]
	The charging key for the charging rule used for rating purposes

	Service-Identifier
	draft-ietf-aaa-diameter-cc-06.txt [8]
	The identity of the service or service component the service data flow in a charging rule relates to. 

	Subscription-Id
	draft-ietf-aaa-diameter-cc-06.txt [8]
	The identification of the subscription (IMSI, MSISDN, etc)

	User-Equipment-Info
	draft-ietf-aaa-diameter-cc-06.txt [8]
	The identification and capabilities of the terminal (IMEISV, etc.) 

	3GPP-RAT-Type
	3GPP TS 29.061 [11]
	Indicate which Radio Access Technology is currently serving the UE.


*****************************   NEXT MODIFIED CLAUSE   ************************************

5.2.20
ToS-Traffic-Class AVP

The ToS-Traffic-Class AVP (AVP code 1014) is of type OctetString, and it contains the Type-of-Service/Traffic-Class of a TFT packet filter as defined in 3GPP TS 24.008 [14].

5.2.21
PDP-Session-Operation AVP
The PDP-Session-Operation AVP (AVP code 1015) is of type Enumerated. It is only applicable for GPRS. The following value is defined:

PDP-SESSION-TERMINATION (0)

This value is used to report in an indication of bearer termination that this indication refers to the last PDP context within a PDP session.

*****************************   NEXT MODIFIED CLAUSE   ************************************

6
Gx Messages

Gx Messages are carried within the Diameter Application(s) described in the sub-clauses below. These Applications are defined as vendor specific Diameter applications, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415.

The TPF and the CRF shall advertise the support of the 3GPP vendor specific Diameter Application for the Gx Application and/or the Gx over Gy Application by including the value of the appropriate application identifier(s) in the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands. The Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands are specified in the Diameter Base Protocol.

Existing Diameter command codes from the Diameter base protocol RFC 2588 [4] and the Diameter Credit Control Application (draft-ietf-aaa-diameter-cc-06.txt) [8] are used with the Gx specific AVPs specified in clause 5.2. The Diameter Credit Control Application AVPs and AVPs from other Diameter applications that are re-used are defined in clause 5.3.

In the GPRS case, the association between the PDP contexts and the Diameter Credit Control sessions shall be done in a one-to-one basis : Each PDP context ( either primary or  secondary ) shall map to a DCC session. The release of a PDP Context shall be indicated by the release of the related DCC session. The CRF may identify all PDP contexts belonging to the same PDP session by considering the IPv4 UE IP address provided within the Framed-IP-Address  AVP or the IPv6 UE IP address prefix provided within the Framed-IPv6-Prefix AVP, the APN provided within the Called-Station-ID AVP, and the Origin-Host AVP received in the CCR. For all PDP contexts belonging to the same PDP session, the UE IP address (prefix) and APN are equal. The CRF only needs to take the Origin-Host AVP into account, if the CRF is connected to several TPFs.
6.1
Gx Application

Gx reference point shall use Diameter Gx Application as described in this chapter when the CRF functionality is implemented in a standalone device. The Auth-Application-Id for the Gx Application is xxx as allocated by IANA.

Editor's note: The application id needs to be allocated from IANA.

A Gx Application specific Auth-Application-Id is used together with the command code to identify the Gx Application messages.

6.1.1
CC-Request (CCR) Command

The CCR command, indicated by the Command-Code field set to xxx (IETF suggested value 272) and the 'R' bit set in the Command Flags field, is sent by the TPF to the CRF in order to request charging rules for a bearer. The CCR command is also sent by the TPF to the CRF in order to indicate the termination of the bearer.

Message Format:

<CC-Request> ::= < Diameter Header: xxx (272), REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { CC-Request-Type }





 { CC-Request-Number }





 [ Destination-Host ]





 




 [ Origin-State-Id ]





*[ Subscription-Id ]





 [ Framed-IP-Address ]





 [ Framed-IPv6-Prefix ]




 [ 3GPP-RAT-Type ]




 [ Termination-Cause ]





 [ User-Equipment-Info ]





 [ 3GPP-GPRS-Negotiated-QoS-Profile ]





 [ 3GPP-SGSN-MCC-MNC ]





 [ 3GPP-SGSN-Address ]





 [ 3GPP-SGSN-IPv6-Address ]




 [ Called-Station-ID ]





 [ Bearer-Usage ]




 [ PDP-Session-Operation ]




*[ TFT-Packet-Filter-Information ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

6.1.2
CC-Answer (CCA) Command

The CCA command, indicated by the Command-Code field set to xxx (IETF suggested value 272) and the 'R' bit cleared in the Command Flags field, is sent by the CRF to the TPF in response to the CCR command. It is used to provision charging rules and event triggers for the bearer. The primary and secondary CCF and/or primary and secondary OSC addresses may be included in the initial provisioning.

Message Format:

<CC-Answer> ::=  < Diameter Header: (272), PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 { CC-Request-Type }





 { CC-Request-Number }





 




*[ Event-Trigger ]





 [ Origin-State-Id ]





*[ Charging-Rule-Remove ]





*[ Charging-Rule-Install ]





 [ Primary-CCF-Address ]





 [ Secondary-CCF-Address ]





 [ Primary-OCS-Address ]





 [ Secondary-OCS-Address ]





 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

6.1.3
Re-Auth-Request (RAR) Command

The RAR command, indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field, is sent by the CRF to the TPF in order to initiate the provision of unsolicited charging rules for an existing bearer. The RAR command shall be followed by a CCR command from the TPF requesting charging rules for the bearer in question.

Message Format:

<RA-Request> ::= < Diameter Header: 258, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Re-Auth-Request-Type }





 




 [ Origin-State-Id ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP]

6.1.4
Re-Auth-Answer (RAA) Command

The RAA command, indicated by the Command-Code field set to 258 and the 'R' bit cleared in the Command Flags field, is sent by the TPF to the CRF in response to the RAR command.

Message Format:

<RA-Answer> ::=  < Diameter Header: 258, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 




 [ Origin-State-Id ]





 [ Error-Message ]





 [ Error-Reporting-Host ] 





*[ Failed-AVP ]





*[ Proxy-Info ]





*[ AVP ]

*****************************   NEXT MODIFIED CLAUSE   ************************************

6.2
Gx over Gy Application

The Gy protocol is specified as online charging application in in 3GPP TS 32.299 [9] and TS 32.251 [13]

The Gx over Gy Application allows to combine in a single message exchange (e.g. CCR-CCA) the Gx functionality of charging rule provisioning, and the Gy functionality of credit control for service data flow based online charging. This allows creating synergies and signalling savings in case the CRF and the OCS are collocated. 

The Diameter Gx over Gy Application as described in this Clause should be used when the CRF functionality is co-located with the Online Charging System (OCS) and both are connected to the TPF via a single interface that comprises the Gx and Gy reference points. The Auth-Application-Id for the Gx over Gy Application is 16777225 as allocated by IANA.

A Gx over Gy Application specific Auth-Application-Id is used together with the command code to identify the Gx over Gy Application messages. AVPs included within the Gy Service-Information AVP do not need to be included once more on command level, as specified for the Gx application.

For the Gx over Gy Application the association between the bearers and the Diameter Credit Control sessions shall be done in a one-to-one basis. In the GPRS case, each PDP context (either primary or secondary) shall map to a Diameter session. The release of a PDP Context shall be indicated by the release of the related DCC session. 

NOTE:
This usage of  DCC sessions in the Gx over Gy Application is in alignment with both the Gx Application and the Gy online charging Application.

The Gx over Gy Application is based on the Diameter Credit Control Application. The Gx over Gy Application shall use Gx specific AVPs to fulfil the Gx specific requirements (charging rule provision) and, over the same message, Gy functionalities (credit authorization), as follows:

-
When only charging rule provision is required the procedures and message content for Gx Application as specified in clause 6.1 shall apply, except for the use of DCC subsession.

-
When only credit authorization is required the procedures and message content for Gy as specified as online charging application in 3GPP TS 32.299 [9] and TS 32.251 [13] shall apply.

-
When credit authorization and charging rule provision are required simultaneously, these should be requested and provided with a single CCR-CCA message pair (e.g. credit authorization and request for charging rules). The AVPs defined in Gy interface to satisfy the credit authorization requirements and the Gx specific and Gx re-used AVPs shall be both included in the Diameter messages as needed. The common AVPs shall be included only once within the same message. AVPs included within the Gy Service-Information AVP do not need to be included once more on command level, as specified for the Gx application. DCC sub-sessions shall not be used.

If during a Gx over Gy session, the Gy server indicates DIAMETER_CREDIT_CONTROL_NOT_APPLICABLE as defined in 3GPP TS 32.299 [9], then the session shall be maintained using the original Gx over Gy Application-id, i.e. shall not switch over to the Gx Application-id.
The Experimental-Result-Code AVP specific values of both the Gy protocol and Gx protocol apply for the Gx over Gy application.

All AVPs mandated for the Gx protocol or for the Gy protocol are also mandated for the Gx over Gy application.

Both the procedures defined for the Gx protocol and the procedures defined for the Gy protocol shall be applied for the Gx over Gy application as clarified in the subsequent Clause.

******************************   END OF LAST MODIFICATION   ******************************
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