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* * * First Change * * * *
[bookmark: _Toc510696579][bookmark: _Toc35971371][bookmark: _Toc36812102][bookmark: _Toc66224201][bookmark: _Toc66440505][bookmark: _Toc70541224][bookmark: _Toc83233900][bookmark: _Toc85526816][bookmark: _Toc88659452][bookmark: _Toc88832363][bookmark: _Toc90660250][bookmark: _Toc97194376][bookmark: _Toc112964089][bookmark: _Toc122117246][bookmark: _Toc138689869][bookmark: _Toc151747726]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 9113: "HTTP/2".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 9457: "Problem Details for HTTP APIs".
[14]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[15]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[16]	3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3".
[17]	3GPP TS 29.503: "5G System; Network Exposure Function Northbound APIs; Stage 3".
[18]	3GPP TS 29.122: "T8 reference point for Northbound Application Programming Interfaces (APIs)".
* * * Next Change * * * *
[bookmark: _Toc510696586][bookmark: _Toc35971378][bookmark: _Toc36812109][bookmark: _Toc66224207][bookmark: _Toc66440511][bookmark: _Toc70541230][bookmark: _Toc83233906][bookmark: _Toc85526822][bookmark: _Toc88659458][bookmark: _Toc88832369][bookmark: _Toc90660256][bookmark: _Toc97194382][bookmark: _Toc112964095][bookmark: _Toc122117252][bookmark: _Toc138689875][bookmark: _Toc151747732]4.1	Introduction
The AKMA Anchor Service is used for the AAnF to store AKMA related key material and provide AKMA Application Key information. The AAnF offers to other NFs the following service:
-	Naanf_AKMA.
Table 4.1-1: Service provided by AAnF
	Service Name
	Description
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Naanf_AKMA
	This service enables the NF service consumers to request the AAnF to store the AKMA related key material or get the AKMA Application Key information from the AAnF.
	AnchorKey_Register
	Request/Response
	AUSF

	
	
	ApplicationKey_Get
	Request/Response
	AF, NEF

	
	
	ApplicationKey_AnonUser_Get

(NOTE 2)
	Request/Response
	AF

	
	
	ContextRemove
	Request/Response
	AUSF

	
	
	ServiceDisableNotification
	Request/Response
	AAnF

	NOTE 1:	The service corresponds to the Naanf_AKMA service as defined in 3GPP TS 33.535 [14].
NOTE 2:	The ApplicationKey_AnonUser_Get service operation is defined reusing the ApplicationKey_Get service operation.



Table 4.1-2 summarizes the corresponding APIs defined for this specification.
Table 4.1-2: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Naanf_AKMA
	4.2
	API for Naanf_AKMA
	TS29535_Naanf_AKMA.yaml
	naanf-akma
	Annex A.2 Naanf_AKMA API



* * * Next Change * * * *
[bookmark: _Toc58850458][bookmark: _Toc59018838][bookmark: _Toc68169850][bookmark: _Toc114212140][bookmark: _Toc136554889][bookmark: _Toc151993329][bookmark: _Toc152000109][bookmark: _Toc152158681][bookmark: _Toc162001038][bookmark: _Toc34228182][bookmark: _Toc36041585][bookmark: _Toc36041741][bookmark: _Toc44680178][bookmark: _Toc45134775][bookmark: _Toc49583660][bookmark: _Toc51764097][bookmark: _Toc58838772][bookmark: _Toc59020087][bookmark: _Toc59020174][bookmark: _Toc66224214][bookmark: _Toc66440518][bookmark: _Toc70541237][bookmark: _Toc83233913][bookmark: _Toc85526829][bookmark: _Toc88659465][bookmark: _Toc88832376][bookmark: _Toc90660263][bookmark: _Toc97194389][bookmark: _Toc112964102][bookmark: _Toc122117259][bookmark: _Toc138689882][bookmark: _Toc151747739]4.2.1.3.2	NF Service Consumers
The known NF service consumers are as follows:
The AUthentication Server Function (AUSF):
-	provides the AKMA key material of the UE to the AAnF.
-	notify an NF service consumer about AKMA service disable.
The Network Exposure Function (NEF):
-	enables and authorizes the external AF accessing AKMA service and forwards the request towards the AAnF;
-	performs the AAnF selection.
The Application Function (AF):
-	requests for AKMA Application Key from the AAnF;
-	shall be authenticated and authorized by the operator network before receiving the KAF from the AAnF;
-	performs the AAnF selection if the AF located inside the operator's network.
* * * Next Change * * * *
[bookmark: _Toc138689884][bookmark: _Toc151747741][bookmark: _Toc510696590][bookmark: _Toc35971382][bookmark: _Toc36812113][bookmark: _Toc66224216][bookmark: _Toc66440520][bookmark: _Toc70541239][bookmark: _Toc83233915][bookmark: _Toc85526831][bookmark: _Toc88659467][bookmark: _Toc88832378][bookmark: _Toc90660265][bookmark: _Toc97194391][bookmark: _Toc112964104][bookmark: _Toc122117261]4.2.2.1	Introduction
Table 4.2.2.1-1: Operations of the Naanf_AKMA Service
	Service operation name
	Description
	Initiated by

	Naanf_AKMA_AnchorKey_Register
	This service operation is used by an NF to store the AKMA related key material.
	AUSF

	Naanf_AKMA_ApplicationKey_Get
	This service operation is used by an NF to request the AKMA Application Key information for the UE
	NEF, AF

	Naanf_AKMA_ApplicationKey_AnonUser_Get
	This service operation is used by an AF to request the AKMA Application Key information for the UE when authorized AF are not expected to receive the SUPI of the UE
	AF

	Naanf_AKMA_ContextRemove
	This service operation is used by an NF to delete the AKMA related key material.
	AUSF

	Naanf_AKMA_ServiceDisableNotification
	This service operation is used by the AAnF to notify an NF service consumer about AKMA service disable..
	AAnF



* * * Next Change * * * *
[bookmark: _Toc66224222][bookmark: _Toc66440526][bookmark: _Toc70541245][bookmark: _Toc83233921][bookmark: _Toc85526837][bookmark: _Toc88659473][bookmark: _Toc88832384][bookmark: _Toc90660271][bookmark: _Toc97194397][bookmark: _Toc112964110][bookmark: _Toc122117267][bookmark: _Toc138689890][bookmark: _Toc151747747]4.2.2.3.2	AKMA Application Key request
Figure 4.2.2.3.2-1 shows a scenario where the NF service consumer sends a request to the AAnF to request and get the AKMA Application Key information for the UE (as shown in 3GPP TS 33.535 [14]).


Figure 4.2.2.3.2-1: NF service consumer retrieve AKMA Application Key information
The NF service consumer shall invoke the Naanf_AKMA_ApplicationKey_Get service operation to retrieve the AKMA Application Key information. The NF service consumer shall send for this purpose an HTTP POST request with "{apiRoot}/naanf-akma/<apiVersion>/retrieve-applicationkey" as Resource URI, as shown in step 1 of figure 4.2.2.3.2-1, and the request body containing the AkmaAfKeyRequest data structure. 
If the request corresponds to a Naanf_AKMA_ApplicationKey_AnonUser_Get request, then the AkmaAfKeyRequest shall contain the "anonInd" attribute set to "true".
If the AAnF determines the received HTTP POST request needs to be redirected, the AAnF shall send an HTTP redirect response as specified in clause 6.10.9 of 3GPP TS 29.500 [4].
If the AAnF cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the AAnF shall send an HTTP error response as specified in clause 5.1.7.
The AAnF shall also verify the presence of the UE specific KAKMA key identified by the A-KID.
-	If KAKMA is not present in the AAnF, the AAnF shall reply with an HTTP "403 Forbidden" status code and the response message body including a ProblemDetails data structure with the "cause" attribute set to the "K_AKMA_NOT_PRESENT" application error specified in table 5.1.7.3-1.
-	If the AAnF have received the roaming status from the UDM, and determines not to provide service to the UE it based on the local policy, it shall reply with an HTTP "403 Forbidden" status code and the response message body including a ProblemDetails data structure with the "cause" attribute set to the "ROAMING_NOT_ALLOWED" application error specified in table 5.1.7.3-1 to indicate that roaming is not allowed.
NOTE:	When UE is dual registered, the UE is treated as roaming if at least one of the serving PLMNs indicates the UE is roaming.
-	If KAKMA is present in the AAnF, the AAnF shall continue and process the request as specified below.
Upon the reception of the HTTP POST request, the AAnF shall respond with an HTTP "200 OK" status code and the response message body containing the AkmaAfKeyData data structure which shall include:
-	KAF as "kaf" attribute; 
-	KAF expiration time as "expiry" attribute; and
-	if the "anonInd" attribute was not present in the request or it was present and set to "false", the SUPI within the "supi" attribute or, if the "AKMA_GPSI_Support" feature is supported, either the SUPI within the "supi" attribute or the GPSI within the "gpsi" attribute.
If the requested AKMA Application Key information for the UE does not exist, the AAnF shall respond with "204 No Content".
If the NF service consumer is an NEF, and if UE identifier is required to relay to the AF based on local policy, the NEF invokes the Nudm_SubscriberDataManagement service defined in 3GPP TS 29.503 [17] to translate the SUPI to a GPSI (External Id), and then invoke the AKMA API to include the GPSI (External Id) in the response to the AF as defined in 3GPP TS 29.522 [16]. The NEF shall not send the SUPI to the AF.
* * * Next Change * * * *
4.2.2.5	Naanf_AKMA_ServiceDisableNotification service operation
4.2.2.5.1	General
The Naanf_AKMA_ServiceDisableNotification service operation is used by the AAnF to notify an NF service consumer about AKMA service disable.
4.2.2.5.2	AKMA Context removal
Figure 4.2.2.5.2-1 shows a scenario where the AAnF to notify an NF service consumer about AKMA service disable (as shown in 3GPP TS 33.535 [14]).


Figure 4.2.2.5.2-1: the AAnF request to notify an NF service consumer about AKMA service disable
The AAnF shall invoke the Naanf_AKMA_ServiceDisableNotification service operation to notify an NF service consumer about AKMA service disable. The AAnF shall send an HTTP POST request with "{notifURI}" as Callback URI, as shown in figure 4.2.2.5.2-1, step 1, to notify the NF service consumer about AKMA service disable according to the value of the "ServiceDisableNotification" data type in the request body.
If errors occur when processing the HTTP POST request, the service consumer shall send an HTTP error response as specified in clause 5.1.7. 
If the service consumer determines the received HTTP POST request needs to be redirected, the service consumer shall send an HTTP redirect response as specified in clause 6.10.9 of 3GPP TS 29.500 [4].
Upon the reception of the HTTP POST request, if the notification of AKMA service disable has been treated successfully, the NF service consumer shall send an HTTP "204 No Content" response.
[bookmark: _Toc66224241][bookmark: _Toc66440545][bookmark: _Toc70541265][bookmark: _Toc83233941][bookmark: _Toc85526863][bookmark: _Toc88659499][bookmark: _Toc88832410][bookmark: _Toc90660297][bookmark: _Toc97194422][bookmark: _Toc112964135][bookmark: _Toc122117292][bookmark: _Toc138689915][bookmark: _Toc151747772]* * * Next Change * * * *
5.1.5	Notifications
[bookmark: _Toc45134033][bookmark: _Toc51762885][bookmark: _Toc136562363][bookmark: _Toc43563490][bookmark: _Toc70550616][bookmark: _Toc66231788][bookmark: _Toc88667573][bookmark: _Toc56640952][bookmark: _Toc50031965][bookmark: _Toc59017920][bookmark: _Toc28012807][bookmark: _Toc90655858][bookmark: _Toc104538995][bookmark: _Toc34266277][bookmark: _Toc113031657][bookmark: _Toc85552972][bookmark: _Toc68168949][bookmark: _Toc83233062][bookmark: _Toc94064241][bookmark: _Toc85557071][bookmark: _Toc114133796][bookmark: _Toc145705684][bookmark: _Toc138754197][bookmark: _Toc120702296][bookmark: _Toc101244402][bookmark: _Toc36102448][bookmark: _Toc98233626][bookmark: _Toc148522588][bookmark: _Toc112951117][bookmark: _Toc153363638]5.1.5.1	General
Notifications are not applicable to this API.
Notifications shall comply with clause 6.2 of 3GPP TS 29.500 [4] and clause 4.6.2.3 of 3GPP TS 29.501 [5].
Table 5.1.5.1-1: Notifications overview
	Notification
	Callback URI
	HTTP method or custom operation
	Description (service operation)

	Event Notification
	{notifURI}
	POST
	Reports one or several observed Events.



[bookmark: _Toc34266278][bookmark: _Toc59017921][bookmark: _Toc43563491][bookmark: _Toc94064242][bookmark: _Toc51762886][bookmark: _Toc98233627][bookmark: _Toc85552973][bookmark: _Toc50031966][bookmark: _Toc70550617][bookmark: _Toc112951118][bookmark: _Toc114133797][bookmark: _Toc85557072][bookmark: _Toc66231789][bookmark: _Toc45134034][bookmark: _Toc101244403][bookmark: _Toc90655859][bookmark: _Toc136562364][bookmark: _Toc36102449][bookmark: _Toc88667574][bookmark: _Toc28012808][bookmark: _Toc56640953][bookmark: _Toc120702297][bookmark: _Toc113031658][bookmark: _Toc138754198][bookmark: _Toc148522589][bookmark: _Toc83233063][bookmark: _Toc145705685][bookmark: _Toc104538996][bookmark: _Toc68168950][bookmark: _Toc153363639]5.1.5.2	Event Notification
[bookmark: _Toc50031967][bookmark: _Toc68168951][bookmark: _Toc113031659][bookmark: _Toc34266279][bookmark: _Toc56640954][bookmark: _Toc112951119][bookmark: _Toc59017922][bookmark: _Toc90655860][bookmark: _Toc120702298][bookmark: _Toc136562365][bookmark: _Toc104538997][bookmark: _Toc85557073][bookmark: _Toc85552974][bookmark: _Toc45134035][bookmark: _Toc94064243][bookmark: _Toc43563492][bookmark: _Toc101244404][bookmark: _Toc98233628][bookmark: _Toc114133798][bookmark: _Toc28012809][bookmark: _Toc36102450][bookmark: _Toc88667575][bookmark: _Toc66231790][bookmark: _Toc51762887][bookmark: _Toc83233064][bookmark: _Toc138754199][bookmark: _Toc145705686][bookmark: _Toc148522590][bookmark: _Toc70550618][bookmark: _Toc153363640]5.1.5.2.1	Description
[bookmark: _Toc104538998][bookmark: _Toc34266280][bookmark: _Toc43563493][bookmark: _Toc56640955][bookmark: _Toc28012810][bookmark: _Toc94064244][bookmark: _Toc98233629][bookmark: _Toc45134036][bookmark: _Toc51762888][bookmark: _Toc36102451][bookmark: _Toc68168952][bookmark: _Toc113031660][bookmark: _Toc90655861][bookmark: _Toc70550619][bookmark: _Toc101244405][bookmark: _Toc59017923][bookmark: _Toc85557074][bookmark: _Toc83233065][bookmark: _Toc50031968][bookmark: _Toc85552975][bookmark: _Toc88667576][bookmark: _Toc112951120][bookmark: _Toc114133799][bookmark: _Toc66231791]The Event Notification is used by the AAnF to report the service disable notification.
[bookmark: _Toc120702299][bookmark: _Toc138754200][bookmark: _Toc148522591][bookmark: _Toc145705687][bookmark: _Toc136562366][bookmark: _Toc153363641]5.1.5.2.2	Operation Definition
Callback URI: {notifURI}
The operation shall support the callback URI variables defined in table 5.1.5.2.2-1, the request data structures specified in table 5.1.5.2.2-2 and the response data structure and response codes specified in table 5.1.5.2.2-3.
Table 5.1.5.2.2-1: Callback URI variables
	Name
	Data type
	Definition

	notifURI
	Uri
	The Notification Uri as assigned within the AkmaAfKeyRequest type (see table 5.1.4.3.2-1).



Table 5.1.5.2.2-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ServiceDisableNotification
	M
	1
	Provides Information about service disable notification.



Table 5.1.5.2.2-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	The receipt of the Notification is acknowledged.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection, during the event notification. The response shall include a Location header field containing an alternative URI representing the end point of an alternative NF consumer (service) instance where the notification should be sent.
Applicable if the feature "ES3XX" is supported.

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection, during the event notification. The response shall include a Location header field containing an alternative URI representing the end point of an alternative NF consumer (service) instance where the notification should be sent.
Applicable if the feature "ES3XX" is supported.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



Table 5.1.5.2.2-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI representing the end point of an alternative NF consumer (service) instance towards which the notification should be redirected.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance towards which the notification request is redirected.



Table 5.1.5.2.2-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI representing the end point of an alternative NF consumer (service) instance towards which the notification should be redirected.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance towards which the notification request is redirected.



[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc36812159][bookmark: _Toc66224243][bookmark: _Toc66440547][bookmark: _Toc70541267][bookmark: _Toc83233943][bookmark: _Toc85526865][bookmark: _Toc88659501][bookmark: _Toc88832412][bookmark: _Toc90660299][bookmark: _Toc97194424][bookmark: _Toc112964137][bookmark: _Toc122117294][bookmark: _Toc138689917][bookmark: _Toc151747774]* * * Next Change * * * *
5.1.6.1	General
This clause specifies the application data model supported by the Naanf_AKMA API.
Table 5.1.6.1-1 specifies the data types defined for the Naanf_AKMA service based interface protocol.

Table 5.1.6.1-1: Naanf_AKMA specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	AkmaKeyInfo
	5.1.6.2.2
	AKMA related key material.
	

	CtxRemove
	5.1.6.2.3
	Indicate the AKMA context to be remove.
	



[bookmark: OLE_LINK52][bookmark: OLE_LINK53]Table 5.1.6.1-2 specifies data types re-used by the Naanf_AKMA service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Naanf_AKMA service based interface.
Table 5.1.6.1-2: Naanf_AKMA re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	AKId
	3GPP TS 29.522 [16]
	
	

	AkmaAfKeyData
	3GPP TS 29.522 [16]
	Parameters to present AKMA Application Key information.
	

	AkmaAfKeyRequest
	3GPP TS 29.522 [16]
	Parameters to request to retrieve AKMA Application Key information.
	

	RedirectResponse
	3GPP TS 29.571 [15]
	Contains redirection related information.
	

	Supi
	3GPP TS 29.571 [15]
	Represents the SUPI.
	

	Gpsi
	3GPP TS 29.571 [15]
	Represents the GPSI.
	

	ServiceDisableNotification
	3GPP TS 29.522 [16]
	Parameters to present AKMA Service Disable Notificaiton information.
	

	SupportedFeatures
	3GPP TS 29.571 [15]
	Used to negotiate the applicability of the optional features.
	

	Uri
	3GPP TS 29.122 [18]
	Represents a URI.
	



[bookmark: _Toc35971446][bookmark: _Toc36812177][bookmark: _Toc66224255][bookmark: _Toc66440559][bookmark: _Toc70541279][bookmark: _Toc83233955][bookmark: _Toc85526878][bookmark: _Toc88659514][bookmark: _Toc88832425][bookmark: _Toc90660312][bookmark: _Toc97194437][bookmark: _Toc112964150][bookmark: _Toc122117307][bookmark: _Toc138689930][bookmark: _Toc151747787]* * * Next Change * * * *
5.1.7.3	Application Errors
The application errors defined for the Naanf_AKMA service are listed in Table 5.1.7.3-1.
Table 5.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	K_AKMA_NOT_PRESENT
	403 Forbidden
	Indicates that the KAKMA identified by the A-KID provided in the AKMA Application Key retrieval request body is not present at the AAnF.

	AKMA_CONTEXT_NOT_FOUND
	404 Not Found
	Indicates that the AKMA context to be deleted indicated by the "CtxRemove" Data type in the request body is not found.

	ROAMING_NOT_ALLOWED
	403 Forbidden
	Indicates that roaming is not allowed for AKMA services.




* * * Next Change * * * *
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openapi: 3.0.0
info:
  title: 3gpp-akma
  version: 1.1.0-alpha.4
  description: |
    API for Naanf_AKMA.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.535 V18.3.0; 5G System; AKMA Anchor Services.
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.535/'

security:
  - {}
  - oAuth2ClientCredentials:
    - naanf-akma
servers:
  - url: '{apiRoot}/naanf-akma/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.


paths:
  /register-anchorkey:
    post:
      summary: Store AKMA related key material.
      operationId: RegisterAKMAKey
      tags:
        - Register the AKMA related key material
      security:
        - {}
        - oAuth2ClientCredentials:
          - naanf-akma
        - oAuth2ClientCredentials:
          - naanf-akma
          - naanf-akma:anchorkey
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AkmaKeyInfo'
      responses:
        '200':
          description: The requested information was returned successfully.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AkmaKeyInfo'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /retrieve-applicationkey:
    post:
      summary: Request to retrieve AKMA Application Key information.
      operationId: GetAKMAAPPKeyMaterial
      tags:
        - Retrieve the AKMA Application key material (Collection)
      security:
        - {}
        - oAuth2ClientCredentials:
          - naanf-akma
        - oAuth2ClientCredentials:
          - naanf-akma
          - naanf-akma:applicationkeyget
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: 'TS29522_AKMA.yaml#/components/schemas/AkmaAfKeyRequest'
      responses:
        '200':
          description: The requested information was returned successfully.
          content:
            application/json:
              schema:
                $ref: 'TS29522_AKMA.yaml#/components/schemas/AkmaAfKeyData'
        '204':
          description: No Content (The requested AKMA Application material does not exist.)
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:
        myNotification:
          '{$request.body#/notifURI}': 
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: 'TS29522_AKMA.yaml#/components/schemas/ServiceDisableNotification'
              responses:
                '204':
                  description: The receipt of the Notification is acknowledged.
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '502':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/502'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'


  /remove-context:
    post:
      summary: Request to remove the AKMA related key material.
      operationId: RemoveContext
      tags:
        - Remove the AKMA Application key material (deletion)
      security:
        - {}
        - oAuth2ClientCredentials:
          - naanf-akma
        - oAuth2ClientCredentials:
          - naanf-akma
          - naanf-akma:anchorkey
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/CtxRemove'
      responses:
        '204':
          description: No Content (The AKMA context for the UE has been removed successfully.)
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            naanf_akma: Access to the Naanf_AKMA API
            naanf_akma:anchorkey: >
              Access to service operations applying to store or remove the AKMA related key 
              material.
            naanf_akma:applicationkeyget: >
              Access to service operations applying to request the AKMA Application Key information
              for the UE.
            naanf-akma:applicationkeyget:supi-access: >
              Return SUPI in the AKMA Application Key information for the UE.

  schemas: 
[bookmark: OLE_LINK91][bookmark: OLE_LINK92]    AkmaKeyInfo:
      description: Represents AKMA related key material.
      type: object
      properties:
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        aKId:
          $ref: 'TS29522_AKMA.yaml#/components/schemas/AKId'
        kAkma:
          type: string
      required:
        - aKId
        - kAkma
      oneOf:
        - required: [supi]
        - required: [gpsi]

    CtxRemove:
      description: >
        Parameters to request to delete the AKMA context for the UE, the "supi" attribute shall be 
        included.
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

* * * End of Changes * * * *
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