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* * * * Start of changes * * * *
[bookmark: _Toc161952022][bookmark: _Toc34035413][bookmark: _Toc36037406][bookmark: _Toc36037710][bookmark: _Toc38877552][bookmark: _Toc43199634][bookmark: _Toc45132813][bookmark: _Toc59015556][bookmark: _Toc63171112][bookmark: _Toc66282149][bookmark: _Toc68166025][bookmark: _Toc70426331][bookmark: _Toc73433682][bookmark: _Toc73435779][bookmark: _Toc73437186][bookmark: _Toc75351596][bookmark: _Toc83229874][bookmark: _Toc85527902][bookmark: _Toc90649527][bookmark: _Toc161951507]6.1.9	Security
The provisions of clause 6 of 3GPP TS 29.122 [22] shall apply for the VAE_MessageDelivery API.
[bookmark: _Toc34035454][bookmark: _Toc36037447][bookmark: _Toc36037751][bookmark: _Toc38877593][bookmark: _Toc43199675][bookmark: _Toc45132854][bookmark: _Toc59015597][bookmark: _Toc63171153][bookmark: _Toc66282190][bookmark: _Toc68166066][bookmark: _Toc70426372][bookmark: _Toc73433725][bookmark: _Toc73435822][bookmark: _Toc73437229][bookmark: _Toc75351639][bookmark: _Toc83229917][bookmark: _Toc85527945][bookmark: _Toc90649570][bookmark: _Toc161951550]* * * * Next changes * * * *
6.2.9	Security
The provisions of clause 6 of 3GPP TS 29.122 [22] shall apply for the VAE_FileDistribution API.
* * * * Next changes * * * *
[bookmark: _Toc22025128][bookmark: _Toc34035505][bookmark: _Toc36037498][bookmark: _Toc36037802][bookmark: _Toc38877644][bookmark: _Toc43199726][bookmark: _Toc45132905][bookmark: _Toc59015648][bookmark: _Toc63171204][bookmark: _Toc66282241][bookmark: _Toc68166117][bookmark: _Toc70426423][bookmark: _Toc73433776][bookmark: _Toc73435873][bookmark: _Toc73437280][bookmark: _Toc75351690][bookmark: _Toc83229968][bookmark: _Toc85527996][bookmark: _Toc90649621][bookmark: _Toc161951601]6.3.9	Security
The provisions of clause 6 of 3GPP TS 29.122 [22] shall apply for the VAE_ApplicationRequirement API.
* * * * Next changes * * * *
[bookmark: _Toc34035553][bookmark: _Toc36037546][bookmark: _Toc36037850][bookmark: _Toc38877692][bookmark: _Toc43199774][bookmark: _Toc45132953][bookmark: _Toc59015696][bookmark: _Toc63171252][bookmark: _Toc66282289][bookmark: _Toc68166165][bookmark: _Toc70426471][bookmark: _Toc73433824][bookmark: _Toc73435921][bookmark: _Toc73437328][bookmark: _Toc75351738][bookmark: _Toc83230016][bookmark: _Toc85528044][bookmark: _Toc90649669][bookmark: _Toc161951649]6.4.9	Security
The provisions of clause 6 of 3GPP TS 29.122 [22] shall apply for the VAE_DynamicGroup API.
* * * * Next changes * * * *
[bookmark: _Toc73433905][bookmark: _Toc73435953][bookmark: _Toc73437360][bookmark: _Toc75351770][bookmark: _Toc83230048][bookmark: _Toc85528076][bookmark: _Toc90649701][bookmark: _Toc161951681]6.5.9	Security
The provisions of clause 6 of 3GPP TS 29.122 [22] shall apply for the VAE_ServiceContinuity API.
* * * * Next changes * * * *
[bookmark: _Toc85528125][bookmark: _Toc90649750][bookmark: _Toc161951730]6.6.9	Security
The provisions of clause 6 of 3GPP TS 29.122 [22] shall apply for the VAE_HDMapDynamicInfo API.
* * * * Next changes * * * *
[bookmark: _Toc85528176][bookmark: _Toc90649801][bookmark: _Toc161951781]6.7.9	Security
The provisions of clause 6 of 3GPP TS 29.122 [22] shall apply for the VAE_SessionOrientedService API.
* * * * Next changes * * * *
[bookmark: _Toc90649841][bookmark: _Toc161951821]6.8.9	Security
The provisions of clause 6 of 3GPP TS 29.122 [22] shall apply for the VAE_V2VConfigRequirement API.
* * * * Next changes * * * *
[bookmark: _Toc161952023]6.9.9	Security
The provisions of clause 6 of 3GPP TS 29.122 [22] shall apply for the VAE_PC5ProvisioningRequirement API.
* * * * Next changes * * * *
7	SecurityVoid
TLS shall be used to support the security communication between the VAE server and the V2X application specific server over Vs interface, and also between different VAE servers over VAE-E interface as specified in 3GPP TS 33.536 [31] and 3GPP TS 33.501 [32]. The access to the VAE service APIs shall be authorized by means of OAuth2 protocol (see IETF RFC 6749 [23]), based on local configuration, using the "Client Credentials" authorization grant. If OAuth2 is used, a client, prior to consuming services offered by the VAE service APIs, shall obtain a "token" from the authorization server.
* * * * Next changes * * * *
[bookmark: _Toc24868675][bookmark: _Toc34154180][bookmark: _Toc36041124][bookmark: _Toc36041437][bookmark: _Toc43196714][bookmark: _Toc43481484][bookmark: _Toc45134761][bookmark: _Toc51189293][bookmark: _Toc51763969][bookmark: _Toc57206201][bookmark: _Toc59019542][bookmark: _Toc68170215][bookmark: _Toc73433953][bookmark: _Toc73436001][bookmark: _Toc73437408][bookmark: _Toc75351818][bookmark: _Toc83230096][bookmark: _Toc85528264][bookmark: _Toc90649889][bookmark: _Toc161952025][bookmark: _Toc24868676][bookmark: _Toc34154181][bookmark: _Toc36041125][bookmark: _Toc36041438][bookmark: _Toc43196715][bookmark: _Toc43481485][bookmark: _Toc45134762][bookmark: _Toc51189294][bookmark: _Toc51763970][bookmark: _Toc57206202][bookmark: _Toc59019543][bookmark: _Toc68170216][bookmark: _Toc73433954][bookmark: _Toc73436002][bookmark: _Toc73437409][bookmark: _Toc75351819][bookmark: _Toc83230097][bookmark: _Toc85528265][bookmark: _Toc90649890][bookmark: _Toc161952026]8.1	General
When CAPIF is used with a VAE service, the VAE sServer shall support the following as defined in 3GPP TS 29.222 [26]:
-	the API exposing function and related APIs over CAPIF-2/2e and CAPIF-3/3e reference points;
-	the API publishing function and related APIs over CAPIF-4/4e reference point;
-	the API management function and related APIs over CAPIF-5/5e reference point; and
-	at least one of the security methods for authentication and authorization, and related security mechanisms.
In a centralized deployment as defined in 3GPP TS 23.222 [25], where the CAPIF cCore fFunction and API provider domain functions are co-located, the interactions between the CAPIF cCore fFunction and API provider domain functions may be independent of CAPIF-3/3e, CAPIF-4/4e and CAPIF-5/5e reference points. 
When CAPIF is used with a VAE service, the VAE sServer shall register all the features for northbound APIs in the CAPIF Core Function.
* * * * Next changes * * * *
8.2	Security
When CAPIF is used for external exposure, before invoking the API exposed by the VAE Server, the service consumer (e.g. VASS), acting as a CAPIF API invoker, shall negotiate the security method (PKI, TLS-PSK or OAuthUTH2) with the CAPIF cCore fFunction and ensure that the VAE Server has enough credentials to authenticate the service consumer (e.g., VASS), see clauses 5.6.2.2 and 6.2.2.2 of 3GPP TS 29.222 [26], clause 5.6.2.2 and clause 6.2.2.2.
If the PKI or TLS-PSK is used as the selected security method between the service consumer (e.g. VASS) and the VAE Server, upon API invocation, the VAE Server shall retrieve the authorization information from the CAPIF cCore fFunction as described in clause 5.6.2.4 of 3GPP TS 29.222 [26], clause 5.6.2.4. 
As indicated in 3GPP TS 33.122 [27], the access to the VAE Server APIs may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [23]), using the "Client Credentials" authorization grant, where the CAPIF cCore fFunction (see 3GPP TS 29.222 [26TS29222]) plays the role of the authorization server.
NOTE 1:	In this release of this specification, only the "Client Credentials" authorization grant is supported.
If OAuth2 is used as the selected security method between the service consumer (e.g. VASS) and the VAE Server:
-	, the service consumer (e.g. VASS) shall, prior to consuming the services offered by the VAE ServerAPIs, shall obtain a "token" from the authorization server, by invoking the Obtain_Authorization service, as described in clause 5.6.2.3.2 of 3GPP TS 29.222 [26], clause 5.6.2.3.2.; and
-	Tthe VAE Server APIs do not define any scopes for OAuth2 authorization. It is the VAE Server responsibility to check whether the service consumer (e.g. VASS) is authorized to use an API based on the OAuth "token". Once the VAE Server verifies the "token", it shall check whether the VAE Server identifier in the "token" matches its own published identifier, and whether the API name in the "token" matches its own published API name. If those checks are passed, the service consumer (e.g. VASS) has full authority to access any resources or operations for of the invoked API.
NOTE 2:	For the aforementioned security methods, the VAE Server needs to apply admission control according to access control policies after performing the authorization checks.
* * * * End of changes * * * *
