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Abstract of the contribution: This discussion paper discusses the correlation issue between the control plane UE ID and the user plane UE IP address for LCS-UPP, and proposes LMF to reuse the existing AF specific UE ID retrieval procedure to retrieve the UE ID (i.e., SUPI or GPSI) from NEF.
1
Introduction

In current 3GPP TS 24.572, the service flows of user plane connection information provisioning procedure are:
1. LMF -> AMF: user plane connection establishment command (LMF LCS-UP address);

2. AMF -> UE: user plane connection establishment command (LMF LCS-UP address);

3. UE establishes a user plane connection with the LMF via the established PDU session using the received LMF LCS-UP address, LMF obtains an IP address;

4. UE -> AMF: user plane connection establishment complete;

5. AMF -> LMF: user plane connection establishment complete;

6. UE <-> LMF: transfer LCS-UPP messages via user plane connection.
For the UE initiated user plane connection establishment request procedure, UE sends the user plane connection establishment request message to the AMF, and AMF sends the Nlmf_Location_UPConfig Request to the LMF before step 1.

For the UPP-CM messages transferred via the control plane in above two procedures, LMF manages with UE ID (e.g., SUPI, GPSI, or Correlation ID), while in the user plane connection establishment step, LMF obtains the UE IP address, but the LMF cannot correlate the UE ID with the UE IP address in current procedures.

In step 1, LMF decides to send the user plane connection establishment command to the UE identified by the UE ID.
In step 2, UE receives the LMF LCS-UP address included in the message and the Correlation ID, UE obtains both the LMF ID and the LMF LCS-UP address in step 2, and UE can correlate the LMF LCS-UP address and the LMF ID.
In step 3, if there is no established PDU session for LCS-UPP, UE triggers a UE requested PDU session establishment procedure. During the PDU session establishment procedure, SMF or UPF allocates the IP address for the UE. With the LMF LCS-UP address obtained in step 2 and the IP address of the UE obtained during the PDU session establishment procedure, the UE establishes a user plane connection with the LMF. The LMF establishes a user plane connection with a client with a specific IP, the LMF obtains an IP address of the client, but the LMF cannot identify which UE the IP address belongs to.
In step 4, UE confirms the successful establishment of the user plane connection and sends a complete message to the AMF. In step 5, LMF receives the user plane connection establishment complete message from the AMF, and LMF can identify the UE using the UE ID, but the LMF cannot obtain the IP address of the UE, and also cannot correlate the IP address with the UE ID. 

Especially, if multiple UEs establish user plane connections with the LMF at the same time, the LMF may receive multiple IP addresses of the clients but cannot identify each correlation between the established user plane connection and the UE. This may cause LMF to correlate a wrong IP address with the UE, and send the LCS-UPP message to the wrong UE.

In summary, in the above procedures, UE can correlate the LMF ID with the LMF LCS-UP address which is both obtained in step 2, but the LMF cannot correlate the UE ID and UP IP address because LMF obtain them in step 6 and step 3 respectively.
This discussion paper proposes to resolve the correlation issue between the UE ID and the UE IP address.
2. Discussion

2.1 UE (private) IP address is allocated by the core network
The UE IP address is allocated by the core network (i.e., SMF or UPF) and is related to a specific PDU session. 

As described in clause 4.3.2.2.1 of the 3GPP TS 23.502, the SMF or the UPF allocates the IP address for the UE in the UE Requested PDU Session Establishment procedure:

8. In the case of PDU Session Type IPv4 or IPv6 or IPv4v6, the SMF allocates an IP address/prefix for the PDU Session (unless configured otherwise) as described in clause 5.8.2 of TS 23.501. For Unstructured PDU Session Type the SMF may allocate an IPv6 prefix for the PDU Session and N6 point-to-point tunnelling (based on UDP/IPv6) as described in clause 5.6.10.3 of TS 23.501. For Ethernet PDU Session Type, neither a MAC nor an IP address is allocated by the SMF to the UE for this PDU Session.

10a. If the SMF is configured to request IP address allocation from UPF as described in clause 5.8.2 of TS 23.501 then the SMF indicates to the UPF to perform the IP address/prefix allocation and includes the information required for the UPF to perform the allocation. 

For the user plane connection establishment procedure, in step 3, if there is no established PDU session for LCS-UPP, the UE performs UE requested PDU session establishment procedure as described, and obtains the UE IP address allocated by the SMF or UPF. If there is an established PDU session for LCS-UPP, the UE already obtained the UE IP address allocated by the SMF or UPF.
Observation #1: UE (private) IP address for LCS-UPP is allocated by the core network (i.e., SMF or UPF) during the PDU session establishment procedure for LCS-UPP.

2.2 NAT functionality in UPF
Network address translation (NAT) is a way to map a private address inside a local network to a public IP address before transferring the information onto the Internet and vice versa. NAT deployment can alleviate the problem of insufficient IPv4 addresses and prevent external networks from directly using private addresses for communication, thereby improving the security of the internal network.
In 5GC, UPF may implement NAT functionality. If the NAT functionality is implemented in the UPF, the UPF can map the UE private IP address allocated by the core network to a UE public IP address that is routable on the Internet. This is necessary because the Internet uses public IP addresses. That means if the UE is behind a NAT in UPF, the IP address of the UE obtained at the AF is a public IP address which is different from the private IP address allocated by the core network.

For the user plane connection establishment procedure, if the NAT functionality is implemented in the UPF, then the LMF obtained IP address in step 3 may be the UE public IP address and is different from the UE private IP address allocated by SMF or UPF.

Observation #2: If the UPF applies the NAT functionality, the LMF obtained IP address is the UE public IP address and is different from the UE private IP address allocated by SMF or UPF.
For LCS-UPP, the LMF can be considered a special AF inside the core network.

The biggest difference between LMF and AF is that the LMF is an NF inside the core network, and the UE private IP address is allocated by the SMF or UPF inside the core network. The UE, UPF, and the LMF can be considered inside the same private network, and there is no strong need for UPF to implement NAT functionality to map the UE private IP address to the UE public IP address when the destination is LMF. Given that the key point of this paper is not to discuss whether it is needed to apply NAT functionality in UPF for LCS-UPP, we can leave this for implementation.
2.3 LMF reuse AF specific UE ID retrieval procedure
As defined in clause 4.15.10 of 3GPP TS 23.502, AF can request to retrieve UE ID via the Nnef_UEId_Get service operation:

1. AF -> NEF: Nnef_UEId_Get(AF ID, IP address, Port Number), request to retrieve UE ID;

2. NEF authorization;

3-6.
NEF gets SUPI or GPSI from UPF for NAT implementation case;

7-8.
NEF gets SUPI from BSF for UE private IP address case;
9-10.
NEF gets AF specific UE Identifier from UDM;

11.
NEF responds with AF specific UE Identifier.
Observation #3: AF specific UE ID retrieval procedure to retrieve the UE ID from NEF using the UE IP address.
In the AF specific UE ID retrieval procedure, AF can provide the obtained UE IP address (for UE private IP address case) or UE IP address and Port Number (for UE behind a NAT in UPF case) to the NEF, and NEF can retrieve the UE ID (SUPI or GPSI) of the UE. Besides, the NEF further retrieves the AF specific UE Identifier from UDM with UE ID (SUPI or GPSI), and responds to the AF with the AF specific UE Identifier.
But as mentioned above, the LMF can be considered as an AF inside the core network, LMF can reuse the AF specific UE ID retrieval procedure to retrieve the UE ID (e.g., SUPI or GPSI) from NEF.
For example, LMF can send a Nnef_UEId_Get service including the LMF ID, UE IP address obtained in step 3 to the NEF. In step 3-8 of the procedure, NEF obtains the SUPI or GPSI of the UE no matter whether UPF implements NAT. But as the LMF is a core network function, NEF can skip step 9-10 to further retrieve the AF specific UE Identifier from UDM and just responds to the LMF with the retrieved SUPI or GPSI.

1. LMF -> NEF: Nnef_UEId_Get Request, request to retrieve UE ID;

2. void;

3-6.
NEF gets SUPI or GPSI from UPF for NAT implementation case;

7-8.
NEF gets SUPI from BSF for UE private IP address case;
9-10.
void;

11.
NEF -> LMF: Nnef_UEId_Get Response (SUPI or GPSI).

After the LMF obtains the UE IP address, LMF can reuse the AF specific UE ID retrieval procedure to retrieve SUPI or GPSI from the NEF. As the LMF obtains the UE ID for the obtained IP address, the LMF can further correlate the UE IP address with the UE ID.

Proposal #1: LMF reuses the existing AF specific UE ID retrieval procedure to retrieve the UE ID (i.e., SUPI or GPSI) from NEF using the obtained UE IP address.
2.4 UE report UE IP address to the LMF in the complete message
The reason for the correlation issue in LMF is that the LMF does not receive the UE ID and UE IP address at the same step. In the user plane connection information provisioning procedure, the LMF obtained the UE IP address in step 3 while the LMF obtained the complete message in step 5.
The most straightforward way to resolve this is that UE can include the UE IP address in the user plane connection establishment complete message, i.e., UE ->AMF-> LMF:  user plane connection establishment complete (UE IP address).

Proposal #2: UE includes the UE IP address in the user plane connection establishment complete message.
But if the UPF implements the NAT functionality for LCS-UPP, the UE IP address in the complete message is not the IP address the LMF obtained in step 3, The LMF still cannot correlate the correct UE IP address and the UE ID. NAT deployment is not supported in proposal #2.

2.5 proposal analysis
The comparison table between Proposal #1 and Proposal #2 are listed below:

Table 1 Comparison between proposal #1 and proposal #2

	
	Proposal #1 Reuse UE ID retrieval
	Proposal #2 Add IP address

	Impacted part
	NEF, LMF
	UE, LMF

	Impact procedure
	AF specific UE ID retrieval procedure
	User plane connection establishment procedure

	Modification
	NEF support reuse Nnef_UEId_Get service for LMF
	New parameter in the user plane connection establishment complete message

	NAT functionality
	supported
	Not supported


According to above table, Proposal #1 can reuse the AF specific UE ID retrieval procedure, and NEF needs to support reuse Nnef_UEId_Get service for LMF, but no impact on UE and User plane connection establishment procedure, can also can support NAT functionality in UPF. Proposal #2 adds a new parameter in the user plane connection establishment complete message, but no impact on NEF and AF specific UE ID retrieval procedure, but cannot support NAT functionality in UPF.
3. Conclusion

Observation #1: UE (private) IP address for LCS-UPP is allocated by the core network (i.e., SMF or UPF) during the PDU session establishment procedure for LCS-UPP.

Observation #2: If the UPF applies the NAT functionality, the LMF obtained IP address is the UE public IP address and is different from the UE private IP address allocated by SMF or UPF.
Observation #3: AF specific UE ID retrieval procedure to retrieve the UE ID from NEF using the UE IP address.
Proposal #1: LMF reuses the existing AF specific UE ID retrieval procedure to retrieve the UE ID (i.e., SUPI or GPSI) from NEF using the obtained UE IP address.
Proposal #2: UE includes the UE IP address in the user plane connection establishment complete message.
This paper discusses the correlation issue between the UE ID and the UE IP address for LCS-UPP, and proposal #1 is captured in C3-241155, and proposal #2 is captured in CT1 and has no CT3 impact.
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