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1. Introduction
This paper attempts to highlight the issues with supporting resource owner-aware northbound API access.
2. Discussion
Compared to traditional authorization, in TS 33.122, CAPIF core function in resource owner-aware northbound API access (RNAA) scenarios should obtain authorization information from the resource owner (i.e. the end user, human). The involvement of the resource owner indicates a new access token containing the resource owner ID is required in RNAA scenarios.

To support the resource owner-aware RNAA feature, TS 33.122 Clause 6.5.3 adopts two new authentication and authorization methods (i.e. authorization code flow and PKCE flow) and updates one existing mechanism (i.e. client credentials flow).  

Moreover, the introduction of new authorization mechanisms raises the security method selection issue. In specific, security method selection procedure in TS 29.222 only covers traditional security methods including Security method 1 (Using TLS-PSK), Security method 2 (Using PKI), Security method 3 (TLS with OAuth token) as described in 3GPP TS 33.122. Newly adopted authorization methods should be supported here.

The potential enhancements requirements of TS 29.222 are described in Figure 2-1.


Figure 2-1 The potential enhancements requirements of TS 29.222

Therefore, considering the update of authorization mechanisms, TS 29.222 should be updated in terms of access token, security method selection, new authorization flow, and the existing client credentials flow enhancement.

TS 33.122 clause 6.5.3.1 indicates the following requirement to the access token in RNAA scenarios.
The access tokens used for RNAA can contain the resource owner identity claim and other claims.



The clause 8.5.4.2.8 of TS 29.222 provides details on the access token as follows.[bookmark: _Toc28009973][bookmark: _Toc34062093][bookmark: _Toc36036849][bookmark: _Toc43285097][bookmark: _Toc45132876][bookmark: _Toc51193570][bookmark: _Toc51760769][bookmark: _Toc59015219][bookmark: _Toc59015735][bookmark: _Toc68165777][bookmark: _Toc83229873][bookmark: _Toc90649073][bookmark: _Toc105593969][bookmark: _Toc114209683][bookmark: _Toc138681556][bookmark: _Toc144228929]8.5.4.2.8	Type: AccessTokenClaims
Table 8.5.4.2.8-1: Definition of type AccessTokenClaims
Attribute name
Data type
P
Cardinality
Description
iss
string
M
1
This IE shall contain the API invoker Identifier.
scope
string
M
1
This IE shall contain a list of AEF identifiers and its associated API names for which the access_token is authorized for use.

It takes the format of 3gpp#aefId1:apiName1,apiName2,…apiNameX;aefId2:apiName1,apiName2,…apiNameY;…aefIdN:apiName1,apiName2,…apiNameZ

Using delimeter "#" after the discriminator "3gpp", ":" after AEF identifier, "," between API names and ";" between the last API name of the previous AEF identifier and the next AEF identifier. (NOTE)

Example: '3gpp#aef-jiangsu-nanjing:3gpp-monitoring-event,3gpp-as-session-with-qos;aef-zhejiang-hangzhou:3gpp-cp-parameter-provisioning,3gpp-pfd-management'
exp
DurationSec
M
1
This IE shall contain the number of seconds after which the access_token is considered to be expired.
NOTE:	The scope may contain more space-delimited strings which further add additional access ranges to the scope, the definition of those additional strings is out of the scope of the present document.



Observation 1: The access token defined in TS 29.222 does not contain the resource owner ID.

TS 33.122 clause 6.3.1.2 provides the procedure to select the authorization mechanism for the API invoker. And the clauses 5.6.2.2 and 8.2.4.3.6 of TS 29.222 provide details on the security method selection as follows.Table 8.2.4.3.6-1: Enumeration SecurityMethod
Enumeration value
Description
Applicability
PSK
Security method 1 (Using TLS-PSK) as described in 3GPP TS 33.122 [16].

PKI
Security method 2 (Using PKI) as described in 3GPP TS 33.122 [16].

OAUTH
Security method 3 (TLS with OAuth token) as described in 3GPP TS 33.122 [16].




Observation 2: The SecurityMethod datatype of TS 29.222 is used for security method selection and it does not contain new authorization mechanisms (i.e. authorization code flow and PKCE flow) for RNAA.


TS 33.122 clause 6.5.3.2 indicates that the client credentials flow defined in clause 4.4 of IETF RFC 6749 should be adopted as follows.[bookmark: _Toc145335307]6.5.3.2	Authorization using oauth client credential flow
If client credential flow is used for authorization of the API invoker by the AEF, the procedures in RFC 6749 [4] shall be followed with the following profile:
-	The access token request message may include the resource owner ID. 
NOTE 1: If the API invoker is on a UE, the CCF obtains its GPSI during authentication. 
Editor’s note: the mapping of API Invoker ID and GPSI is left for stage 3.
-	The CCF shall check whether the API invoker is entitled to consume the API and allowed to access the resources of the resource owner, by using authorization information available in the CCF.
-	If the API invoker is on a UE, the CCF shall check that the UE is accessing its own resources. If the API invoker is an AF not on a UE, the check is omitted. 

Editor's Note: Further details of the token are left for stage 3, this includes how to differentiate RNAA and legacy tokens
NOTE 2: How to get the authorization from the resource owner and store it in the CCF is out of scope of the present document.



Token request defined in clause 8.5.4.2.6 of TS 29.222 does not contain resource owner ID

[bookmark: _Toc28009971][bookmark: _Toc34062091][bookmark: _Toc36036847][bookmark: _Toc43285095][bookmark: _Toc45132874][bookmark: _Toc51193568][bookmark: _Toc51760767][bookmark: _Toc59015217][bookmark: _Toc59015733][bookmark: _Toc68165775][bookmark: _Toc83229871][bookmark: _Toc90649071][bookmark: _Toc105593967][bookmark: _Toc114209681][bookmark: _Toc138681554][bookmark: _Toc144228927]8.5.4.2.6	Type: AccessTokenReq
Table 8.5.4.2.6-1: Definition of type AccessTokenReq
Attribute name
Data type
P
Cardinality
Description
grant_type
string
M
1
This IE shall contain the grant type as "client_credentials"

(NOTE 3, NOTE 4)
client_id
string
M
1
This IE shall contain the API invoker Identifier.

(NOTE 3)
client_secret
string
O
0..1
This IE when present shall contain the onboarding secret which is got during API invoker onboarding.

(NOTE 3)
scope
string
O
0..1
This IE when present shall contain a list of AEF identifiers and its associated API names for which the access_token is authorized for use.

It takes the format of 3gpp#aefId1:apiName1,apiName2,…apiNameX;aefId2:apiName1,apiName2,…apiNameY;…aefIdN:apiName1,apiName2,…apiNameZ

Using delimeter "#" after the discriminator "3gpp", ":" after AEF identifier, "," between API names and ";" between the last API name of the previous AEF identifier and the next AEF identifier. (NOTE 2) 

Example: '3gpp#aef-jiangsu-nanjing:3gpp-monitoring-event,3gpp-as-session-with-qos;aef-zhejiang-hangzhou:3gpp-cp-parameter-provisioning,3gpp-pfd-management'
NOTE 1:	This data structure shall not be treated as a JSON object. It shall be treated as a key, value pair data structure to be encoded using x-www-urlencoded format as specified in clause 17.13.4.1 of W3C HTML 4.01 Specification [22].
NOTE 2:	The scope may contain more space-delimited strings which further add additional access ranges to the scope, the definition of those additional strings is out of the scope of the present document.
NOTE 3:	The "grant_type", "client_id" and "client_secret" attributes do not follow the related naming convention defined in subclause 7.2.1. These attributes are however kept as currently defined in this specification for backward compatibility considerations.
NOTE 4:	The enumeration value "client_credentials" of the "grant_type" attribute does not follow the related naming convention defined in subclause 7.2.1. This enumeration is however kept as currently defined in this specification for backward compatibility considerations.





Observation 3: Token request defined in TS 29.222 does not contain resource owner ID.



TS 33.122 clause 6.5.3.3 indicates that the authorization code flow defined in clause 4.1 of IETF RFC 6749 should be adopted. In clause 4.1 of IETF RFC 6749, the API invoker should request the authorization code and leverage the code to get the access token. However, in TS 29.222, only the access token requesting related service operation is defined. For the access token related service operation defined in TS 29.222, there is no authorization code related information. There is no authorization code request related to service operations in TS 29.222.

Observation 4: TS 29.222 does not contain authorization code related service operation. There is no authorization code information in the existing access token related service operation.
3. Conclusions
To support the RNAA feature, TS 29.222 should be updated in terms of the access token, security method selection, new authorization flow, and the existing client credentials flow enhancement.
4. Proposal
[bookmark: _Hlk61529092]It is proposed to agree to the CRs C3-234316, C3-234317, and C3-234318 to address the above problems.
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