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1.	Introduction
During CT3#129, there was a discussion on the issues related with the stage 2 requirements related to the introduction of the ECS-ER in the frame of discussing the CRs submitted to define the Eecs_EASInfoManagement, Eecs_ECSRegistration and Eecs_ECSDiscovery APIs exposed by the ECS-ER.
This discussion paper aims hence at clarifying the issues/concerns on the stage 2 requirements related to the introduction of the ECS-ER entity and a way forward proposal to progress on this matter.
2.	Discussion
The ECS-ER is defined in clause 6.3.4 of TS 23.558 via the following provisions:
If the ECSP is required to support service provisioning for a certain EAS whose information is not within the pre-configuration or OAM configuration, the ECS can use Edge repository functions to support ECS discovery via ECS-ER. To support functions of the edge repository the ECS supports the following functionality(ies):
a)	registering and providing edge deployment information to ECS-ER.
To support the federation and discovery of a common EAS for a set of UEs the functionalities of the enhanced ECS i.e. ECS-ER, in addition to ECS functionalities, are:
1.	Federation
a)	supporting the functionalities of registration (i.e., registration, update, and de-registration) for the ECS(s); 
b)	receiving and storing information about edge computing resources from the ECS(s);
c)	receiving and storing information about edge computing resources from other ECS-ER(s); and
d)	providing information about Edge computing resources to other ECS-ER(s) of the federation.
2.	Common EAS discovery
a)	storing and providing common EES and common EAS information.
NOTE:	ECS can support repository function as ECS-ER.
This immediately raises the following issues/concerns:
-	ECS-ERs are expected to store highly sensitive information (cf. highlighted text above) about ECSs, EESs and EASs of several EDNs.
-	The domain (including security domain considerations) to which this ECR-ER is expected to belong is beyond its own boundaries.
Observation#1:	The ECS-ER acts as a kind of giant "NRF" that store information about many ECSs.
Observation#2:	The interactions with ECS-ERs are cross-security domains.
Then, clause 6.6.2.4 specifies the following:
Following cardinality rule apply to the ECS that supports edge repository functionality and acts as an ECS-ER:
a)	One ECS-ER may be deployed by a PLMN operator; and
b)	One ECS-ER may be deployed by an ECSP.
This means that:
-	An ECS-ER deployed by an ECSP may contain information about edge deployment information of other ECSPs/operators.
-	An ECS-ER deployed by an operator may contain information about edge deployment information of other operators/ECSPs.
Observation#3:	The security details of the interactions with ECS-ERs should hence be studied.
Observation#4:	Is it realistic to consider that operator-1 would store its edge deployment information with operator-2 or a foreign ECSP.
This being said, it is legitimate to make a comparision/parallel with the 5GC roaming and interconnection framework defined by SA3/CT4 and based on SEPPs (cf. TS 33.501 and TS 29.573). This framework enables NFs belonging to two different operators/PLMNs to securily interact with each other and protects each operator network's security demains.
Based on the above, the authors of this discussion paper believe that:
-	It is not realistic that an entity stores and manipulates sensitive information about edge deployments of several (and even less all) operators/ECSPs. This architecture is not deployable as of now. For example, if an ECS-ER is compromised, it can lead to a malicious entity getting hold of deployment sensitive information of many operators/ECSPs and triggering unwanted changes/updates.
-	CT3 cannot implement the API exposed by the ECS-ER without a clear/detailed study in SA3 on the related security implications. TS 29.573 can be taken as an example of the complexity of defining cross-security domains interactions.
-	A clear and detailed framework needs to be defined by stage 2 to support this new architecture.
Proposal#1:	put on hold the definition of the APIs exposed by the ECS-ER and send an LS to SA3 and SA6 on the above mentioned issues, in particular:
-	[To SA3] Study the ECS-ER architecture (if not already planned) and provide feedback on the above issues/concerns.
-	[To SA6] Provide more detailed information on how this ECR-ER atchitecture is expected to work.
3.	Proposal
Huawai proposes to proceed with proposal#1 above.
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