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1	Overall description

SA3 thanks CT3 for their LS-reply on CAPIF extensibility. 
SA3 would like to provide some more background to the topic of CAPIF extensibility related to security methods. 
· GSMA OPG informed 3GPP in LS S3-222467 about developing the API specifications for interfaces on the Operator Platform and coordinating with 3GPP and ETSI MEC ISG to develop a single harmonized system architecture for edge computing. Referring to earlier exchanges of liaison statements with ETSI MEC to SA6, CT3, and SA3, the usage of CAPIF between the two architectures EDGEAPP and MEC was identified. Coordination with the relevant 3GPP WGs was requested to achieve better alignment on CAPIF.
· As an enabler for adding support for MEC's additional registry features, ETSI ISG MEC had informed in LS S3-223159 on protocol-level extension to be required to CAPIF that would need to fulfil among others the following extensibility requirements: "Allow ETSI ISG MEC to extend enumerations, e.g., for data formats, protocols and security mechanisms, without breaking "native" CAPIF API invokers". ETSI ISG MEC asked 3GPP SA6/CT3 to consider adding to CAPIF extensibility mechanisms to be used by external SDOs (such as ETSI ISG MEC), in order to promote re-use of CAPIF by these external SDOs. 
· SA6 responded in S3-223195 that security related impacts for any enhancement in CAPIF can be addressed by SA3 and the stage 3 impacts for any protocol enhancements in CAPIF can be addressed by CT3.
· [bookmark: _Hlk124252375]SA3 received further from SA6 an LS S3-230640 / S6-230294 on CAPIF, in which SA3 was informed that a protocol defined outside 3GPP realm may be used by non-3GPP AEFs which might also require a security mechanism not defined in 3GPP. This resulted in TS 23.222 requirement [AR-4.11.2-d]: "CAPIF APIs and associated information flows shall be extensible to support vendor-specific functionality." and that "Extensions based on these requirements will enable CAPIF to support AEFs with non-REST NBIs defined by other SDOs such as ETSI MEC but won't affect the AEFs defined by 3GPP such as SCEF and NEF as per 3GPP's current protocol choice."
Hence, SA3 would like to inform CT3 that TS 33.122 was updated in SA3#111 to include a note on CAPIF-2e interface authentication and protection if used by non-3GPP AEFs, which reads: "NOTE: The security mechanisms for the AEFs not defined by 3GPP are out of scope of the present document." 
Further, SA3 would like to bring to CT3 attention the following: While stage 2 does not need to provide details on such security mechanisms, stage 3 clarification in TS 29.222 is needed for addressing the request to promote the re-use of CAPIF by external SDOs. For that, it needs to be clarified how to signal that alternative security method(s) are used.  
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2	Actions
To 3GPP CT3 and SA6, and ETSI ISG MEC 
ACTION: 	
SA3 asks CT3 to update 3GPP TS 29.222, clarifying the signalling aspects to allow operators using non-3GPP security mechanisms for AEFs not defined by 3GPP at CAPIF-2e. 
SA3 asks SA6 and ETSI ISG MEC to take this information into account.



3	Dates of next TSG SA WG 3 meetings
SA3#113	6 -10 November 2023	Chicago, US
SA3#114	22 - 26 January 2024	EU (TBD)

