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1. Introduction
This paper attempts to highlight the issues with reuse of Naanf_AKMA_ApplicationKey_Get service operation for Anonymous User Access considering the security concern from SA3 in this procedure.
2. Discussion
3GPP TS 33.535 Clause 6.2.2 defines anonymous user access to an AF as following:In some scenarios, anonymous user access to the AF is desirable (e.g., UE identification is not required at the AF). For allowing such anonymous user access to the AF, the procedure detailed in clause 6.2.1 of the present document is used with the following changes:
-	in step 2, instead of Naanf_AKMA_ApplicationKey_Get request,  Naanf_AKMA_ApplicationKey_AnonUser_Get request is used by the AF; and 
-	in step 4, the AAnF sends Naanf_AKMA_ApplicationKey_AnonUser_Get response to the AF with KAF and the KAF expiration time.
The A-KID functions as a temporary user identifier.


Accordingly, SA3 specifications (3GPP TS 33.535 Clause 7.1) also define two separate service operations one for normal user access and another one for anonymous user access:

	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Naanf_AKMA
	AnchorKey_Register
	Request/Response
	AUSF

	
	ApplicationKey_Get
	Request/Response
	AF, NEF

	
	ApplicationKey_ AnonUser_Get
	Request/Response
	AF



The CT3 design of these APIs however does not use two separate service operations as specified in SA3. It uses single Naanf_AKMA_ApplicationKey_Get service operation for both normal and anonymous user access service operations, where in the AF is expected to include an additional attribute “anonInd” when it needs anonymous user access. 

Hence, CT3 service operation is designed as following (3GPP TS 29.535 Clause 4.1):

	Service Name
	Description
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Naanf_AKMA
	This service enables the NF service consumers to request the AAnF to store the AKMA related key material or get the AKMA Application Key information from the AAnF.
	AnchorKey_Register
	Request/Response
	AUSF

	
	
	ApplicationKey_Get
	Request/Response
	AF, NEF

	
	
	ApplicationKey_AnonUser_Get

(NOTE 2)
	Request/Response
	AF

	
	
	ContextRemove
	Request/Response
	AUSF

	NOTE 1:	The service corresponds to the Naanf_AKMA service as defined in 3GPP TS 33.535 [14].
NOTE 2:	The ApplicationKey_AnonUser_Get service operation is defined reusing the ApplicationKey_Get service operation.


 
Samsung brought contribution C3-224410 in CT3#123e meeting proposing different service operations. However some companies believed single service operation suffices to address the SA3 requirement.  CT3 agreed to send LS C3-224730 to SA3 for clarifying the security requirement on anonymous user access, and SA3 responded as following in C3-230038:Question 1: Why the new Naanf_AKMA_ApplicationKey_AnonUser_Get service operation is defined as a separate service operation? It is CT3's understanding that the Naanf_AKMA_ApplicationKey_Get service operation can also be used for this purpose by including "Input, Optional: UEID not needed indication"? (Similar to Nnef_AKMA_ApplicationKey_Get service operation definition).

Answer: SA3 discussed and concluded that a new API is required for the anonymization case to provide security control. For example, if the AF is not supposed to know the SUPI, the AF should not be allowed to invoke the Naanf_AKMA_ApplicationKey_Get API.


Regarding the support of OAuth 2.0 framework: · From TS 29.500, clause 6.7.3:
An NF service consumer shall support OAuth 2.0.

· From TS 29.501, clause 5.3.16:
As indicated in 3GPP TS 33.501 [22] and 3GPP TS 29.500 [2], the access to an 5GC API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [23]), based on local configuration. 5GC APIs thus need to support the OAuth2 protocol.

· From TS 29.222, clause 8.2.4.3.6 specifies OAuth as one of the security method to be used for CAPIF-2e protection.
Security method 3 (TLS with OAuth token) as described in 3GPP TS 33.122 [16].


Based on the LS response, Samsung proposed C3-232333 in CT3#128, which was again not agreed by all the companies. Some companies felt the current API design suffices the LS requirement with local access policy restriction/configuration.

LS clearly indicates SA3’s preference for two separate service operations. Currently in CT3’s API design, when OAuth 2.0 is used for service access authorization, it is not possible to enforce the service access authorization with OAuth tokens, for anonymous user access, as the API design has single service operation defined. This is a security threat when OAuth is used. Having two separate service operations automatically allows network to control access to the Naanf_AKMA_ApplicationKey_Get service operation by way of OAuth2.0, only to the AFs who are allowed to know SUPI. 
Example 1:
· AF1 (allowed to receive SUPI/GPSI)
· AF2 (for anonymous user, where AF is not allowed to receive SUPI/GPSI)

Case 1: Using same API and controlling the response (to include SUPI/GPSI) based on "anonInd" in the request.
Security risk: AF2 not including the "anonInd" in the request. 
OAM required in the Core Network: 
· Operator needs to configure all AF Id's that are "allowed/not allowed" to receive the UE Id (SUPI/GPSI) at the NF (AAnF), so that AAnF needs to authorize each request and either reject the request or include the UE Id in the response. 
· Whenever there is an update (for example – AF1 is not allowed to receive SUPI/GPSI and AF2 is allowed to receive SUPI/GPSI), local configuration at the NF (AAnF) needs to be updated. 

Observation: 
· Even if "anonInd" is included, a second level of checking/authorizing is required at the AAnF. 
· Hence, operators deploying OAuth for security framework, would still need to do an additional 2nd level of authorization for anonymous user access as shown in the example cited above, which defeats the purpose of using OAuth. With OAuth access token alone, authorization of anonymous user access service is not feasible.


Example 2:
· AF1 (allowed to receive SUPI/GPSI)
· AF2 (for anonymous user, where AF is not allowed to receive SUPI/GPSI)
· Service operation1 is defined with associated resources to include SUPI/GPSI in response.
· Service operation2 is defined with associated resources that does not include SUPI/GPSI in response. 

Case 2: Using separate service operations and defining different scopes to access the resource.
· If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Naanf_AKMA API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
· Hence, AF1 assigned "token" will allow it to access its associated resources using Service Operation1, which includes SUPI/GPSI in the response and AF2 assigned "token" will allow it to access its associated resources using Service Operation2, which does not include SUPI/GPSI in the response. 
· AF2 cannot trigger Service operation1 based on its initially assigned token. 
·  If in future, AF2 is allowed to receive SUPI/GPSI, the NRF is updated accordingly and the "token" is granted to access its associated resources using Service Operation1, without any update needed at AAnF. 

Observation: 
· OAuth2 framework provides more robust way of managing multiple AF's and any future updates (without impacting AAnF configuration.
· No need for any second level of authorization or checking.


Conclusion: To fulfil the security requirements from SA3, when OAuth 2.0 is used for service authorization, different service operations are needed for normal and anonymous user access.
3. Proposal
[bookmark: _Hlk61529092]It is proposed to agree to the CRs C3-233390/ C3-233392 and C3-233391/ C3-233393 to address the above problem.
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