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1. Overall Description:
CT4 thanks GSMA for their LS on Research highlighting potential negated OAuth policy.

CT4 analysed the research paper enclosed in the LS and concluded that the OpenAPI constructs used in the API descriptions of the 3GPP 5G Core are in line with the recommendations expressed on the official OpenAPI 3.0.x documentation.

Specifically, the description of the "security" property of the OpenAPI Object indicates:


	security
	[Security Requirement Object]
	A declaration of which security mechanisms can be used across the API. The list of values includes alternative security requirement objects that can be used. Only one of the security requirement objects need to be satisfied to authorize a request. Individual operations can override this definition. To make security optional, an empty security requirement ({}) can be included in the array.



https://spec.openapis.org/oas/v3.0.3#openapi-object


CT4 understands that the term "optional security" means that it is a deployment aspect (i.e., configured by the operator) which security mechanism to use for a given NF Service Producer: either no security, or an OAuth/2.0-based security authorization. This is in line with the requirements expressed by SA3 specifications in 3GPP TS 33.501 stating that OAuth/2.0 is mandatory to support by NF Service Consumers and Producers, but optional to deploy.

CT4 would like to point GSMA to the detailed description of the OAuth/2.0 authorization procedures described in 3GPP TS 29.500, clause 6.7.3, and 3GPP TS 29.501 clause 5.3.16.



2. Actions:
To GSMA CVD PoE:
ACTION: 	CT4 kindly asks GSMA to take above response into account.


3. Date of Next CT4 Meetings:
CT4 Meeting calendar can be found at:
https://www.3gpp.org/dynareport?code=Meetings-C4.htm

