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Additional discussion(if needed):
Proposed changes:
*** 1st Change ***
[bookmark: _Toc24868675][bookmark: _Toc34154180][bookmark: _Toc36041124][bookmark: _Toc36041437][bookmark: _Toc43196714][bookmark: _Toc43481484][bookmark: _Toc45134761][bookmark: _Toc51189293][bookmark: _Toc51763969][bookmark: _Toc57206201][bookmark: _Toc59019542][bookmark: _Toc68170215][bookmark: _Toc83234257][bookmark: _Toc90661680][bookmark: _Toc97042819][bookmark: _Toc97045963][bookmark: _Toc97155708][bookmark: _Toc101521764][bookmark: _Toc129169965][bookmark: _Toc28012219][bookmark: _Toc34123072][bookmark: _Toc36038022][bookmark: _Toc38875404][bookmark: _Toc43191885][bookmark: _Toc45133280][bookmark: _Toc51316784][bookmark: _Toc51761964][bookmark: _Toc56674951][bookmark: _Toc56675342][bookmark: _Toc59016328][bookmark: _Toc63167926][bookmark: _Toc66262436][bookmark: _Toc68166942][bookmark: _Toc73538060][bookmark: _Toc75351936][bookmark: _Toc83231746][bookmark: _Toc85535051][bookmark: _Toc88559514][bookmark: _Toc114210144][bookmark: _Toc129246495][bookmark: _Toc129247062]10.1	General
EES may expose its services to EAS with support of CAPIF. Also, the EES may also re-expose the network capabilities of the 3GPP core network to the EAS(s) with support of CAPIF architecture, as specified in 3GPP TS 23.558 [2]. When CAPIF is used with EES services, the EES shall support the following as defined in 3GPP TS 29.222 [17]:
-	the API exposing function and related APIs over CAPIF-2/2e and CAPIF-3/3e reference points;
-	the API publishing function and related APIs over CAPIF-4/4e reference point;
-	the API management function and related APIs over CAPIF-5/5e reference point; and
-	at least one of the security methods for authentication and authorization, and related security mechanisms.
The EAS supports the role of API Invoker as specified in 3GPP TS 29.222 [17]. In a centralized deployment as defined in 3GPP TS 23.222 [17], where the CAPIF core function and API provider domain functions are co-located, the interactions between the CAPIF core function and API provider domain functions may be independent of CAPIF-3/3e, CAPIF-4/4e and CAPIF-5/5e reference points. 
When CAPIF is used with an EES service, the EES shall register all the features for northbound APIs in the CAPIF Core Function.
The EAS may expose its services to other EAS(s) using CAPIF as specified in 3GPP TS 23.558 [2]. When CAPIF is used for exposure of EAS services to other EAS(s), the above procedure shall be applicable with the following differences:
-	the provisions related to the EES apply to the EAS;
-	the provisions related to the EAS apply to the other EAS(s) as consumer(s) of the exposed EAS service APIs.

*** Next Change ***
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When CAPIF is used for external exposure of EES services to EAS, before invoking the API exposed by the EES, the EAS as API invoker shall negotiate the security method (PKI, TLS-PSK or OAUTH2) with CAPIF core function and ensure the EAS has enough credential to authenticate the EAS (see 3GPP TS 29.222 [17], clause 5.6.2.2 and clause 6.2.2.2).
If PKI or TLS-PSK is used as the selected security method between the EAS  and the EES, upon API invocation, the EES shall retrieve the authorization information from the CAPIF core function as described in 3GPP TS 29.222 [17], clause 5.6.2.4. 
As indicated in 3GPP TS 33.122 [18], the access to the EES APIs may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [19]), where the CAPIF core function (see 3GPP TS 29.222 [17]) plays the role of the authorization server.
If OAuth2 is used as the selected security method between the EAS and the EES, then the EAS, prior to consuming services offered by the EES APIs, shall obtain a "token" from the authorization server, by invoking the Obtain_Authorization service, as described in 3GPP TS 29.222 [17], clause 5.6.2.3.2.
The EES APIs do not define any scopes for OAuth2 authorization. It is the EES responsibility to check whether the EAS is authorized to use an API based on the "token". Once the EES verifies the "token", it shall check whether the EES identifier in the "token" matches its own published identifier, and whether the API name in the "token" matches its own published API name. If those checks are passed, the EAS has full authority to access any resource or operation for the invoked API
NOTE :	For aforementioned security methods, the EES needs to apply admission control according to access control policies after performing the authorization checks.
When CAPIF is used for exposure of EAS services to other EAS(s), the above security procedure shall be applicable with the following differences:
-	the provisions related to the EES apply to the EAS;
-	the provisions related to the EAS apply to the other EAS(s) as consumer(s) of the exposed EAS service APIs.
*** End of Changes ***
