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1. Introduction
The SEAL APIs support multiple services (e.g., SS_GroupManagement, SS_Events, SS_NetworkResourceMonitoring APIs, etc. in 3GPP TS 29.549 [1]) that operate with a list of the target VAL users / VAL UEs identifiers provided by the VAL server. A VAL user / VAL UE identifier is defined as a string (see clause 7.3.1.4.2.3 of 3GPP TS 29.549 [1]) according to the Stage 2 definitions present in clause 7.2 and clause 7.3 of 3GPP TS 23.434 [2]. Thus, the SEAL layer shall translate the VAL user / VAL UE identifiers provided by the VAL server to the 3GPP user identifier (e.g., GPSI) and verify the user's existence.

The common errors during the VAL server VAL user/VAL UE/VAL Group/External VAL Group/VAL service identifier verification are the provided target identifier(s) is not found or the provided target identifier(s) translation failed by the SEAL server due to incorrect provisioning or configuration. Hence, the target identifier related error handling in SEAL APIs, and the related error case indication for the VAL server shall be specified.

2. Discussion
2.1 Target identifier not found error handling in SEAL APIs

To illustrate the possible way of the target identifier not found error handling in SEAL APIs, it is proposed to classify the SEAL APIs into two categories:
1. SEAL APIs that operate with a single target identifier type ("APIs type 1" for short), e.g., the MonitoringSubscription data type in the SS_NetworkResourceMonitoring API (see clause 7.4.2.4.2.7 of 3GPP TS 29.549 [1]) requires that only one of the list of VAL UEs, the group ID, or List of VAL streams shall be provided for the subscription creation.
2. SEAL APIs that operate with multiple target identifier types ("APIs type 2" for short), e.g., the VALGroupDocument data type in the SS_GroupManagement API allows creating a VAL group based on the list of VAL User IDs, list of VAL services, and/or the external group identifier.

It is important to note:
· the ProblemDetails data type defined in clause 5.2.1.2.12 of 3GPP TS 29.122 [3] allows to provide only one application error cause; and
· each error response shall contain only one ProblemDetails data type.

"APIs type 1" category is fully aligned with the noted limitations above (i.e., it is possible to define type-dependant application errors [e.g., VAL_UE_NOT_FOUND, VAL_SERVICE_NOT_FOUND, and VAL_STREAM_NOT_FOUND] and provide the non-found identifiers in the problem details). However, "APIs type 2" category is not fully compliant with the noted limitations above, e.g., the type-dependant application errors cannot cover the case when one of the VAL UE(s) and VAL service(s) are not found during the group creation in the SS_GroupManagement API.

The main goal of this discussion paper section is to describe the possible ways to implement of the target identifier not found error handling in SEAL APIs.

2.1.1 Possible implementations of the target identifier not found error handling in SEAL APIs
The target identifier not found error is a client-related error (i.e., the client provided incorrect data and the SEAL server is not able to fulfil the request due to this fact); thus, the 4xx error code shall be used in that case. The appropriate error code in the 4xx family is "403 Forbidden" because the target identifier not found error matches the 403-error code criterion, i.e., "This represents the case when the server is able to understand the request but unable to fulfil the request due to errors (e.g. the requested parameters are out of range). More information may be provided in the "invalidParams" attribute of the "ProblemDetails" structure." (see clause 5.2.6 of 3GPP TS 29.122). The ""invalidParams" attribute of the "ProblemDetails" structure" may be used to indicate the non-found identifiers.

Semantically wise this error code with that error case states: "It is forbidden to create subscriptions/request date/etc. with non-valid (i.e., not-found identifiers)".

Solution #1. Define TARGET_ID_NOT_FOUND application error for 403 error code in all SEAL APIs
In Solution#1, a common application error, i.e., TARGET_ID_NOT_FOUND, for the "403 Forbidden" error code will be defined in all SEAL APIs. The TARGET_ID_NOT_FOUND combines all type-dependant application errors in the "APIs type 1" and "APIs type 2" categories, and all multi-type target identifiers shall be provided in the "invalidParams" attribute within the ProblemDetails structure.

Solution #2. Define TARGET_ID_NOT_FOUND application error for 403 error code in the "APIs type 2" SEAL APIs
In Solution#2, the TARGET_ID_NOT_FOUND application error for the "403 Forbidden" error code shall be defined for the "APIs type 2" SEAL APIs. The type-dependant application errors for the "403 Forbidden" error code (e.g., VAL_UE_NOT_FOUND, VAL_SERVICE_NOT_FOUND, and VAL_STREAM_NOT_FOUND in the SS_NetworkResourceMonitoring API) shall be defined in the "APIs type 1" SEAL APIs.

2.1.2 Solutions analysis for the target identifier not found error case
Let’s analyse advantages and disadvantages of the proposed solutions in section 2.1.

	Solution
	Advantages
	Disadvantages

	Solution #1.
Define TARGET_ID_NOT_FOUND application error for 403 error code in all SEAL APIs
	1. Future proofed design (NOTE 1).
2. Common application error for all SEAL APIs in 3GPP TS 29.549 [1].
	1. The VAL server shall perform an additional processing to determine the type of the provided invalid parameters within the ProblemDetails structure.

	Solution #2.
Define TARGET_ID_NOT_FOUND application error for 403 error code in the "APIs type 2" SEAL APIs
	1. Compromise solution that inherits the error responses from the 5G core (e.g., UDM).
	1. A non-future proofed design (NOTE 1).

	NOTE 1: The number of identifiers provided in API requests is continuously increasing; thus, the APIs from "APIs type 1" may be moved to the "APIs type 2" category during the API evolution. An example of this effect is the SS_LocationReporting API in Release-17 has the "APIs type 1" category (see clause 7.1.1.4.2.2 of 3GPP TS 29.549 [1]); however, the VAL service area ID functionality was introduced in Release-18 and applied to the SS_LocationReporting API (see clause 9.3.2.4 of 3GPP TS 23.434 [2]). The introduction of the VAL service area ID functionality changed the SS_LocationReporting API category from the "APIs type 1" to the "APIs type 2" in Release-18.



2.2 Target identifier translation failed error handling in SEAL APIs
A VAL user / VAL UE identifier is defined as a string (see clause 7.3.1.4.2.3 of 3GPP TS 29.549 [1]) according to the Stage 2 definitions present in clause 7.2 and clause 7.3 of 3GPP TS 23.434 [2]. Thus, the SEAL layer shall translate the VAL user / VAL UE identifiers provided by the VAL server to the 3GPP user identifier (e.g., GPSI). The provisioning and mapping of the VAL user / VAL UE identifiers to the internal 3GPP identifiers are out of the scope of 3GPP; thus, the SEAL layer needs a clear indication that the provided target identifier cannot be translated into the 3GPP identifier due to incorrect provisioning/configuration of the VAL user / VAL UE identifiers.

2.2.1 Possible implementations of the translation failed error handling in SEAL APIs

The target identifier translation failed error is a server-related error (i.e., the server side is not able to fulfil the request due to incorrect internal provisioning/configuration within the SEAL layer); thus, the 5xx error code shall be used in that case. The appropriate error code in the 5xx family is "500 Internal Server Error" because the target identifier translation failed error matches the 500-error code criterion, i.e., " The server encountered an unexpected condition that prevented it from fulfilling the request." (see clause 5.2.6 of 3GPP TS 29.122). The "invalidParams" attribute of the "ProblemDetails" structure may be used to indicate the non-translated identifiers.

Semantically wise this error code with that error case states: "It is impossible to fulfil the request due to internal SEAL server error in VAL user / VAL UE identifier(s) provisioning/configuration".

Solution. Define TARGET_ID_NOT_TRANSLATED application error for 500 error code in all SEAL APIs

In this solution, the "TARGET_ID_NOT_TRANSLATED" application error cause shall be defined for the "500 Internal Server Error" error code. The non-translated target identifiers shall be provided in the "invalidParams" attribute within the ProblemDetails structure. 

The "TARGET_ID_NOT_TRANSLATED" shall be defined in APIs that operate with the "ValTargetUe" structure.

4. Conclusion
This discussion paper describes the problematic points of the target identifier not found and the target identifier(s) translation failed error handling in SEAL APIs.

For the target identifier not found error case, this discussion paper proposes two possible solutions to implement the related error handling for 500 error code in SEAL APIs and their analysis. Based on the provided analysis, Ericsson prefers Solution#1 (i.e., define TARGET_ID_NOT_FOUND application error for 403 error code in all SEAL APIs) to provide a future proofed SEAL APIs design.

For the target identifier translation failed error case, this discussion paper proposes the justification of the error case and possible solution.

It is proposed to discuss the proposed solutions and agree on them.
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