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	Clause 5.1.3 of TS 33.558 defines the support for user consent for EDGE applications and refers to Annex V.4 of 3GPP TS 33.501 which contains the following requirement:

"Consumer NFs (processing the data pertaining to user consent) shall subscribe to UDM for user consent parameter change notification, except if the consent enforcement NF that is deemed an enforcement point is tracking of those NFs and is actively informing those consumer NFs in case of user consent revocation.

NOTE: 	When authorization consumer NFs for data processing subject to user consent, care needs to be taken to not authorize requests by those consumers that do not support the necessary services or related parameters for revocation. This is important because the user consent may change in the future.

Upon notification of user consent revocation, any NF that is deemed an enforcement point for user consent shall no longer accept any service request for data processing subject to a revoked user consent.

Upon notification of user consent revocation, any NF that is deemed an enforcement point for user consent may notify other NFs to halt the processing of the data subject to the revoked user consent."

TS 33.558 defines that the consent enforcing entity can be either the EES, when accessing the 3GPP 5GC services directly, or the NEF, when accessing the 3GPP 5GC services via the NEF. As the Nnef_UEId API is one of the concerned APIs as the upstream Eees_UEIdentifier API is concerned by user consent management as per TS 23.558, it needs hence to be updated to support user consent management and enforcement, so as to cover the case where the NEF is acting as the consent enforcing entity.
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[bookmark: _Toc104478710]* * * * Start of changes * * * *
[bookmark: _Toc90657770][bookmark: _Toc104478712]4.4.32.2	Retrieve AF specific UE ID service operation
In order to retrieve the AF specific UE ID information, the AF shall send an HTTP POST request message to the resource URI "{apiRoot}/3gpp-ueid/v1/retrieve" with the request body including the UeIdReq data structure.
Upon receipt of the corresponding HTTP POST message from the AF, if the AF's request is authorized by the NEF, then the NEF shall determine corresponding DNN and/or S-NSSAI information which may have been provided by the AF or is determined by the NEF based on the requesting AF Identifier, MTC Provider Information. If the authorisation is not granted, the NEF replies to the AF with a "403 Forbidden" error status code with application error "REQUEST_NOT_AUTHORIZED" indicating the AF authorisation failure.
The NEF shall then interact with the BSF with UE address and IP domain and /or DNN and/or S-NSSAI to retrieve the session binding information of the UE by invoking the Nbsf_Management_Discovery service operation as described in 3GPP TS 29.521 [9]. If no SUPI is received in the session binding information from the BSF, the NEF replies to the AF with a "404 Not Found" error status code with application error "UE_ID_NOT_AVAILABLE" to indicate that the UE ID is not available.
The NEF interacts with UDM to retrieve the AF specific UE Identifier by invoking Nudm_SDM_Get service as described in subclause 5.2.2.2 of 3GPP TS 29.503 [17]. The request message includes SUPI and at least one of Application Port ID, MTC Provider Information or AF Identifier.
The UDM responds to the NEF with an AF specific UE Identifier represented as an External Identifier for the UE which is uniquely associated with the Application Port ID, MTC provider Information and/or AF Identifier.
If the NEF receive a successful response from UDM, the NEF shall further respond to the AF with the information (including the AF specific UE Identifier represented as an External Identifier) received from the UDM. If the UE Identifier is not available in the subscription data, the NEF shall reply to the AF with a "404 Not Found" error status code with application error "UE_ID_NOT_AVAILABLE" to indicate that the UE ID is not available. If the NEF receives an error code from the UDM, the NEF shall respond to the AF with a proper error status code.
NOTE:	The case where UE IP address provided by the AF to the NEF corresponds to an IP address that has been NATed (Network and Port Address Translation) is not supported in this release.
Editor's note:	Whether and how user's consent is needed is FFS and pending SA6 and SA3 feedback.
* * * * Next changes * * * *
4.4.32.3	User consent management
Based on local regulations' requirements and operator policies, user consent management specified in Annex V of 3GPP TS 33.501 [6] may be required for EDGE applications to access the Nnef_UEId API for AF specific UE ID retrieval. When it is the case and the NEF is used by the Edge Enabler Layer entities to access 3GPP 5GC services, the NEF shall act as the consent enforcement entity, as specified in clause 5.1.3 of 3GPP TS 33.558 [56].
When user consent enforcement shall be carried out for EDGE applications, then:
-	after retrieving the SUPI information from the BSF, the NEF shall check user consent for the targeted UE by retrieving the user consent subscription data via the Nudm_SDM service API of the UDM, as specified in clause 5.2.2.2.24 of 3GPP TS 29.503 [22] and:
-	if user consent is not granted for all the targeted UE, the NEF shall reject the request and respond to the AF with an HTTP "403 Forbidden" status code with the response body including a ProblemDetails data structure containing the "cause" attribute set to the "USER_CONSENT_NOT_GRANTED" application error;
-	if user consent is granted for the targeted UE, the NEF shall accept the request to retrieve the UE identifier information and process it as specified in clause 4.4.32.2.
* * * * Next changes * * * *
[bookmark: _Toc90658168][bookmark: _Toc104479491]5.25.3.2.1	Description
The custom operation allows a service consumer to retrieve AF specific UE ID information via the NEF.
Editor's note:	Whether and how user's consent is needed is FFS and pending SA6 and SA3 feedback.

[bookmark: _Toc90658169][bookmark: _Toc104479492]* * * * Next changes * * * *
5.25.3.2.2	Operation Definition
This operation shall support the request and response data structures and response codes specified in table 5.25.3.2.2-1 and table 5.25.3.2.2-2.
Table 5.25.3.2.2-1: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	UeIdReq
	M
	1
	Parameters to request to retrieve AF specific UE ID information.



Table 5.25.3.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	UeIdInfo
	M
	1
	200 OK
	The requested AF specific UE ID information was returned successfully.

	ProblemDetails
	O
	0..1
	403 Forbidden
	If the AF request is not authorized, the NEF shall respond with "403 Forbidden".

	ProblemDetails
	O
	0..1
	404 Not Found
	If the requested UE ID does not exist or not available in the subscription, the NEF shall respond with "404 Not Found".

	n/a
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing an alternative URI of the resource located in an alternative NEF.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [4].

	n/a
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing an alternative URI of the resource located in an alternative NEF.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [4]

	ProblemDetails
	O
	0..1
	403 Forbidden
	(NOTE 2)

	ProblemDetails
	O
	0..1
	404 Not Found
	(NOTE 2)

	NOTE 1:	The mandatory HTTP error status codes for the POST method listed in table 5.2.6-1 of 3GPP TS 29.122 [4] also apply.
NOTE 2:	Failure cases are described in clause 5.25.7.3.



Table 5.25.3.2.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative NEF.



Table 5.25.3.2.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative NEF.



[bookmark: _Toc90658258][bookmark: _Toc104479507]* * * * Next changes * * * *
5.25.7.3	Application Errors
The application errors defined for the UEId API are listed in table 5.25.7.3-1.
Table 5.25.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	REQUEST_NOT_AUTHORIZED
	403 Forbidden
	Indicates the request is not authorized.

	USER_CONSENT_NOT_GRANTED
	403 Forbidden
	Indicates that user consent is not granted.

	UE_ID_NOT_AVAILABLE
	404 Not Found
	Indicates the UE ID is not available.



* * * * End of changes * * * *
