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1. Introduction
Clause 5.1.3 of TS 33.558 defines the support for user consent for EDGE applications and refers to Annex V.4 of 3GPP TS33.501 which contains the following requirement:
"Consumer NFs (processing the data pertaining to user consent) shall subscribe to UDM for user consent parameter change notification, except if the consent enforcement NF that is deemed an enforcement point is tracking of those NFs and is actively informing those consumer NFs in case of user consent revocation.

NOTE: 	When authorization consumer NFs for data processing subject to user consent, care needs to be taken to not authorize requests by those consumers that do not support the necessary services or related parameters for revocation. This is important because the user consent may change in the future.

Upon notification of user consent revocation, any NF that is deemed an enforcement point for user consent shall no longer accept any service request for data processing subject to a revoked user consent.

Upon notification of user consent revocation, any NF that is deemed an enforcement point for user consent may notify other NFs to halt the processing of the data subject to the revoked user consent."

TS 33.558 defines that the consent enforcing entity can be either the EES, when accessing the 3GPP 5GC services directly, or the NEF, when accessing the 3GPP 5GC services via the NEF. As the Eees_UELocation API is one of the concerned APIs as per TS 23.558, it needs hence to be updated to support user consent revocation management and enforcement, so as to cover the case where the EES is acting as the consent enforcing entity.
2. Reason for Change
Specify a solution to support user consent revocation management and enforcement for the Eees_UELocation API.
3. Conclusions
N/A.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.558 V1.5.0.

* * * Start of Changes * * * *
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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* * * Next Changes * * * *
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[bookmark: _Toc85734079][bookmark: _Toc89431378][bookmark: _Toc97042170][bookmark: _Toc97045314][bookmark: _Toc97155059][bookmark: _Toc100767359][bookmark: _Toc85734080][bookmark: _Toc89431379][bookmark: _Toc97042171][bookmark: _Toc97045315][bookmark: _Toc97155060][bookmark: _Toc100767360]Based on local regulations' requirements and/or operator policies, user consent management specified in Annex V of 3GPP TS 33.501 [6] may be required for accessing the Eees_UELocation API. When it is the case and the EES is used accessing the 3GPP 5GC network services directly, the EES shall act as the consent enforcement entity, as specified in clause 5.1.3 of 3GPP TS 33.558 [20].
When user consent management and enforcement shall be undertaken for the Eees_UELocation API, then:
-	if the EAS does not support the "UserConsentRevocation" feature or does not indicate its support for this feature in the HTTP POST request to retrieve UE location information, the EES shall reject the request and respond to the EAS with an HTTP "403 Forbidden" status code with the response body containing a ProblemDetails data structure with the "cause" attribute including the "CONSENT_REVOCATION_NOT SUPPORTED" application error;
-	if the EAS indicates its support for the "UserConsentRevocation" feature in the HTTP POST request to retrieve UE location information, the EES shall check user consent for the targeted UE by retrieving the user consent subscription data via the Nudm_SDM service API of the UDM as specified in clause 5.2.2.2.24 of 3GPP TS 29.503 [bb] and:
-	if user consent is not granted for the targeted UE, the EES shall reject the request and respond to the EAS with an HTTP "403 Forbidden" status code with the response body containing a ProblemDetails data structure with the "cause" attribute including the "USER_CONSENT_NOT_GRANTED" application error; and
-	if user consent is granted for the targeted UE, the EES shall accept the request to retrieve UE location information and process it as specified in clause 5.3.2.2.2.
* * * Next Changes * * * *
5.3.2.3.e	User consent management
[bookmark: _Toc85734081][bookmark: _Toc89431380][bookmark: _Toc97042172][bookmark: _Toc97045316][bookmark: _Toc97155061][bookmark: _Toc100767361]Based on local regulations' requirements and/or operator policies, user consent management specified in Annex V of 3GPP TS 33.501 [6] may be required for accessing the Eees_UELocation API. When it is the case and the EES is used accessing the 3GPP 5GC network services directly, the EES shall act as the consent enforcement entity, as specified in clause 5.1.3 of 3GPP TS 33.558 [20].
When user consent management and enforcement shall be undertaken for the Eees_UELocation API, then:
-	if the EAS does not support the "UserConsentRevocation" feature or does not indicate its support for this feature in the HTTP POST request to create a new "Individual Location Information Subscription" resource, the EES shall reject the request and respond to the EAS with an HTTP "403 Forbidden" status code with the response body containing a ProblemDetails data structure with the "cause" attribute including the "CONSENT_REVOCATION_NOT SUPPORTED" application error;
-	if the EAS indicates its support for the "UserConsentRevocation" feature in the HTTP POST request to create a new "Individual Location Information Subscription" resource, the EES shall check user consent for the targeted UE(s) by retrieving the user consent subscription data via the Nudm_SDM service API of the UDM as specified in clause 5.2.2.2.24 of 3GPP TS 29.503 [bb], subscribe to user consent revocation notifications only for those UE(s) for which user consent is granted also using the Nudm_SDM service API of the UDM and accept the request for the creation of the UE location information subscription only for the UE(s) for which user consent is granted;
-	if user consent is not granted for all the targeted UE(s), the EES shall reject the request and respond to the EAS with an HTTP "403 Forbidden" status code with the response body containing a ProblemDetails data structure with the "cause" attribute including the "USER_CONSENT_NOT_GRANTED" application error;
-	the EAS shall provide within the payload body of the HTTP POST request to create a new UE location information subscription the URI via which it desires to receive user consent revocation notifications within the "revocationNotifUri" attribute. The EAS may update this URI in subsequent HTTP PUT/PATCH requests to update/modify the corresponding "Individual Location Information Subscription" resource;
-	when becoming aware of user consent revocation for one or several UE(s), the EES shall:
-	stop processing the data related to the concerned UE(s);
-	send a user consent revocation notification to the EAS by sending an HTTP POST request with the request body including the ConsentRevocNotif data structure that shall contain the user consent revocation information (e.g. UE(s) for which user consent was revoked, etc.); and
-	remove the concerned UE(s) from the concerned "Individual Location Information Subscription" resource and from the related subscriptions at the 3GPP 5GC network entities, if any;
-	unsubscribe from user consent revocation notifications for the concerned UE(s) at the UDM;
and
-	at the reception of the user consent revocation notification from the EES, the EAS shall take the necessary actions to stop processing the data related to the concerned UE(s).
* * * Next Changes * * * *
5.3.2.4.1	General
This service operation is used by the EES to send UE(s) location information notifications or user consent revocation notifications to the EAS.
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5.3.2.4.f	EES notifying the EAS about user consent revocation using Eees_UELocation_Notify operation
The EES determines to notify the EAS about user consent revocation, when becoming aware of user consent revocation for one or several UE(s) from the UDM as specified in 3GPP TS 29.503 [bb].
To notify user consent revocation, the EES shall send an HTTP POST message using the revocation notification URI received from the EAS in the UE location information subscription creation/update/modification request as specified in clause 5.3.2.3.e. The body of the HTTP POST message shall include ConsentRevocNotif data structure.
Upon reception of the HTTP POST request, the EAS shall take the necessary actions to stop processing the data related to the UE(s) for which user consent was revoked.
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5.3.2.5.g	User consent management
[bookmark: _Toc85734290][bookmark: _Toc89431589][bookmark: _Toc97042401][bookmark: _Toc97045545][bookmark: _Toc97155290][bookmark: _Toc100767577]When user consent management and enforcement shall be undertaken for the Eees_UELocation API, then the EAS may update the revocation notification URI when updating/modifying an existing "Individual Location Information Subscription" resource.
* * * Next Changes * * * *
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This method creates the location information subscription at the EES for continuous reporting of UE(s) location information. This method shall support the URI query parameters specified in the table 8.2.2.2.3.1-1.
Table 8.2.2.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 8.2.2.2.3.1-2 and the response data structures and response codes specified in table 8.2.2.2.3.1-3.
Table 8.2.2.2.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	LocationSubscription
	M
	1
	Create a new location information subscription.




Table 8.2.2.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	LocationSubscription
	M
	1
	201 Created
	The individual location information subscription resource created successfully. The information about the confirmed subscription at the EES is provided in the response body.

The URI of the created resource shall be retruned in the "Location" HTTP header.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The UE location information subscription creation request is not allowed due to the non-support of user consent management by the EAS or because user consent is not granted.

One of the following application errors shall be included in the "cause" attribute:
-	CONSENT_REVOCATION_NOT SUPPORTED
-	USER_CONSENT_NOT_GRANTED

	NOTE:	The manadatory HTTP error status code for the POST method listed in Table 5.2.6-1 of TS 29.122 [6] also apply.



Table 8.2.2.2.3.1-4: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.2.2.2.3.1-5: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location 
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/eees-uelocation/<apiVersion>/subscriptions/{subscriptionId}



Table 8.2.2.2.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Changes * * * *
[bookmark: _Toc65839246][bookmark: _Toc85734283][bookmark: _Toc89431582][bookmark: _Toc97042394][bookmark: _Toc97045538][bookmark: _Toc97155283][bookmark: _Toc100767570][bookmark: _Toc85734285][bookmark: _Toc89431584][bookmark: _Toc97042396][bookmark: _Toc97045540][bookmark: _Toc97155285][bookmark: _Toc100767572]8.2.3.2.2	Operation Definition
This operation shall support the request data structures and response codes and data structures specified in tables 8.2.3.2.2-1 and 8.2.3.2.2-2.
Table 8.2.3.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	LocationRequest
	M
	1
	Parameters to request to fetch the UE location information.



Table 8.2.3.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	LocationResponseInfo
	M
	1
	200 OK
	Upon success, the UE location information returned by the EES.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The UE location information retrieval request is not allowed due to the non-support of user consent management by the EAS or because user consent is not granted for the targeted UE.

One of the following application errors shall be included in the "cause" attribute:
-	CONSENT_REVOCATION_NOT SUPPORTED
-	USER_CONSENT_NOT_GRANTED

	NOTE:	The manadatory HTTP error status code for the POST method listed in the Table 5.2.6-1 of TS 29.122 [6] also apply.



* * * Next Changes * * * *
8.2.4.1	General
Table 8.2.4.1-1: Notifications overview
	Notification
	Callback URI
	HTTP method or custom operation
	Description
(service operation)

	Location Information Notification
	{notificationDestination}
	POST
	Notifies the subscriber EAS the UE(s) location information.

	User Consent Revocation Notification
	{revocationNotifUri}
	POST
	The user consent revocation notification from the EES to the EAS to inform about the revocation of user consent for one or several UE(s).



* * * Next Changes * * * *
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8.2.4.x.2	Target URI
The Callback URI "{revocationNotifUri}" shall be used with the callback URI variables defined in table 8.2.4.x.2-1.
Table 8.2.4.x.2-1: Callback URI variables 
	Name
	Data type
	Definition

	revocationNotifUri
	Uri
	Callback reference provided by the EAS during the UE location information subscription creation procedure, within the LocationSubscription data structure as specified in clauses 8.2.2.2.3.1 and 8.2.5.2.2.



[bookmark: _Toc532994457][bookmark: _Toc35971424][bookmark: _Toc67903541]8.2.4.x.3	Standard Methods
[bookmark: _Toc532994458][bookmark: _Toc35971425]8.2.4.x.3.1	POST
This method shall support the request data structures specified in table 8.2.4.x.3.1-1 and the response data structures and response codes specified in table 8.2.4.x.3.1-2.
Table 8.2.4.x.3.1-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ConsentRevocNotif
	M
	1
	Contains the user consent revocation information.



8.2.4.x.3.1-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	Successful case. The user consent revocation notification is successfully received.

	n/a
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing an alternative URI representing the end point of an alternative EAS where the notification should be sent.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6].

	n/a
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing an alternative URI representing the end point of an alternative EAS where the notification should be sent.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6].

	NOTE:	The manadatory HTTP error status code for the HTTP POST method listed in Table 5.2.6-1 of TS 29.122 [6] also apply.



Table 8.2.4.x.3.1-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	Cardinality
	Description

	Location
	string
	1
	An alternative URI representing the end point of an alternative EAS towards which the notification should be redirected.



Table 8.2.4.x.3.1-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	Cardinality
	Description

	Location
	string
	1
	An alternative URI representing the end point of an alternative EAS towards which the notification should be redirected.



* * * Next Changes * * * *
8.2.5.1	General
This clause specifies the application data model supported by the API. Data types listed in clause 7.2 apply to this API
Table 8.2.5.1-1 specifies the data types defined specifically for the Eees_UELocation API service.
Table 8.2.5.1-1: Eees_UELocation API specific Data Types
	Data type
	Section defined
	Description
	Applicability

	ConsentRevoked
	8.2.5.2.v
	Represents the information related to revoked user consent(s).
	UserConsentRevocation

	ConsentRevocNotif
	8.2.5.2.z
	Represents the user consent revocation information conveyed in a user consent revocation notification.
	UserConsentRevocation

	LocationSubscription
	8.2.5.2.2
	Represents the location information subscription.
	

	LocationSubscriptionPatch
	8.2.5.2.3
	Used to request the partial update of location information subscription. 
	

	LocationNotification
	8.2.5.2.4
	UE location information notification from EES to EAS. 
	

	LocationEvent
	8.2.5.2.5
	Location information related an Individual UE.
	

	LocationRequest
	8.2.5.2.6
	UE location information request 
	

	LocationResponse
	8.2.5.2.w
	Contains the response to a UE location information retrieval request. 
	



Table 8.2.5.1-2 specifies data types re-used by the Eees_UELocation API service. 
Table 8.2.5.1-2: Re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	Gpsi
	TS 29.571 [8]
	Used to identify the UE in the query parameter, for which location information is queried. 
	

	LocationQoS
	TS 29.572 [11]
	Used to indicate the location quality of service, of the location information queried. 
	

	LocationInfo
	TS 29.122 [6]
	The location information related to the UE .
	

	DateTime
	TS 29.122 [6]
	Used to capture the expiration time of EAS subscription for location information reporting.
	

	ReportingInformation
	TS 29.523 [13]
	Used to indicate the reporting requirement, only the following information are applicable:
-	immRep
-	notifMethod
-	maxReportNbr
-	monDur
-	repPeriod
	

	SupportedFeatures
	TS 29.571 [8]
	Used to negotiate the applicability of optional features.
	

	TestNotification
	TS 29.122 [6]
	Following differences apply:
-	The SCEF is the EES; and
-	The SCS/AS is the subscribing EAS.
	

	UcPurpose
	3GPP TS 29.503 [bb]
	Represents the purpose of a user consent.
	UserConsentRevocation

	Uri
	TS 29.122 [6]
	
	

	WebsockNotifConfig
	TS 29.122 [6]
	Following differences apply:
-	The SCEF is the EES; and
-	The SCS/AS is the subscribing EAS.
	

	UeMobilityExposure
	TS 29.522 [10]
	The predictive location information related to the UE,
	

	GroupId
	TS 29.571 [8]
	Used to present the internal group identifier in location subscription.
	

	ExternalId
	TS 29.122 [6]
	Represents an external identifier.
	

	ExternalGroupId
	TS 29.571 [8]
	Used to present the external group identifier in location subscription.
	

	Accuracy
	TS 29.122 [6]
	Used by EAS to indicate the desired granularity of the requested location information.
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8.2.5.2.2	Type: LocationSubscription
Table 8.2.5.2.2-1: Definition of type LocationSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	easId
	string
	M
	1
	Identifier of the EAS subscribing for location information report.
	

	ueId
	Gpsi
	O
	0..1
	Identifier of the UE for which the location information reporting is subscribed for. (NOTE)
	

	intGrpId
	GroupId
	O
	0..1
	The internal group identifier, identifying the group of UEs for which the location information reporting is subscribed for. (NOTE)
	

	extGrpId
	ExternalGroupId
	O
	0..1
	The external group identifier, identifying the group of UEs for which the location information reporting is subscribed for. (NOTE)
	

	expTime
	DateTime
	O
	0..1
	Indicates the expiration time of the subscription. If the expiration time is not present, then it indicates that the EAS subscription never expires.
	

	locGran
	Accuracy
	O
	0..1
	Indicates the format of the location information that the EAS supports. EAS wishes to receive the location information report from the EES in the indicated format.
	

	locQos
	LocationQoS
	O
	0..1
	Indicates the location QoS as specified in TS 29.572 [11].
	

	eventReq
	ReportingInformation
	O
	0..1
	Represents the reporting requirements of the location information event subscription.
	

	notificationDestination
	Uri
	CO
	1
	URI where the location information notification should be delivered to. This attribute shall be present in HTTP POST message to EES.
	

	revocationNotifUri
	Uri
	C
	0..1
	Contains the URI via which the EAS desires to receive user consent revocation notifications.

This attribute shall be present if the "UserConsentRevocation" feature is supported by the EAS.
	UserConsentRevocation

	requestTestNotification
	boolean
	O
	0..1
	Set to true by Subscriber to request the EES to send a test notification as defined in clause 7.6. Set to false or omitted otherwise.
	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	O
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol as defined in clause 7.6.
	Notification_websocket

	suppFeat
	SupportedFeatures
	OC
	0..1
	Used to negotiate the supported optional features of the API as described in clause 7.8.
This attribute shall be provided in the HTTP POST request to create a new subscription resource, if at least one feature is supported, and in the HTTP POST response of successful resource creation, if it was present in the associated HTTP POST request.
	

	NOTE:	Only one of UE Identifier (ueId), Internal group identifier (intGrpId), and External group identifier (extGrpId) shall be included.



NOTE:	To protect the privacy of the user, the MSISDN can be used as GPSI only after obtaining user's consent.
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8.2.5.2.3	Type: LocationSubscriptionPatch
Table 8.2.5.2.3-1: Definition of type LocationSubscriptionPatch
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	eventReq
	ReportingInformation
	O
	0..1
	The reporting requirements of the location information event subscription to be updated.
	

	expTime
	DateTime
	O
	0..1
	Indicates the proposed expiration time of the subscription.
	

	notificationDestination
	Uri
	O
	1
	Updated URI where the location information notification should be delivered to.
	

	revocationNotifUri
	Uri
	O
	0..1
	Contains the updated URI via which the EAS desires to receive user consent revocation notifications.

This attribute may be present if the "UserConsentRevocation" feature is supported by the EAS.
	UserConsentRevocation

	locGran
	Accuracy
	O
	0..1
	Updated format of the location information that the EAS supports.
	

	locQos
	LocationQoS
	O
	0..1
	Updated location QoS, as specified in TS 29.572 [11].
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8.2.5.2.6	Type: LocationRequest
Table 8.2.5.2.6-1: Definition of type LocationRequest
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	ueId
	Gpsi
	M
	1
	Identifier of the UE for which the location information is requested.
	

	gran
	Accuracy
	O
	0..1
	Format in which the location information is requested by the EAS.
	

	locQos
	LocationQoS
	O
	0..1
	Indicates the location quality of service of the requested location information.
	

	suppFeat
	SupportedFeatures
	C
	0..1
	Used to negotiate the supported optional features of the API as described in clause 7.8.

This attribute shall be provided in the HTTP POST request to retrieve UE location information, if at least one feature is supported.
	



* * * Next Changes * * * *
8.2.5.2.w	Type: LocationResponse
Table 8.2.5.2.w-1: Definition of type LocationResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	ueLocation
	LocationInfo
	M
	1
	Contains the requested UE location information.
	

	suppFeat
	SupportedFeatures
	C
	0..1
	Used to negotiate the supported optional features of the API as described in clause 7.8.

This attribute shall be provided in the HTTP POST response for UE location information retrieval, if it was present in the associated HTTP POST request.
	



* * * Next Changes * * * *
8.2.5.2.z	Type: ConsentRevocNotif
Table 8.2.5.2.z-1: Definition of type ConsentRevocNotif
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	subscriptionId
	string
	M
	1
	Contains the identifier of the subscription to which the notification is related.
	

	consentsRevoked
	array(ConsentRevoked)
	M
	1..N
	Indicates the revoked user consents.
	



* * * Next Changes * * * *
8.2.5.2.v	Type: ConsentRevoked
Table 8.2.5.2.v-1: Definition of type ConsentRevoked
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	ucPurpose
	UcPurpose
	M
	1
	Identifies the purpose of the revoked user consent.
	

	ueId
	Gpsi
	C
	0..1
	Contains the identifiers(s) of the UE(s) for which user consent was revoked.

(NOTE)
	

	externalId
	ExternalId
	C
	0..1
	Indicates the user(s) for which user consent was revoked.

(NOTE)
	

	NOTE:	One of the "ueId" or "externalId" attributes shall be present.
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[bookmark: _Toc85734299][bookmark: _Toc89431598][bookmark: _Toc97042410][bookmark: _Toc97045554][bookmark: _Toc97155299][bookmark: _Toc100767586]8.2.6	Error Handling
General error responses are defined in clause 7.7.
[bookmark: _Toc35971444][bookmark: _Toc94194920][bookmark: _Toc97042657][bookmark: _Toc97045801][bookmark: _Toc97155546][bookmark: _Toc100767822]8.2.6.1	General
For the Eees_UELocation API, HTTP error handling shall be supported as specified in clause 7.7. In addition, the requirements in the following clauses are applicable for the Eees_UELocation API.
[bookmark: _Toc35971445][bookmark: _Toc94194921][bookmark: _Toc97042658][bookmark: _Toc97045802][bookmark: _Toc97155547][bookmark: _Toc100767823]8.2.6.2	Protocol Errors
No specific protocol errors for the Eees_UELocation API are specified.
[bookmark: _Toc35971446][bookmark: _Toc94194922][bookmark: _Toc97042659][bookmark: _Toc97045803][bookmark: _Toc97155548][bookmark: _Toc100767824]8.2.6.3	Application Errors
The application errors defined for the Eees_UELocation API are listed in Table 8.2.6.3-1.
Table 8.2.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	CONSENT_REVOCATION_NOT SUPPORTED
	403 Forbidden
	Indicates that the request is rejected because user consent management and enforcement is not supported by the client.

	USER_CONSENT_NOT_GRANTED
	403 Forbidden
	Indicates that the request is rejected because user consent is not granted.
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8.2.7	Feature negotiation
General feature negotiation procedures are defined in clause 7.8. Table 8.2.7-1 lists the supported features for Eees_UELocation API.
Table 8.2.7-1: Supported Features
	Feature number
	Feature Name
	Description

	1
	Notification_test_event
	Testing of notification connection is supported according to clause 7.6.

	2
	Notification_websocket
	The delivery of notifications over Websocket is supported according to clause 7.6. This feature requires that the Notification_test_event feature is also supported.

	a
	UserConsentRevocation
	This feature indicates the support of user consent revocation management and enforcement (e.g. stop data processing).



* * * Next Changes * * * *
[bookmark: _Toc97042825][bookmark: _Toc97045969][bookmark: _Toc97155714][bookmark: _Toc100767920]A.3	Eees_UELocation API
openapi: 3.0.0
info:
  title: EES UE Location Information_API
  description: |
    API for EES UE Location Information.
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
  version: 1.0.0-alpha.1
externalDocs:
  description: 3GPP TS 29.558 V1.3.0 Enabling Edge Applications; Application Programming Interface (API) specification; Stage 3
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.558/
servers:
  - url: '{apiRoot}/eees-uelocation/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 7.5 of 3GPP TS 29.558.

paths:
  /fetch:
    post:
      summary: Fetch an UE location information.
      operationId: FetchUELocation
      tags:
        - Fetch an UE location information
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/LocationRequest'
      responses:
        '200':
          description: OK (The requested location information)
          content:
            application/json:
              schema:
                $ref: 'TS29122_MonitoringEvent.yaml#/components/schemas/LocationInfo'
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
  /subscriptions:
    post:
      description: Create a Subscription resource for continious reporting of UE location information to the EAS.
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/LocationSubscription'
      responses:
        '201':
          description: Created (The individual location information subscription resource is created successfully)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/LocationSubscription'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource'
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
      callbacks:
        LocationInformationNotification:
          '{request.body#/notificationDestination}':
            post:
              requestBody:  # contents of the callback message
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/LocationNotification'
              responses:
                '204':
                  description: No Content (successful notification)
                '400':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29122_CommonData.yaml#/components/responses/default'
        UserConsentRevocationNotif:
          '{request.body#/revocationNotifUri}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/ConsentRevocNotif'
              responses:
                '204':
                  description: No Content (successful notification).
                '307':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29122_CommonData.yaml#/components/responses/default'


  /subscriptions/{subscriptionId}:
    get:
      description: Retrieve an Individual location information subscription information.
      parameters:
        - name: subscriptionId
          in: path
          description: Subscription Id.
          required: true
          schema:
            type: string
      responses:
        '200':
          description: OK (Successfully get the location information subscription).
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/LocationSubscription'
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29122_CommonData.yaml#/components/responses/406'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
    put:
      description: Fully replace an existing Individual location information Subscription.
      parameters:
        - name: subscriptionId
          in: path
          description: Subscription Id.
          required: true
          schema:
            type: string
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/LocationSubscription'
      responses:
        '200':
          description: OK (The individual location information subscription was modified successfully).
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/LocationSubscription'
        '204':
          description: No Content.
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
    patch:
      description: Partially update an existing Individual location information Subscription.
      parameters:
        - name: subscriptionId
          in: path
          description: Subscription Id.
          required: true
          schema:
            type: string
      requestBody:
        description: Partial update an existing Individual AC information Subscription.
        required: true
        content:
          application/merge-patch+json:
            schema:
              $ref: '#/components/schemas/LocationSubscriptionPatch'
      responses:
        '200':
          description: OK (The Individual location information Subscription is successfully modified and the updated subscription information is returned in the response).
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/LocationSubscription'
        '204':
          description: No Content (The individual location information subscription was modified successfully).
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
    delete:
      description: Delete an existing Individual location information Subscription.
      parameters:
        - name: subscriptionId
          in: path
          description: Subscription Id.
          required: true
          schema:
            type: string
      responses:
        '204':
          description: The individual subscription is deleted.
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

# Components

components:
  schemas:
    LocationSubscription:
      type: object
      description: Represents an Individual Location Information Subscription.
      properties:
        easId:
          type: string
          description: Identifier of the EAS subscribing for location information report.
        ueId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        intGrpId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/GroupId'
        extGrpId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ExternalGroupId'
        expTime:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTime'
        locGran:
          $ref: 'TS29122_MonitoringEvent.yaml#/components/schemas/Accuracy'
        locQos:
          $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/LocationQoS'
        eventReq:
          $ref: 'TS29523_Npcf_EventExposure.yaml#/components/schemas/ReportingInformation'
        notificationDestination:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'
        requestTestNotification:
          type: boolean
          description: Set to true by the EAS to request the EES to send a test notification. Set to false or omitted otherwise.
        revocationNotifUri:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'
        websockNotifConfig:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/WebsockNotifConfig'
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      oneOf:
        - required: [ueId]
        - required: [intGrpId]
        - required: [extGrpId]
      required:
        - easId
    LocationSubscriptionPatch:
      type: object
      description: Represents the partial update of Individual AC Information Subscription.
      properties:
        eventReq:
          $ref: 'TS29523_Npcf_EventExposure.yaml#/components/schemas/ReportingInformation'
        expTime:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTime'
        notificationDestination:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'
        revocationNotifUri:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'
        locGran:
          $ref: 'TS29122_MonitoringEvent.yaml#/components/schemas/Accuracy'
        locQos:
          $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/LocationQoS'
    LocationNotification:
      type: object
      description: Represents the filters information for AC Information Subscription.
      properties:
        subId:
          type: string
          description: Identifier of the location information subscription for which the location information notification is related to.
        locEvs:
          type: array
          items:
            $ref: '#/components/schemas/LocationEvent'
          minItems: 1
          description: List of notifications with location information.
      required:
        - subId
        - locEvs
    LocationEvent:
      type: object
      description: Location Information event notification.
      properties:
        ueId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        locInf:
          $ref: 'TS29122_MonitoringEvent.yaml#/components/schemas/LocationInfo'
        locInfPred:
          $ref: 'TS29522_AnalyticsExposure.yaml#/components/schemas/UeMobilityExposure'
      oneOf:
        - required: [locInf]
        - required: [locInPred]
      required:
        - ueId
    LocationRequest:
      type: object
      description: To request location information request.
      properties:
        ueId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        gran:
          $ref: 'TS29122_MonitoringEvent.yaml#/components/schemas/Accuracy'
        locQos:
          $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/LocationQoS'
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - ueId

    LocationResponse:
      type: object
      description: Contains the response  location information request.
      properties:
        ueLocation:
          $ref: 'TS29122_MonitoringEvent.yaml#/components/schemas/LocationInfo'
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - ueLocation

    ConsentRevocNotif:
      description: >
        Represents the user consent revocation information conveyed in a user consent
        revocation notification.
      type: object
      properties:
        subscriptionId:
          type: string
        consentsRevoked:
          type: array
          items:
            $ref: '#/components/schemas/ConsentRevoked'
          minItems: 1
      required:
        - subscriptionId
        - consentsRevoked

    ConsentRevoked:
      description: Represents the information related to a revoked user consent.
      type: object
      properties:
        ucPurpose:
          $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/UcPurpose'
        externalId:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/ExternalId'
        ueId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
      required:
        - ucPurpose
      oneOf:
      - required: [externalId]
      - required: [ueId]

* * * End of Changes * * * *
