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1. Introduction
This pCR proposes to resolve EN on user’s consent in Eees_UEIdentifier API according to SA6 and SA3 requirements.
2. Reason for Change
TS 23.558 in clause 8.6.5 describes that whether and how user's consent is obtained to share the UE identifier with a particular EAS is SA3's responsibility, and TS 33.558 in clause 5.1.3 defines the user consent requirements.
3. Conclusions
To resolve EN on user’s consent in Eees_UEIdentifier API according to above stage 2 requirements.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.558 v.1.5.0.

* * * 1st Change * * * *
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* * * 2nd Change * * * *
5.4.2.2.2	EAS obtaining UE identifier from EES using Eees_UEIdentifier_Get operation
To obtain an UE's Identifier from the EES, the EAS shall send a HTTP POST message to the EES on the "Identifier Information of UEs" resource as specified in clause 8.3.2.2.4.2. The request body of the POST message includes the information about the user or UE available with EAS, for which the UE identifier is requested. 
Upon receiving the HTTP POST message from the EAS, the EES shall:
1.	Process the EAS UE Identifier request;
2.	verify the identity of the EAS and check if the EAS is authorized to obtain the UE Identifier;
3.	if the EAS is authorized to obtain the UE's Identifier information, then the EES shall;
a.	obtain the UE identifier based on the user information received;
b.	return the UE identifier to the EAS.
NOTE:	To protect privacy of the user, MSISDN can be used as GPSI only after obtaining user's consent.
Based on local regulations' requirements or operator policy, user consent management specified in Annex V of 3GPP TS 33.501 [m] may be required upon the EES invoke the Nnef_UEId API for UE identifier retrieval. In this case the NEF acts as the consent enforcement entity, as specified in clause 5.1.3 of 3GPP TS 33.558 [20].
When user consent revocation enforcement shall be carried out for UE identifier retrieval, then:
-	if the EAS does not support the "UserConsentRevocation" feature or does not indicate its support for this feature in the HTTP POST request, the EES shall reject the request and respond to the EAS with an HTTP "403 Forbidden" status code with the response body including a ProblemDetails data structure including the "CONSENT_REVOCATION_NOT SUPPORTED" application error within the "cause" attribute;
-	if the EAS indicates its support for the "UserConsentRevocation" feature in the HTTP POST request, the EES shall invoke the Nnef_UEId API with "UserConsentRevocation" feature to check user consent for the targeted UE as specified in clause 4.4.m of 3GPP TS 29.522 [10];
-	if user consent is not granted for the targeted UE, the EES shall reject the request and respond to the EAS with an HTTP "403 Forbidden" status code with the response body including a ProblemDetails data structure including the "USER_CONSENT_NOT_GRANTED" application error within the "cause" attribute;
-	at the reception of the user consent revocation not supported or user consent not granted from the EES, the EAS shall take the necessary actions to stop processing the data related to the UE for which user consent was revoked.
Editor's Note: How the user's consent is obtained to share the UE identifier with EAS is FFS and to be aligned with security aspects defined by SA3.
Editor's Note: How EES determines the UE identifier is FFS and to be aligned with stage 2 aspects.
Editor's Note: It is FFS, usage of GET method or custom operation without resource, for Eees_UEIdentifier_Get service operation is based on clarification from CT4.
* * * 3rd Change * * * *
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General error responses are defined in clause 7.7.
In addition, the requirements in the following clauses are applicable for the Eees_UEIdentifier API.
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No specific protocol errors for the Eees_UEIdentifier API are specified.
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The application errors defined for the Eees_UEIdentifier API are listed in Table 8.3.6.2-1.
Table 8.3.6.2-1: Application errors
	Application Error
	HTTP status code
	Description

	CONSENT_REVOCATION_NOT SUPPORTED
	403 Forbidden
	Indicates EAS does not support "UserConsentRevocation" feature or does not indicate its support for this feature in the HTTP POST request.

	USER_CONSENT_NOT_GRANTED
	403 Forbidden
	Indicates user consent is not granted for the targeted UE.



* * * 4th Change * * * *
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General feature negotiation procedures are defined in clause 7.8. Table 8.3.7-1 lists the supported features for Eees_UEIdentifier API.
Table 8.3.7-1: Supported Features
	Feature number
	Feature Name
	Description

	m
	UserConsentRevocation
	Support user’s consent revocation as specified in Annex V of 3GPP TS 33.501 [m].



*** End of Changes ***

