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	Reason for change:
	The agreed CR#0005 on 3GPP TS 33.434 in the SA3 #106-e meeting clarify using CAPIF and TLS with OAuth 2.0 security mechanisms. Thus, need to update the security clause for SEAL-S reference point.

	
	

	Summary of change:
	This CR provides the clarifications on security aspects for the SEAL-S reference point in Release-17.

	
	

	Consequences if not approved:
	Misaligment with 3GPP TS 33.434 in security mechanisms for the SEAL-S reference point.
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	This CR's revision history:
	· In revision 2, the first change "When CAPIF is used, the security mechanisms described in clause 8.2 shall be applied." was removed to present the mirror CR for Release-16.
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Additional discussion(if needed):
Proposed changes:
* * * First Change * * * *
[bookmark: _Toc36036974][bookmark: _Toc34062216][bookmark: _Toc28010096][bookmark: _Toc43196718][bookmark: _Toc43481488][bookmark: _Toc45134765][bookmark: _Toc51189297][bookmark: _Toc51763973][bookmark: _Toc57206205][bookmark: _Toc59019546][bookmark: _Toc68170219][bookmark: _Toc83234261][bookmark: _Toc90661684][bookmark: _Toc97203688]9.2	SEAL-S security
As specified in clause 5.1.1.8 of 3GPP TS 33.434 [26], the protection of SEAL-S reference point shall be supported according to NDS/IP as specified in 3GPP TS 33.210 [25].
When CAPIF is not used, then TLS and OAuth 2.0 shall be supported as described in clause 5.1.1.8 of 3GPP TS 33.434 [26]. When TLS is used, mutual authentication based on client and server certificates shall be performed between the SEAL server and VAL server using TLS. After the authentication, the SEAL server determines whether the VAL server is authorized to send requests to the SEAL server. The SEAL server shall authorize the requests from VAL server using OAuth-based authorization mechanism.
* * * End of changes * * * *
