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Abstract of the contribution:

ACR APIs unification has been discussed during recent meetings while no alignment has been concluded. This paper continues the security aspects and protocol aspects reasoning to not unify API with both EDGE-1 and EDGE-3 in the same API,especially point out the DDoS attacks issues in which the mixing EDGE-1 and EDGE-3 in the same API solution cannot be solved. Proposes two solutions of ACR APIs relevant unification within security domain, propose solution 1 as the base solution for discussion and agreement on the possible preferred solution to go ahead.
1. Introduction
As specified in TS 23.558 clause 8.8.5.1, ACR APIs including multiple APIs are illustrated in table 8.8.5.1-1.
Table 8.8.5.1-1: ACR APIs

	API Name
	API Operations
	Operation

Semantics
	Consumer(s)

	Eees_TargetEASDiscovery
	Request
	Request/Response
	EAS, EES

	Eees_SelectedTargetEAS
	Declare
	Request/Response
	EAS

	Eecs_TargetEESDiscovery
	Request
	Request/Response
	EES

	Eees_AppContextRelocation
	Request
	Request/Response
	EEC, EAS

	Eees_ACREvents
	Subscribe
	Subscribe/Notify
	EEC

	
	Notify
	
	

	
	UpdateSubscription
	
	

	
	Unsubscribe
	
	

	Eees_EELManagedACR
	Request
	Request/Response
	EAS

	
	Subscribe
	Subscribe/Notify
	EAS

	
	Notify
	
	

	Eees_ACRStatusUpdate
	Request
	Request/Response
	EAS


The consumer(s) of above ACR APIs are within the same security domain (i.e. EEC in UE domain, or EAS, EES in EDN domain, which are different security domains) for each API, except the Eees_AppContextRelocation API which contains both EEC in EDGE-1 and EAS in EDGE-3 which are in different security domains. This arouses our concenrs on security aspects and protocol aspects. This discussion paper focuses on:
-
reasons for not unifing EDGE-1 and EDGE-3 in the same API, due to Security and Protocol aspects.

-
resolve DDoS attacks issues which cannot be solved if mixing EDGE-1 and EDGE-3 in the same API.
-
two solutions proposed for ACR APIs relevant unification within security domain.
2. Discussion 
2.1
Reasons for Not unify API with both EDGE-1 and EDGE-3
EDGE-1 vs. EDGE-3 are involved in different security domains, EEC as service consumer initiates e.g. ACR launching in EDGE-1 involving UE domain, while EAS as service consumer initiates e.g. selected target EAS declaration in EDGE-3 is purely within EDN domain. We still keep consistent suggestion not to unify EDGE-1 and EDGE-3 in the same API, due to the below security aspect issues and protocol aspect issues:
Security aspect issues:

a) Different authentication schemes. EDGE-1 uses TLS with GBA/AKMA, while EDGE-3 uses mutual authentication, e.g. AS may require certificate-based TLS.

b) Different API endpoints for EDGE-1 vs. EDGE-3 are needed, to separate them through different logical networks.

c) Different consumer for EDGE-1 vs. EDGE-3, arouse different security threats and traffic model between tremendous uncontrolled UE domain which is open in EDGE-1 risky of fraud/attacks vs. easy of control with limited number of EAS predefined in EDGE-3 within EDN domain. i.e. EDGE-1 vs. EDGE-3 need different fraud/attack prevention and different load/overload control mechanism for EES facing UE domain vs. within EDN domain.

The security domain needs to be protected for EES services within EDN domain to separate from the threaten opened UE domain. An existing example of such protection of security domain is NEF southbound API with 5GC consumer is separated from northbound API with external AF consumer. E.g. TS 23.502 clause 5.2.6.26 defines the Nnef_EASDeployment service include six service operations, CT3 decided three service operations in northbound API in TS 29.522 and another three service operations in sourthbound API in TS 29.591. I.e. even though stage 2 defines one API serving both external AF and 5GC NF, separate APIs are implemented in stage 3 with different consumer separated in different security domain.
ACR APIs unification within EDN security domain can prevent DDoS attacks to EDN:

E.g. UDP/TCP flooding from tremendous uncontrolled UEs occuring before the application message could be handled, i.e. DDoS attacks occuring before UE identification/Authentication.

Eees_EDNAppContextRelocation API within EDN can define ACL only allow the limited EDN NFs access, forbidding access by tremendous uncotrolled UE, to effectively prevent UE DDoS attacks without impacting EDN.

Eees_AppContextRelocation API with only EEC as consumer, facing tremendous uncontrolled UEs can have abnormal UE monitoring/ throttling control without impacting EDN.
Problems of mixing EDGE-1 and EDGE-3 in the same API including cannot prevent DDoS attacks to EDN:

Cannot specify EDN ACL to only allow EDN internal access, since need to allow tremendous widely spread UEs to access the same API, the source IP address limits cannot be taken upon need to allow vast spreading UE IP addresses access, i.e. open door for tremendous uncontrolled UE DDoS attacks to EDN, and if throttling, DDoS will also deny EDN NFs which still arouse negative DDoS alike impacts to EDN.

Cannot protect EDN security domain:

Mixing tremendous uncontrolled UE with EDN NF in the same API opens the door for security leakages which threatens EDN security domain, e.g.:

-> Uncontrolled UEs are easily infected by viruses and can be reused by hacker's attack or virus injection to the EDN via the same API;

-> EDN inside information exposed more than needed to the open uncontrolled UE side, which threatens EDN inside security information leakages or misuse;

-> Uncontrolled fraud/faked access threatens security of NFs in EDN. 

-> preventing more separate security methods specific to UEs.

-> No security domain separation/isolation mechanism for other security leakages aspects etc.

Protocol aspect issues:
a) HTTP/Websocket shall be enough for AS oriented APIs for EDGE-3 EDN domain, while UE oriented APIs may require more protocol support beyond HTTP/Websocket.
b) For future extension, mixture of EDGE-1 and EDGE-3 in the same API limits below UE domain needs:
· UE oriented APIs may require such as LWP (e.g., CoAP),

· Push notification support for callbacks through SMS/NIDD,

· UE oriented APIs may need UE specific parameters (e.g., UE Identity, UE profiles), etc.

The protocol aspects with different functionalities and requirements between EDGE-1 UE oriented domain vs. EDGE-3 within EDN domain are also quite important and need to be considered for future prove sustainability.
2.2
Solutions for ACR APIs relevant unification within security domain
2.2.1
Solution 1
Based on TS 23.558 table 8.8.5.1-1, the following table updates with Solution 1 including EDGE-3 in EDN security domain ACR APIs unification as Eees_EDNAppContextRelocation API with EAS as service consumer and including ACRDetermination_Request and SelectedTargetEAS_Declare service operations; and EDGE-1 in UE oriented domain with Eees_AppContextRelocation API with EEC as service consumer and including ACRInitiation_Request and ACRDetermination_Request service operations. This solution is address to the concerned unification scope between Eees_AppContextRelocation API and Eees_SelectedTargetEAS API in recent meetings discussion in which Ericsson has proposed in comments to related discussions in CT3#119bis-3 and CT1#133bis-e.
	Table 8.8.5.1-1: ACR APIs
	Solution 1

	API Name
	API Operations
	Operation
	Consumer(s)

	
	
	Semantics
	

	Eees_TargetEASDiscovery
	Request
	Request/Response
	EAS, EES

	Eecs_TargetEESDiscovery
	Request
	Request/Response
	EES

	Eees_EDNAppContextRelocation
	ACRDetermination_Request
	Request/Response
	EAS

	
	SelectedTargetEAS_Declare
	Request/Response
	

	Eees_AppContextRelocation
	ACRInitiation_Request
	Request/Response
	EEC

	
	ACRDetermination_Request
	Request/Response
	

	Eees_ACREvents
	Subscribe
	Subscribe/Notify
	EEC

	
	Notify
	
	

	
	UpdateSubscription
	
	

	
	Unsubscribe
	
	

	Eees_EELManagedACR
	Request
	Request/Response
	EAS

	
	Subscribe
	Subscribe/Notify
	EAS

	
	Notify
	
	

	Eees_ACRStatusUpdate
	Request
	Request/Response
	EAS


2.2.2
Solution 2
Based on Solution 1, the following table updates with Solution 2 suggest to further extend in CT3 remit EDGE-3 in EDN security domain ACR APIs unification by merging the relevant Eees_ACRStatusUpdate API’s service operation into the Eees_EDNAppContextRelocation API adding with ACRStatusUpdate_Declare service operation; and in CT1 remit EDGE-1 in UE oriented domain merging Eees_ACREvents API into Eees_AppContextRelocation API adding ACREvents_Subscribe/Notify/ UpdateSubscription service operations. This solution further effectively reduces two ACR APIs with unified event subscription service operations which are also commonly used in other existing APIs e.g. in Nnef_TimeSyncExposure API, Nnef_AMPolicyAuthorization API etc.
	Table 8.8.5.1-1: ACR APIs
	Solution 2

	API Name
	API Operations
	Operation
	Consumer(s)

	
	
	Semantics
	

	Eees_TargetEASDiscovery
	Request
	Request/Response
	EAS, EES

	Eecs_TargetEESDiscovery
	Request
	Request/Response
	EES

	Eees_EDNAppContextRelocation
	ACRDetermination_Request
	Request/Response
	EAS

	
	SelectedTargetEAS_Declare
	Request/Response
	

	
	ACRStatusUpdate_Request
	Request/Response
	

	Eees_AppContextRelocation
	ACRInitiation_Request
	Request/Response
	EEC

	
	ACRDetermination_Request
	Request/Response
	

	
	ACREvents_Subscribe
	Subscribe/Notify
	

	
	ACREvents_Notify
	
	

	
	ACREvents_UpdateSubscription
	
	

	
	ACREvents_Unsubscribe
	
	

	Eees_EELManagedACR
	Request
	Request/Response
	EAS

	
	Subscribe
	Subscribe/Notify
	EAS

	
	Notify
	
	


3. Conclusion 
It is proposed not to implement EEC and EAS both as service consumers in the same EES service API, i.e. not unify EDGE-1 and EDGE-3 in the same API. This proposal follows EDGEAPP CT WID scope which defines EDGE-1 in CT1 remit and EDGE-3 in CT3 remit, which is aligned with the security domain separation scope.

We propose solution 1 as the base solution for the April meeting. If solution 2 is agreeable, solution 2 could be futher progressed individually in CT1 group and CT3 group.

For CT1 part of solution 1 in TS 24.558, please refer to C1-222947.
For CT3 part of solution 1 in TS 29.558, please refer to C3-222259.
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