

	
[bookmark: _Hlk520728045][bookmark: _GoBack]3GPP TSG-CT WG3 Meeting #120-e	C3-221339
E-Meeting, 17th – 25th February 2022															was C3-216224
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.561
	CR
	0126
	rev
	2
	Current version:
	17.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Support of serving network name during (re-)authentication and (re-)authorization procedures

	
	

	Source to WG:
	Huawei

	Source to TSG:
	CT3

	
	

	Work item code:
	TEI17, eNS
	
	Date:
	2022-02-10

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	Rel-16 supports that a UE registers through two different PLMNs:
· Clause 4.4.2.5 of TS 24.501: "When a UE attempts multiple registrations in the same or different serving network, both the AMF and the UE shall follow the behavior specified in subclause 6.3.2 of 3GPP TS 33.501 [24].").
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*** First Change ***
[bookmark: _Toc28005602][bookmark: _Toc36041477][bookmark: _Toc45134777][bookmark: _Toc51764070][bookmark: _Toc59019987][bookmark: _Toc68170813][bookmark: _Toc74932470][bookmark: _Toc83392079]12.6.4	RAR Command
The RAR command, defined in IETF RFC 7155 [23], is indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field. It is sent by the DN-AAA server to the SMF to initiate re-authorization and optional re-authentication service.
The relevant AVPs that are of use for the N6 interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for N6 purposes and should be ignored by the receiver or processed according to the relevant specifications.
The bold marked AVPs in the message format indicate new optional AVPs for N6, or modified existing AVPs.
Message Format:
<RA-Request> ::= < Diameter Header: 258, REQ, PXY >
                     	< Session-Id >
                     	{ Origin-Host }
                     	{ Origin-Realm }
                     	{ Destination-Realm }
                     	[ Destination-Host ]
                     	{ Auth-Application-Id }
                     	{ Re-Auth-Request-Type }
                      	[ User-Name ]
                     	[ Origin-State-Id ]
                      	[ NAS-Port ]
                      	[ NAS-Port-Id ]
                      	[ NAS-Port-Type ]
                      	[ Service-Type ]
                      	[ Framed-IP-Address ]
                     	[ Framed-IPv6-Prefix ] 
                      	[ Framed-Interface-Id ]
                      	[ Called-Station-Id ]
                      	[ Calling-Station-Id ]
                      	[ Originating-Line-Info ]
                      	[ Acct-Session-Id ]
                      *	[ Class ]
                      	[ Reply-Message ]
                      *	[ Proxy-Info ]
                      *	[ Route-Record ]
                   0*16 [ 3GPP-UE-MAC-Address ]
                   0*16 [ 3GPP-VLAN-Id ]
                        [ 3GPP-Authorization-Reference ]
                        [ 3GPP-Policy-Reference ]
                        [ 3GPP-Session-AMBR ]
                        [ 3GPP-Session-AMBR-v2 ]
                      	[ 3GPP-NID ]
                      *	[ AVP ]




*** Next Change ***
[bookmark: _Toc28005621][bookmark: _Toc36041496][bookmark: _Toc45134796][bookmark: _Toc51764089][bookmark: _Toc59020006][bookmark: _Toc68170832][bookmark: _Toc74932489][bookmark: _Toc83392098]16.2.1	Authentication and Authorization procedures
When the NSSAAF receives Nnssaaf_NSSAA_Authenticate request from AMF, it shall send a RADIUS Access-Request message with EAP extension to an NSS-AAA server directly or via an AAA-P if AAA-P is involved. The Access-Request message shall include GPSI in Calling-Station-Id or External-Identifier attribute, network identifier in 3GPP-NID attribute and network slice information in 3GPP-S-NSSAI attribute. Upon receipt of the Access-Request message, the NSS-AAA server shall respond with an Access-Challenge message. Multi-round authentication using the Access-Challenge (sent by NSS-AAA) and Access-Request messages may be used. The NSS-AAA server finally authenticates and authorizes the user and the network slice by replying with an Access Accept message.
For re-authentication and re-authorization, the NSSAAF shall send a RADIUS Access-Request message with EAP extension to the NSS-AAA server directly or via the AAA-P if AAA-P is used and the NSS-AAA shall respond with an Access-Challenge message. Multi-round authentication using the Access-Challenge (sent by NSS-AAA) and Access-Request messages may be used. The NSS-AAA server finally authenticates and authorizes the user and the network slice by replying with an Access Accept message.
The following figure 16.2.1-1 is an example message flow to show the procedure of RADIUS Authentication and Authorization between an AMF and a NSS-AAA server:
1.	AMF decides to trigger the start of the Network Slice Specific Authentication and Authorization procedure.
2.	The AMF may send an EAP Identity Request in a NAS Network Slice-Specific Authentication Command message.
3.	The UE provides the EAP Identity Response in a NAS Network Slice-Specific Authentication Complete message towards the AMF.
4. The AMF sends Nnssaaf_NSSAA_Authenticate Request to the NSSAAF including the authentication/authorization information.
5-6.	If the AAA-P is present (e.g. because the NSS-AAA belongs to a third party and the operator deploys a proxy towards third parties), the NSSAAF sends the Access-Request message to the NSS-AAA via the AAA-P to forward the authentication/authorization information, otherwise the NSSAAF sends the Access-Request message directly to the NSS-AAA.
7-14.	The NSS-AAA responds with the Access-Challenge message to the NSSAAF directly or via the AAA-P. The authentication/authorization information is further transferred to UE via AMF by Nnssaaf_NSSAA_Authenticate service and NAS Network Slice-Specific Authentication Command message. UE responds to the received authentication/authorization data and such information is transferred in NAS Network Slice-Specific Authentication Complete message and Nnssaaf_NSSAA_Authenticate service, then finally sent to the NSS-AAA by the NSSAAF, via the AAA-P if the AAA-P is used, in the Access-Request message.
NOTE:	Step 7 to step 14 can be repeated depending on the authentication/authorization mechanism used (e.g. EAP-TLS).
15-16. If the AAA-P is used, the NSS-AAA sends a Access-Accept message with the final result of authentication/authorization to the NSSAAF via the AAA-P, otherwise the NSS-AAA sends the Access-Accept message directly to the NSSAAF.
17.	The NSSAAF sends a Nnssaaf_NSSAA_Authenticate Response with the final result of authentication/authorization information to the AMF.
18.	The AMF transfers the final result of authentication/authorization information in a NAS Network Slice-Specific Authentication Result message to the UE.

*** Next Change ***
[bookmark: _Toc28005622][bookmark: _Toc36041497][bookmark: _Toc45134797][bookmark: _Toc51764090][bookmark: _Toc59020007][bookmark: _Toc68170833][bookmark: _Toc74932490][bookmark: _Toc83392099]16.2.2	NSS-AAA initiated revocation of network slice authorization
The NSS-AAA server may send a RADIUS Disconnect-Request to the NSSAAF directly or via AAA-P (if AAA-P is used) asking for revocation of network slice authorization. On receipt of the Disconnect-Request from the NSS-AAA server, the NSSAAF shall check whether the NSS-AAA server is authorized to request the revocation by verifying the local configuration of the address of the NSS-AAA server per S-NSSAI, if successful, the NSSAAF shall release the resources, interact with its succeeding Network Function AMF which is got from the UDM by Nudm_UECM_GET service operation with GPSI and 3GPP-NID, and reply with a Disconnect-ACK. If the NSSAAF is unable to release the corresponding resources, it shall reply to the NSS-AAA server with a Disconnect-NAK. For more information on RADIUS Disconnect, see IETF RFC 5176 [27]. It is not necessary for the NSSAAF to wait for the response (i.e. Nudm_UECM_GET or Nnssaaf_NSSAA_Notify response) from the succeeding Network Function before sending the RADIUS Disconnect-ACK to the NSS-AAA server or AAA-P (if AAA-P is used).
Editor’s Note:	It is FFS whether the RADIUS is applicable.
Figure 16.2.2-1 is an example message flow to show the procedure of NSS-AAA initiated revocation of network slice authorization. If the AAA-P is not used, the Disconnect Request and Response messages are exchanged between the NSS-AAA and the NSSAAF.

*** Next Change ***
[bookmark: _Toc28005630][bookmark: _Toc36041505][bookmark: _Toc45134805][bookmark: _Toc51764098][bookmark: _Toc59020015][bookmark: _Toc68170841][bookmark: _Toc74932498][bookmark: _Toc83392107]17.2.1	Authentication and Authorization procedures
For network slice specific authentication and authorization, when the NSSAAF receives Nnssaaf_NSSAA_Authenticate request from AMF, it shall send a Diameter DER message with GPSI in Calling-Station-Id or External-Identifier attribute, network identifier in 3GPP-NID attribute, and network slice information in 3GPP-S-NSSAI attribute to a NSS-AAA server directly or via AAA-P if AAA-P is involved. Upon receipt of the DER message, the DN-AAA server shall respond with an DEA message. Multi-round authentication using the DEA and DER messages may be used. The NSS-AAA server finally authenticates and authorizes the user and the network slice by replying with a Diameter DEA message.
For re-authentication and re-authorization, the NSSAAF shall send a DER message to the NSS-AAA server directly or via AAA-P if AAA-P is used and the NSS-AAA server shall respond with a DEA message. Multi-round authentication using the DEA and DER messages may be used. The NSS-AAA server finally authenticates and authorizes the user and the network slice by replying with a Diameter DEA message.
If the network slice specific authentication is not required, the NSSAAF shall send a Diameter STR message to the NSS-AAA server directly or via AAA-P if AAA-P is involved. The NSS-AAA server shall reply with a Diameter STA message.The following figure 17.2.1-1 is an example message flow to show the procedure of Diameter Authentication and Authorization between an AMF and a NSS-AAA server:
1.	AMF decides to trigger the start of the Network Slice Specific Authentication and Authorization procedure.
2.	The AMF may send an EAP Identity Request in a NAS Network Slice-Specific Authentication Command message.
3.	The UE provides the EAP Identity Response in a NAS Network Slice-Specific Authentication Complete message towards the AMF.
4. The AMF sends Nnssaaf_NSSAA_Authenticate Request to the NSSAAF including the authentication/authorization information.
5-6.	If the AAA-P is present (e.g. because the NSS-AAA belongs to a third party and the operator deploys a proxy towards third parties), the NSSAAF sends the DER message to the NSS-AAA via the AAA-P to forward the authentication/authorization information, otherwise the NSSAAF sends the DER message directly to the NSS-AAA.
7-14.	The NSS-AAA responds with the DEA message to the NSSAAF directly or via the AAA-P. The authentication/authorization information is further transferred to UE via AMF by Nnssaaf_NSSAA_Authenticate service and NAS MM Transport message. UE responds to the received authentication/authorization data and such information is transferred in NAS Network Slice-Specific Authentication Complete message and Nnssaaf_NSSAA_Authenticate service, then finally sent to the NSS-AAA by the NSSAAF, via the AAA-P if the AAA-P is used, in the DER message.
NOTE:	Step 7 to step 14 can be repeated depending on the authentication/authorization mechanism used (e.g. EAP-TLS).
15-16. If the AAA-P is used, the NSS-AAA sends a DEA message with the final result of authentication/authorization to the NSSAAF via the AAA-P, otherwise the NSS-AAA sends the DEA message directly to the NSSAAF.
17.	The NSSAAF sends a Nnssaaf_NSSAA_Authenticate Response with the final result of authentication/authorization information to the AMF.
18.	The AMF transfers the final result of authentication/authorization information in a NAS Network Slice-Specific Authentication Result message to the UE.
*** Next Change ***
[bookmark: _Toc28005631][bookmark: _Toc36041506][bookmark: _Toc45134806][bookmark: _Toc51764099][bookmark: _Toc59020016][bookmark: _Toc68170842][bookmark: _Toc74932499][bookmark: _Toc83392108]17.2.2	NSS-AAA initiated revocation of network slice authorization
The NSS-AAA server may send a Diameter ASR message to the NSSAAF directly or via AAA-P (if AAA-P is used) asking for revocation of network slice authorization. On receipt of the ASR message from the NSS-AAA server, the NSSAAF shall check whether the NSS-AAA server is authorized to request the revocation by verifying the local configuration of the address of the NSS-AAA server per S-NSSAI, if successful, the NSSAAF shall release the corresponding resources, interact with its succeeding Network Function AMF which is got from the UDM by Nudm_UECM_GET service operation with GPSI and 3GPP-NID, and reply with a Diameter ASA message. It is not necessary for the NSSAAF to wait for the response (i.e. Nudm_UECM_GET or Nnssaaf_NSSAA_Notify response) from its succeeding Network Function before sending the ASA message to the NSS-AAA server or AAA-P.
NOTE:	In the Diameter ASR request, the Origin-Host AVP with the FQDN/domain format indicates the address of the NSS-AAA server for NSSAAF check.
Figure 17.2.2-1 is an example message flow to show the procedure of NSS-AAA initiated revocation of network slice authorization. If the AAA-P is not used, the ASR and ASA messages are exchanged between the NSS-AAA and the NSSAAF.
*** Next Change ***

[bookmark: _Toc28005632][bookmark: _Toc36041507][bookmark: _Toc45134807][bookmark: _Toc51764100][bookmark: _Toc59020017][bookmark: _Toc68170843][bookmark: _Toc74932500][bookmark: _Toc83392109]17.2.3	NSS-AAA initiated re-authentication and re-authorization
The NSS-AAA server may send a Diameter RAR message to the NSSAAF directly or via AAA-P (if AAA-P is used) asking for re-authentication and re-authorization. On receipt of the RAR message from the NSS-AAA server, the NSSAAF shall check whether the NSS-AAA server is authorized to request the re-authentication and re-authorization by verifying the local configuration of the address of the NSS-AAA server per S-NSSAI, if successful, the NSSAAF shall interact with its succeeding Network Function AMF which is got from the UDM by Nudm_UECM_GET service operation with GPSI and 3GPP-NID, and reply with a Diameter RAA message. It is not necessary for the NSSAAF to wait for the response (i.e. Nudm_UECM_GET or Nnssaaf_NSSAA_Notify response) from its succeeding Network Function before sending the RAA message to the NSS-AAA server or AAA-P.
NOTE:	In the Diameter RAR request, the Origin-Host AVP with the FQDN/domain format indicates the address of the NSS-AAA server for NSSAAF check.
After replying Nnssaaf_NSSAA_Notify response, the AMF shall start authentication and authorization procedure as described in clause 17.2.1. The Auth-Request-Type in the DER is set to "AUTHORIZE_AUTHENTICATE".
Figure 17.2.3-1 is an example message flow to show the procedure of NSS-AAA initiated re-authentication and re-authorization. If the AAA-P is not used, the RAR and RAA messages are exchanged between the NSS-AAA and the NSSAAF.


*** Next Change ***
[bookmark: _Toc28005635][bookmark: _Toc36041510][bookmark: _Toc45134810][bookmark: _Toc51764103][bookmark: _Toc59020020][bookmark: _Toc68170846][bookmark: _Toc74932503][bookmark: _Toc83392112]17.4.1	General
Information defined in clause 12.4.0 are re-used for network slice specific authentication with the following differences:
-	NSSAAF replaces SMF. 
-	IP, Ethernet and PDU session related descriptions and AVPs are not applicable.
-	Additional detailed information needed for network slice specific authentication are described below.
Table 17.4-1: Additional information needed for network slice specific authentication
	Attribute Name
	AVP Code
	Section defined
	Value Type (NOTE 2)
	AVP Flag rules
(NOTE 1)
	May Encr.
	Applicability

	
	
	
	
	Must
	May
	Should not
	Must not
	
	

	3GPP-S-NSSAI
	200
	16.3.1 (NOTE 3)
	UTF8String
	V
	P
	
	M
	Y
	

	3GPP-NID
	124
	11.3.1 (NOTE 4)
	OctetString
	V
	P
	
	M
	Y
	

	NOTE 1:	The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [24].
NOTE 2:	The value types are defined in IETF RFC 6733 [24].
NOTE 3:	The use of Radius VSA as a Diameter vendor AVP is described in Diameter NASREQ (IETF RFC 7155 [23]) and the P flag may be set.
NOTE 4:	Indicates the identifier of the serving network in network slice specific (re-)authentication.



*** Next Change ***
[bookmark: _Toc28005639][bookmark: _Toc36041514][bookmark: _Toc45134814][bookmark: _Toc51764107][bookmark: _Toc59020024][bookmark: _Toc68170850][bookmark: _Toc74932507][bookmark: _Toc83392116]17.6.1	General
Diameter messages as defined in subclause 12.6 are re-used for network slice specific authentication with the following differences:
-	NSSAAF or AAA-P replaces SMF.
-	IP, Ethernet and PDU session related descriptions and AVPs are not applicable.
-	Diameter commands for accounting function (ACR and ACA) are not applicable.
-	AAR and AAA commands are not applicable.
-	3GPP-S-NSSAI is included in the DER command.
-	the address of NSS-AAA server is included in the Origin-Host AVP in the ASR and RAR command.
-	the network identifier is included in the 3GPP-NID AVP in the DER and RAR commands.
NOTE:	The presence of 3GPP-S-NSSAI in the DER command is optional but it is mandatory for the NSSAAF or AAA-P to include it for the network slice specific authentication.

*** End of Changes ***
