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1. Introduction
This pCR proposes on how CAPIF is used in the context of EDGEAPP, where EES exposed services are consumed by EAS in support of CAPIF.
2. Reason for Change
Update aspects when EES services used in support of CAPIF.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 29.558 V1.3.0.


* * * First Change * * * *
[bookmark: _Toc85734049][bookmark: _Toc89431348][bookmark: _Toc94198515]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.558: "Architecture for enabling Edge Applications".
[3]	Open API: "OpenAPI Specification Version 3.0.0.", https://spec.openapis.org/oas/v3.0.0.
[4]	3GPP TR 21.900: "Technical Specification Group working methods".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 29.122: "T8 reference point for Northbound Application Programming Interfaces (APIs)".
[7]	IETF RFC 6455: "The Websocket Protocol".
[8]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[9]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[10]	3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3".
[11]	3GPP TS 29.572: "5G System; Location Management Services; Stage 3".
[12]	3GPP TS 29.520: "5G System; Network Data Analytics Services; Stage 3".
[13]	3GPP TS 29.523: "5G System; Policy Control Event Exposure Service; Stage 3".
[14]	3GPP TS 24.558: "Enabling Edge Applications; Protocol specification".
[15]	3GPP TS 29.214: "Policy and charging control over Rx reference point".
[16]	3GPP TS 29.514: "5G System; Policy Authorization Service; Stage 3".
[bookmark: _Hlk506360308][17]	3GPP TS 29.222: "Common API Framework for 3GPP Northbound APIs".
[r33122]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[r6749]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
* * * Next Change * * * *
[bookmark: _Toc85734605][bookmark: _Toc89431904][bookmark: _Toc94199091]10	Using Common API Framework
This clause will provide the EdgeApp APIs aspects when used with Common API Framework
[bookmark: _Toc24868675][bookmark: _Toc34154180][bookmark: _Toc36041124][bookmark: _Toc36041437][bookmark: _Toc43196714][bookmark: _Toc43481484][bookmark: _Toc45134761][bookmark: _Toc51189293][bookmark: _Toc51763969][bookmark: _Toc57206201][bookmark: _Toc59019542][bookmark: _Toc68170215][bookmark: _Toc83234257][bookmark: _Toc90661680]10.1	General
EES may expose its services to EAS with support of CAPIF. Also, the EES may also re-expose the network capabilities of the 3GPP core network to the EAS(s) with support of CAPIF architecture, as specified in 3GPP TS 23.558 [2]. When CAPIF is used with EES services, the EES shall support the following as defined in 3GPP TS 29.222 [17]:
-	the API exposing function and related APIs over CAPIF-2/2e and CAPIF-3/3e reference points;
-	the API publishing function and related APIs over CAPIF-4/4e reference point;
-	the API management function and related APIs over CAPIF-5/5e reference point; and
-	at least one of the security methods for authentication and authorization, and related security mechanisms.
The EAS supports the role of API Invoker as specified in 3GPP TS 29.222 [17]. In a centralized deployment as defined in 3GPP TS 23.222 [17], where the CAPIF core function and API provider domain functions are co-located, the interactions between the CAPIF core function and API provider domain functions may be independent of CAPIF-3/3e, CAPIF-4/4e and CAPIF-5/5e reference points. 
When CAPIF is used with an EES service, the EES shall register all the features for northbound APIs in the CAPIF Core Function.
[bookmark: _Toc24868676][bookmark: _Toc34154181][bookmark: _Toc36041125][bookmark: _Toc36041438][bookmark: _Toc43196715][bookmark: _Toc43481485][bookmark: _Toc45134762][bookmark: _Toc51189294][bookmark: _Toc51763970][bookmark: _Toc57206202][bookmark: _Toc59019543][bookmark: _Toc68170216][bookmark: _Toc83234258][bookmark: _Toc90661681]10.2	Security
When CAPIF is used for external exposure of EES services to EAS, before invoking the API exposed by the EES, the EAS as API invoker shall negotiate the security method (PKI, TLS-PSK or OAUTH2) with CAPIF core function and ensure the EAS has enough credential to authenticate the EAS (see 3GPP TS 29.222 [17], clause 5.6.2.2 and clause 6.2.2.2).
If PKI or TLS-PSK is used as the selected security method between the EAS  and the EES, upon API invocation, the EES shall retrieve the authorization information from the CAPIF core function as described in 3GPP TS 29.222 [17], clause 5.6.2.4. 
As indicated in 3GPP TS 33.122 [r33122], the access to the EES APIs may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [r6749]), where the CAPIF core function (see 3GPP TS 29.222 [17]) plays the role of the authorization server.
If OAuth2 is used as the selected security method between the EAS and the EES, then the EAS, prior to consuming services offered by the EES APIs, shall obtain a "token" from the authorization server, by invoking the Obtain_Authorization service, as described in 3GPP TS 29.222 [17], clause 5.6.2.3.2.
The EES APIs do not define any scopes for OAuth2 authorization. It is the EES responsibility to check whether the EAS is authorized to use an API based on the "token". Once the EES verifies the "token", it shall check whether the EES identifier in the "token" matches its own published identifier, and whether the API name in the "token" matches its own published API name. If those checks are passed, the EAS has full authority to access any resource or operation for the invoked API
NOTE 2:	For aforementioned security methods, the EES needs to apply admission control according to access control policies after performing the authorization checks.

* * * End of Changes * * * *

