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1. Introduction
<Introduction part (optional)>
2. Reason for Change
The UUAA procedure is described in TS 23.256 clause 5.2.2.

 
Figure 5.2.2.2-1 of TS 23.256: UUAA-MM procedure
Taking the UUAA-MM procedure as defined in clause 5.2.2.2 of TS 23.256 for example, as agreed by S2-2107959, the initial authentication procedure triggered by the AMF/SMF to the NEF (UAS-NF) and the AF (USS) as steps 2-3 is also used to subscribe to notification of re-authentication, update of authorization data, and revocation of UAV invoked by the USS later.
Proposal 1:	In TS 29.255, the POST operation to support initial UAV authentication and authorization procedure is RPC API and no resource is created in the USS, hence, it should be defined as custom operation without associated resource.
Proposal 2:	The authentication message will not be included during the initial authentication request message.
As described in Figure 5.2.2.2-1 of TS 23.256, only when the negotiation of authentication method is required, multiple round-trip messages as step 4 of TS 23.256 is needed. Otherwise, upon receipt of the initial authentication request, the USS will provide final authentication result in the initial authentication response message.
Proposal 3:	If the multiple round-trip messages are needed, authentication message is required in the authentication response during the negotiation of authentication method.
Proposal 4:	Following the naming conventions for the custom operation URIs as described in TS 29.501 clause 5.1.3 to define the custom operation URI in current specification, as “the last path segment of the URI via which the operation is invoked shall be a verb, or shall start with a verb”.

3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.255 v0.2.0.

* * * First Change * * * *
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc63347611][bookmark: _Toc67927724][bookmark: _Toc85718332][bookmark: _Toc85786423][bookmark: _Toc85718333][bookmark: _Toc510696593][bookmark: _Toc35971385][bookmark: _Toc63347612][bookmark: _Toc67927725][bookmark: _Toc85786424]4.2.2.2.1	General
The Naf_Authentication_AuthenticateAuthorize service operation is used by the NF consumers during following procedure:
-	UUAA-MM and UUAA-SM procedures (see 3GPP TS 23.256 [14], clause 5.2.2 and clause 5.2.3, respectively)
-	C2 authorization (see 3GPP TS 23.256 [14], clause 5.2.5.2)

* * * Next Change * * * *
4.2.2.2.2	Authentication and Authorization of the UAV
The Naf_Authentication_AuthenticateAuthorize service operation is invoked by an NF Service Consumer (e.g. an UAS-NF/NEF) towards the USS, when UUAA-MM is done during 5GS registration or UUAA-SM is done during PDU session establishment, respectively. 
The NF Service Consumer (e.g. the UAS-NF/NEF) shall send the authentication message to USS by sending the HTTP POST request towards the "uavrequest-auth" resource as shown in Figure 4.2.2.2.1-1.



Figure 4.2.2.2.12-1: AuthenticateAuthorize Service Operation
1.	The NF Service Consumer shall send a POST request to the resource with a "UAVAuthInfo" object in the request body,. The UAVAuthInfo data type shall includeing:
-	GPSI (in the format of External Identifier) of the UAV is set to "gpsi" attribute;
-	Service Level Device Identity of the UAV is set to "serviceLevelId" attribute;
-	"authMsg" attribute contains the authentication message based on the authentication method used, which is present in the intermediate round-trip messages and not in initial request;
-	"authNotificationURI" attribute provides the notification URI to receive notifications related to reauthentication, reauthorization or revocation triggered by the USS;
The UAVAuthInfo data type may include
-	"uavlLocationInfo" attribute that provides the UAV location;
In case of UUAA-SM procedure, the "UAVAuthInfo" data type also may also include:
-	"ipAddr" attribute that carries the IP Address associated with the PDU session; and
-	"pei" attribute carries the PEI of the UAV.
2a.	If the HTTP request message from the NF service consumer is accepted, the USS shall respond with "200 OK" status code with the message body containing the UAVAuthResponse data type in the response bodyOn success, "200 OK" shall be returned. 
If the USS triggers moreFor intermediate round-trip messages, the payload body (i.e. UAVAuthResponse) data shall contain the "gpsi" attribute and "serviceLevelId" attribute. The payload body optionally includes a "authMsg" attribute that contains based on the authentication message or authorization data.method used.
Otherwise, For the final USS to NF service consumer message, the payload body (i.e. UAVAuthResponse) data type shall contain the "gpsi" attribute and  the "authSessCorrId" and the "authResult" attributes. If the UAV is authenticated successfully, the USS shall set the "authResult" attribute to "AUTH_SUCCESS". The UAVAuthResponsepayload body data type optionally containsmay include the authorized "serviceLevelId" and "authMsg" payload attribute delivering configuration information to the UAV. 
2b.	If failed to authenticate the UAV, the "authResult" attribute of the UAVAuthResponse shall be set to "AUTH_FAILURE". On failure or redirection, one of the HTTP status codes listed in Table 5.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 5.1.7.3-1. In the HTTP "403 Forbidden" response message, the USS may also include an indication of "uasResRelInd" attribute in the ProblemDetailsAuthenticateAuthorize data type to indicate if an UAS service related network resource can be released or not, during Authentication failure.

* * * Next Change * * * *
[bookmark: _Toc510696594][bookmark: _Toc35971386][bookmark: _Toc63347613][bookmark: _Toc67927726][bookmark: _Toc85718334][bookmark: _Toc85786425]4.2.2.2.3	<Procedure 2 using service operation 1 of service 1>

* * * Next Change * * * *
[bookmark: _Toc510696607][bookmark: _Toc35971398][bookmark: _Toc67903522][bookmark: _Toc70598445][bookmark: _Toc85786438]5.1.3	Resources
[bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc67903523][bookmark: _Toc70598446][bookmark: _Toc85786439]None.
5.1.3.1	Overview
The structure of the Resource URIs of the Naf_Authentication API is shown in Figure 5.1.3.1-x, which is described in the clause 5.1.1. 
 [image: ]
Figure 5.1.3.1-1: Resource URI structure of the Naf_Authentication API
Table 5.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 5.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	uav-auth
	/uav-auth
	POST
	Used for UAV authentication and authorization


[bookmark: _Toc510696609][bookmark: _Toc35971400][bookmark: _Toc67903524][bookmark: _Toc70598447][bookmark: _Toc85786440]5.1.3.2	Resource: uav-auth
The resource represents UAV Authentications to be done with the serving USS.
[bookmark: _Toc510696610][bookmark: _Toc35971401][bookmark: _Toc67903525][bookmark: _Toc70598448][bookmark: _Toc85786441]5.1.3.2.1	Description
[bookmark: _Toc35971402][bookmark: _Toc67903526][bookmark: _Toc70598449][bookmark: _Toc85786442][bookmark: _Toc510696612]5.1.3.2.2	Resource Definition
Resource URI: {apiRoot}/naf-auth/<apiVersion>/uav-auth
This resource shall support the resource URI variables defined in table 5.1.3.2.2-1.
Table 5.1.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 5.1.1

	apiVersion
	string
	See clause 5.1.1

	<name>
	<type>
	<definition>



[bookmark: _Toc35971403][bookmark: _Toc67903527][bookmark: _Toc70598450][bookmark: _Toc85786443]5.1.3.2.3	Resource Standard Methods
[bookmark: _Toc510696613][bookmark: _Toc35971404][bookmark: _Toc85786444]5.1.3.2.3.1	POST
This method performs UAV authentication and authorization.
This method shall support the URI query parameters specified in table 5.1.3.2.3.1-1.
Table 5.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 5.1.3.2.3.1-2 and the response data structures and response codes specified in table 5.1.3.2.3.1-3.
Table 5.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	UAVAuthInfo
	M
	1
	Represents the data to be used for UAV authentication



Table 5.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	UAVAuthResponse
	M
	1
	200 OK
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the USS,

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the USS.

	ProblemDetails
	O
	1
	403 Forbidden
	The "cause" attribute may be used to indicate the following application errors:
- USER_UNKNOWN
- NIDD_CONFIGURATION_NOT_AVAILABLE

See table 5.1.7.3-1 for the description of these errors.

	NOTE:	The manadatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.


Table 5.1.3.2.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the USS.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 5.1.3.2.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the USS.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



[bookmark: _Toc510696614][bookmark: _Toc35971405][bookmark: _Toc85786445]5.1.3.2.3.2	< method 2 >
And so on if there are more than two methods supported by the resource. Same structure as in clause 5.1.3.2.3.1.
[bookmark: _Toc510696615][bookmark: _Toc35971406][bookmark: _Toc67903528][bookmark: _Toc70598451][bookmark: _Toc85786446]5.1.3.2.4	Resource Custom Operations
The following clauses will specify the custom operations supported by the resource.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696616][bookmark: _Toc35971407][bookmark: _Toc85786447]5.1.3.2.4.1	Overview
[bookmark: _Toc510696617]Table 5.1.3.2.4.1-1: Custom operations
	Operation name
	Custom operaration URI
	Mapped HTTP method
	Description

	<custom operation name>
	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	
	



[bookmark: _Toc35971408][bookmark: _Toc85786448]5.1.3.2.4.2	Operation: < operation 1 >
This clause will specify the meaning of the operation applied on the resource.
[bookmark: _Toc510696618][bookmark: _Toc35971409][bookmark: _Toc85786449]5.1.3.2.4.2.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.
[bookmark: _Toc510696619][bookmark: _Toc35971410][bookmark: _Toc85786450]5.1.3.2.4.2.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the request data structures specified in table 5.1.3.2.4.2.2-1 and the response data structure and response codes specified in table 5.1.3.2.4.2.2-2.
Table 5.1.3.2.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 5.1.3.2.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc510696620][bookmark: _Toc35971411][bookmark: _Toc85786451]5.1.3.2.4.3	Operation: < operation 2 >
And so on if there are more than two operations supported by the resource. Same structure as in clause 5.1.3.2.4.1.
[bookmark: _Toc510696621][bookmark: _Toc35971412][bookmark: _Toc67903529][bookmark: _Toc70598452][bookmark: _Toc85786452]5.1.3.3	Resource: <resource 2>
And so on if there are more than two resources supported by the service. Same structure as in clause 5.1.3.2.


* * * Next Change * * * *
[bookmark: _Toc510696622][bookmark: _Toc35971413][bookmark: _Toc67903530][bookmark: _Toc70598453][bookmark: _Toc85786453]5.1.4	Custom Operations without associated resources
[bookmark: _Toc510696623][bookmark: _Toc35971414][bookmark: _Toc67903531][bookmark: _Toc70598454][bookmark: _Toc85786454]5.1.4.1	Overview
This clause will specify custom operations without any associated resource (i.e. RPC) supported by this API. The structure of the custom operation URIs of the Naf_Authentication service is shown in Figure 5.1.4.1-1.


Figure 5.1.4.1-1: Custom operation URI structure of the Naf_Authentication API
Table 5.1.4.1-1 provides an overview of the custom operations and applicable HTTP methods.
Table 5.1.4.1-1: Custom operations without associated resources
	Custom operation URI
	Mapped HTTP method
	Description

	{apiRoot}/naf-auth/<apiVersion>/request-auth<custom operation URI>
	e.g.POST
	Request UAV authentication and authorization and subscribe to notifications triggered by the USS<Operation executed by Custom operation>

	
	
	



[bookmark: _Toc510696624][bookmark: _Toc35971415][bookmark: _Toc67903532][bookmark: _Toc70598455][bookmark: _Toc85786455]5.1.4.2	Operation: request-auth<operation 1>
Where <operation 1> is to be replaced by the name of the custom operation, e.g. Authentication_Information_Request.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696625][bookmark: _Toc35971416][bookmark: _Toc67903533][bookmark: _Toc70598456][bookmark: _Toc85786456]5.1.4.2.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.The operation is used by the NF service consumer to request UAV authentication and authorization and subscribe to notifications triggered by the USS.
[bookmark: _Toc510696626][bookmark: _Toc35971417][bookmark: _Toc67903534][bookmark: _Toc70598457][bookmark: _Toc85786457]5.1.4.2.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the response data structures and response codes specified in tables 5.1.4.2.2-1 and 5.1.4.2.2-2.
Table 5.1.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	UavAuthInfo"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	Represents the data to be used for UAV authentication and authorization<only if applicable>



Table 5.1.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	UavAuthResponse"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>200 OK
	Successful request of UAV authentication and authorization and subscription to notification of re-authentication and revocation triggered by the USS.<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	ProblemDetailsAuthenticateAuthorize
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate the following application errors:
- FAILED_AUTH

See table 5.1.7.3-1 for the description of these errors.

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc510696627][bookmark: _Toc35971418][bookmark: _Toc67903535][bookmark: _Toc70598458][bookmark: _Toc85786458]5.1.4.3	Operation: < operation 2>
And so on if there are more than one custom operations supported by the service. Same structure as in clause 5.1.4.2.


* * * Next Change * * * *
[bookmark: _Toc510696643][bookmark: _Toc35971438][bookmark: _Toc67903554][bookmark: _Toc70598477][bookmark: _Toc85786478]5.1.6.4	Data types describing alternative data types or combinations of data types
[bookmark: _Toc510696644][bookmark: _Toc35971439][bookmark: _Toc67903555][bookmark: _Toc70598478][bookmark: _Toc85786479]5.1.6.4.1	Type: ProblemDetailsAuthenticateAuthorize<TypeName 1>
The data types describing alternative data types or combinations of data types shall represent an OpenAPI schema object using the "oneOf", "anyOf" or "allOf"  keyword to list alternative or to be combined data types (see the OpenAPI specification [4] and https://swagger.io/docs/specification/data-models/oneof-anyof-allof-not/).
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches , i.e. a list of mutually exclusive alternative data types., as described using the OpenAPI "oneOf" keyword, if the instance matches against one and only one of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of non-exclusive alternative data types, as described using the OpenAPI "anyOf" keyword, if the instance matches against one or more of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of to be combined data types, as described using the OpenAPI "allOf" keyword, if the instance matches against all of the to be combined data types."Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON elements in a JSON object.
"Data type": Data type of the alternative or to be combined data type. If the data type is indicated as "<type>", the alternative or to be combined data type shall be of data type <type>. If the data type is indicated as "array(<type>)", the alternative or to be combined data type shall be an array (see IETF RFC 8259 [3]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the alternative or to be combined data type shall be an object (see IETF RFC 8259 [3]) encoded in the corresponding OpenAPI specification as a map which values are of data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification.
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0. For data type "<type>", the cardinality shall be set to "1".
"Description": Describes the meaning and use of the attribute and may contain normative statements.Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [4], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.
Applicability: If the type is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [2], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the type can be used with any feature. If no optional features are defined for an API, the applicability column can be omitted for that API.
[bookmark: _Hlk510623468]Table 5.1.6.4.1-1: Definition of type ProblemDetailsAuthenticateAuthorize<Type name 1> as a list of <"mutually exclusive alternatives" / "non-exclusive alternatives" / "to be combined data types">
	Data type
	Cardinality
	Description
	Applicability

	ProblemDetails"<type>" or "array(<type>)" or "map(<type>)"
	1"1" or "M..N"
	Details of the problem as defined in TS 29.571 [15].<only if applicable>
	

	uasResRelInd
	0..1
	This attribute may be present when authentication failure happens due to the cause “FAILED_AUTH”
When present, it shall be set as follows:
- true: UAS resource release is requested;
- false (default): UAS resource release is not requested.
	




* * * End of Changes * * * *
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