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1. Introduction
The pCR provides Naf_Authentication API data model updates.
2. Reason for Change
Providing Naf_Authentication API data model updates with both structed and simple data types used in both AuthenticateAuthorize and ReauthNotify service operations based on agreed SA2 updates (S2-2107963).
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.255.

[bookmark: _Toc79498462][bookmark: _Toc510696589][bookmark: _Toc35971381][bookmark: _Toc63347608][bookmark: _Toc67927721][bookmark: _Toc85718329][bookmark: _Toc85786420][bookmark: _Toc510696600]*** First change ***
[bookmark: _Toc510696632][bookmark: _Toc35971427][bookmark: _Toc67903543][bookmark: _Toc70598466][bookmark: _Toc85786467]5.1.6	Data Model
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc67903544][bookmark: _Toc70598467][bookmark: _Toc85786468]5.1.6.1	General
This clause specifies the application data model supported by the Naf_Authentication API.
Table 5.1.6.1-1 specifies the data types defined for the Naf_Authentication service based interface protocol.

Table 5.1.6.1-1: Naf_Authentication specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	[bookmark: _Hlk71560146]UAVAuthInfo
	5.1.6.2.2
	Information within Authenticate Request
	

	UAVAuthResponse
	5.1.6.2.4
	Information within Authenticate Response
	

	AuthResult
	5.1.6.3.3
	Enumeration indicating authentication result
	

	ReauthNotification
	5.1.6.2.3
	Information within notification
	

	NotifyType
	5.1.6.3.4
	Enumeration Notification type
	



Table 5.1.6.1-2 specifies data types re-used by the Naf_Authentication service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Naf_Authentication service based interface.
Table 5.1.6.1-2: Naf_Authentication re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	Pei
	3GPP TS 29.571 [15]
	Permanent Equipment Identifier
	

	Uri
	3GPP TS 29.571 [15]
	Uri
	

	Gpsi
	3GPP TS 29.571 [15]
	GPSI
	

	IpAddr
	3GPP TS 29.571 [15]
	IPv4 address
	

	UserLocationLocationInfo
	3GPP TS 29.571 [15]3GPP TS 29.122 [16]
	User locationLocation Information 
	



[bookmark: _Toc510696634][bookmark: _Toc35971429][bookmark: _Toc67903545][bookmark: _Toc70598468][bookmark: _Toc85786469]5.1.6.2	Structured data types
[bookmark: _Toc510696635][bookmark: _Toc35971430][bookmark: _Toc67903546][bookmark: _Toc70598469][bookmark: _Toc85786470]5.1.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc67903547][bookmark: _Toc70598470][bookmark: _Toc85786471]5.1.6.2.2	Type: UAVAuthInfo<TypeName 1>
"Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON member names in a JSON object.
"Data type": Data type of the attribute values. If the data type is indicated as "<type>", the attribute value shall be of data type <type>. If the data type is indicated as "array(<type>)", the attribute value shall be an array (see IETF RFC 825]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the attribute value shall be an object (see IETF RFC 8259) encoded in the corresponding OpenAPI specification as a map which values are data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification.
"P": Presence condition of a data structure in request body. It shall be one of "M" (for Mandatory), "C" (for Conditional) and "O" (for Optional).
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0 and M. For data type "<type>", the cardinality shall be set to "0..1" if the Presence condition is "C" or "O", and to "1" if the Presence condition is "M".
"Description": Describes the meaning and use of the attribute and may contain normative statements.
Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [4], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.If no optional features are defined for an API, the applicability column can be omitted for that API
Table 5.1.6.2.2-1: Definition of type UAVAuthInfo<TypeName 1>
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	<attribute name>
	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N"
	<only if applicable>
	

	
	
	
	
	
	

	
	
	
	
	
	



	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	[bookmark: _Hlk79407407]gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	[bookmark: _Hlk79407517]serviceLevelId
	string
	M
	1
	[bookmark: _Hlk71618417]Service Level Device Identity of the UAV
	

	ipAddr
	IpAddr
	O
	0..1
	When present, this attribute indicates the IP address associated with the PDU session.
	

	authMsg
	string
	O
	0..1
	Contains the authentication message based in the authentication method used.
	

	[bookmark: _Hlk79408228]pei
	Pei
	O
	0..1
	PEI associated with the UAV.
	

	[bookmark: _Hlk79408440]authServerAddress
	string
	O
	0..1
	[bookmark: _Hlk79408460]Provides the Authorization Server Address, e.g. Authorization Server FQDN.
	

	authNotificationURI
	Uri
	C
	0..1
	This attribute shall be present in the initial authentication message.

It carries the notification URI to receive authentication related notifications
	

	uavLocationInfo
	UserLocation
	O
	0..1
	This attribute shall contain the UE location information if it is available.
	



[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc67903548][bookmark: _Toc70598471][bookmark: _Toc85786472]5.1.6.2.3	Type: ReauthNotification<TypeName 2>
And so on if there are more types to specify.
Table 5.1.6.2.3-1: Definition of type ReauthNotification
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	serviceLevelId
	String
	M
	1
	Service Level Device Identity of the UAV
	

	authMsg
	String
	O
	0..1
	Contains the authentication message based in the authentication method used.
	

	ipAddr
	IpAdd
	O
	0..1
	When present, this IE indicates the IP address associated with the PDU session.
	

	authSessCorrId
	String
	O
	0..1
	When present, this attribute shall contain the authentication Session Correlation Id.

	

	notifyType
	NotifyType
	M
	1
	This attribute shall contain the notification type.
	

	revokeCause
	String
	C
	0..1
	This attribute shall contain the cause of revocation.
This attribute shall be present if the NotifyType is set to "REVOKE".

	



5.1.6.2.4	Type: UAVAuthResponse
Table 6.1.6.2.4-1: Definition of type UAVAuthResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	[bookmark: _Hlk71566201]authResult
	AuthResult
	C
	0..1
	Conveys the UAV authentication result (success/failure)
	

	[bookmark: _Hlk71618598]authMsg
	string
	O
	0..1
	[bookmark: _Hlk71619244]Contains the authentication message based in the authentication method used.
	

	serviceLevelId
	string
	O
	0..1
	This attribute contains the authorized Service Level Device Identity
	

	authSessCorrId
	string
	O
	0..1
	This attribute shall contain the authentication Session Correlation Id.
	

	uasResourceRelease
	boolean
	O
	0..1
	This attribute may be present when authResult attribute is set to " AUTH_FAILURE".
When present, it shall be set as follows:
- true: UAS resource release is requested;
- false (default): UAS resource release is not requested.
	



[bookmark: _Toc510696638][bookmark: _Toc35971433][bookmark: _Toc67903549][bookmark: _Toc70598472][bookmark: _Toc85786473]5.1.6.3	Simple data types and enumerations
This clause will define simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696639][bookmark: _Toc35971434][bookmark: _Toc67903550][bookmark: _Toc70598473][bookmark: _Toc85786474]5.1.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696640][bookmark: _Toc35971435][bookmark: _Toc67903551][bookmark: _Toc70598474][bookmark: _Toc85786475]5.1.6.3.2	Simple data types
The simple data types defined in table 5.1.6.3.2-1 shall be supported.
Table 5.1.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	
	<one simple data type, i.e. boolean, integer, number, or string>
	
	



[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc67903552][bookmark: _Toc70598475][bookmark: _Toc85786476]5.1.6.3.3	Enumeration: AuthResult<EnumType1>
The enumeration AuthResult <EnumType1> represents the result of authentication and/or authorization .<something>. It shall comply with the provisions defined in table 5.1.6.3.3-1.
Table 5.1.6.3.3-1: Enumeration AuthResult< EnumType1>
	Enumeration value
	Description
	Applicability

	"AUTH_SUCCESS"
	The UAV authentication and/or authorization has succeeded.
	

	"AUTH_FAILURE"
	The UAV authentication and/or authorization has failed.
	



[bookmark: _Toc510696642][bookmark: _Toc35971437][bookmark: _Toc67903553][bookmark: _Toc70598476][bookmark: _Toc85786477]5.1.6.3.4	Enumeration: NotifyType<EnumType2>
The enumeration NotifyType represents the type of notification. It shall comply with the provisions defined in table 6.1.6.3.4-1.
Table 5.1.6.3.4-1: Enumeration NotifyType
	Enumeration value
	Description
	Applicability

	"REAUTH"
	The UAV needs to be reauthenticated.
	

	"UPDATEAUTH"
	Authorization data needs to be updated to UAV.
	

	"REVOKE "
	Revoke UAV authentication and authorization
	


And so on if there are more enumerations to define.
[bookmark: _Toc510696643][bookmark: _Toc35971438][bookmark: _Toc67903554][bookmark: _Toc70598477][bookmark: _Toc85786478]5.1.6.4	Data types describing alternative data types or combinations of data types
[bookmark: _Toc510696644][bookmark: _Toc35971439][bookmark: _Toc67903555][bookmark: _Toc70598478][bookmark: _Toc85786479]5.1.6.4.1	Type: <TypeName 1>
The data types describing alternative data types or combinations of data types shall represent an OpenAPI schema object using the "oneOf", "anyOf" or "allOf"  keyword to list alternative or to be combined data types (see the OpenAPI specification [4] and https://swagger.io/docs/specification/data-models/oneof-anyof-allof-not/).
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches , i.e. a list of mutually exclusive alternative data types., as described using the OpenAPI "oneOf" keyword, if the instance matches against one and only one of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of non-exclusive alternative data types, as described using the OpenAPI "anyOf" keyword, if the instance matches against one or more of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of to be combined data types, as described using the OpenAPI "allOf" keyword, if the instance matches against all of the to be combined data types."Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON elements in a JSON object.
"Data type": Data type of the alternative or to be combined data type. If the data type is indicated as "<type>", the alternative or to be combined data type shall be of data type <type>. If the data type is indicated as "array(<type>)", the alternative or to be combined data type shall be an array (see IETF RFC 8259 [3]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the alternative or to be combined data type shall be an object (see IETF RFC 8259 [3]) encoded in the corresponding OpenAPI specification as a map which values are of data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification.
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0. For data type "<type>", the cardinality shall be set to "1".
"Description": Describes the meaning and use of the attribute and may contain normative statements.Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [4], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.
Applicability: If the type is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [2], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the type can be used with any feature. If no optional features are defined for an API, the applicability column can be omitted for that API.
[bookmark: _Hlk510623468]Table 5.1.6.4.1-1: Definition of type <Type name 1> as a list of <"mutually exclusive alternatives" / "non-exclusive alternatives" / "to be combined data types">
	Data type
	Cardinality
	Description
	Applicability

	"<type>" or "array(<type>)" or "map(<type>)"
	"1" or "M..N"
	<only if applicable>
	



[bookmark: _Toc510696645][bookmark: _Toc35971440][bookmark: _Toc67903556][bookmark: _Toc70598479][bookmark: _Toc85786480]5.1.6.4.2	Type: <TypeName 2>
And so on if there are more types to specify.
[bookmark: _Toc510696646][bookmark: _Toc35971441][bookmark: _Toc67903557][bookmark: _Toc70598480][bookmark: _Toc85786481]5.1.6.5	Binary data
This clause will specify what is encoded in binary part, if multipart media type is agreed to be supported by CT4 and is supported by the API. It shall be omitted if not applicable.
[bookmark: _Toc35971442][bookmark: _Toc67903558][bookmark: _Toc70598481][bookmark: _Toc85786482]5.1.6.5.1	Binary Data Types
Table 5.1.6.5.1-1: Binary Data Types
	Name
	Clause defined
	Content type

	< Binary Data 1 >
e.g. N1 SM Message

	< clause >
e.g. 5.1.6.5.2
	<content type>
e.g. vnd.3gpp.5gnas

	
	
	



[bookmark: _Toc20131002][bookmark: _Toc67903559][bookmark: _Toc70598482][bookmark: _Toc85786483][bookmark: _Hlk32129811]5.1.6.5.2	< Binary Data 1 >
And so on if there are more binary data to specify
[bookmark: _Toc510696647][bookmark: _Toc35971443][bookmark: _Toc67903560][bookmark: _Toc70598483][bookmark: _Toc85786484]5.1.7	Error Handling
[bookmark: _Toc35971444][bookmark: _Toc67903561][bookmark: _Toc70598484][bookmark: _Toc85786485]5.1.7.1	General
For the Naf_Authentication API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].
In addition, the requirements in the following clauses are applicable for the Naf_Authentication API.
[bookmark: _Toc35971445][bookmark: _Toc67903562][bookmark: _Toc70598485][bookmark: _Toc85786486]5.1.7.2	Protocol Errors
No specific procedures for the Naf_Authentication service are specified.
Or add specific information for the API if applicable.
[bookmark: _Toc35971446][bookmark: _Toc67903563][bookmark: _Toc70598486][bookmark: _Toc85786487]5.1.7.3	Application Errors
The application errors defined for the Naf_Authentication service are listed in Table 5.1.7.3-1.
Table 5.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	AUTHENTICATION_FAILURE
	403 Forbidden
	The UAV authentication is failed




*** End of changes ***

