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	Reason for change:
	Rel-16 supports UE registers through two different PLMNs. The NSSAA procedure however has not been updated accordingly. This will cause NSSAA failures as summarized below:
1) Authentication failure
When UE accessing through two PLMNs, UE will initiate two separate registration precedures. As to the NSSAA procedures, UE is identified by the tupple (GPSI, S-NSSAI) at NSSAAF and the tupple (GPSI, S-NSSAI, EAP ID) at AAA-S. Without PLMN information, a stateless NSSAAF will not be able to differentiate messages from AAA-S corresponding to two different PLMNs (EAP messages are transparent to NSSAAF). NSSAAF will not be able to forward messages to the correct AMF to complete the NSSAA procedure. In addition, AAA-S may also malfunction since there are two concurrent EAP authentication sessions corresponding to one single EAP ID. 
2) Authentication Status at AAA-S
Two independent NSSAA procedures may have different outcomes, however there is only one context at AAA-S for each (EAP ID, GPSI, S-NSSAI) tuple. In the case that one of NSSAA is successful and the other is failed, it will lead to either AAA-S rejects both NSSAA or the successful PLMN consumes network slice services without knowledge of AAA-S.

	
	

	Summary of change:
	Introduce the serving network name into the (re-)authentication and (re-)authorization procedure.

	
	

	Consequences if not approved:
	The scenario with two PLMNs can’t be distinguished.
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Additional discussion(if needed):
Proposed changes:
*** 1st Change ***
[bookmark: _Toc28005602][bookmark: _Toc36041477][bookmark: _Toc45134777][bookmark: _Toc51764070][bookmark: _Toc59019987][bookmark: _Toc68170813][bookmark: _Toc74932470][bookmark: _Toc83392079]12.6.4	RAR Command
The RAR command, defined in IETF RFC 7155 [23], is indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field. It is sent by the DN-AAA server to the SMF to initiate re-authorization and optional re-authentication service.
The relevant AVPs that are of use for the N6 interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for N6 purposes and should be ignored by the receiver or processed according to the relevant specifications.
The bold marked AVPs in the message format indicate new optional AVPs for N6, or modified existing AVPs.
Message Format:
<RA-Request> ::= < Diameter Header: 258, REQ, PXY >
                     	< Session-Id >
                     	{ Origin-Host }
                     	{ Origin-Realm }
                     	{ Destination-Realm }
                     	[ Destination-Host ]
                     	{ Auth-Application-Id }
                     	{ Re-Auth-Request-Type }
                      	[ User-Name ]
                     	[ Origin-State-Id ]
                      	[ NAS-Port ]
                      	[ NAS-Port-Id ]
                      	[ NAS-Port-Type ]
                      	[ Service-Type ]
                      	[ Framed-IP-Address ]
                     	[ Framed-IPv6-Prefix ] 
                      	[ Framed-Interface-Id ]
                      	[ Called-Station-Id ]
                      	[ Calling-Station-Id ]
                      	[ Originating-Line-Info ]
                      	[ Acct-Session-Id ]
                      *	[ Class ]
                      	[ Reply-Message ]
                      *	[ Proxy-Info ]
                      *	[ Route-Record ]
                   0*16 [ 3GPP-UE-MAC-Address ]
                   0*16 [ 3GPP-VLAN-Id ]
                        [ 3GPP-Authorization-Reference ]
                        [ 3GPP-Policy-Reference ]
                        [ 3GPP-Session-AMBR ]
                        [ 3GPP-Session-AMBR-v2 ]
                      	[ 3GPP-NID ]
                      *	[ AVP ]


*** Next Change ***
[bookmark: _Toc28005635][bookmark: _Toc36041510][bookmark: _Toc45134810][bookmark: _Toc51764103][bookmark: _Toc59020020][bookmark: _Toc68170846][bookmark: _Toc74932503][bookmark: _Toc83392112]17.4.1	General
Information defined in clause 12.4.0 are re-used for network slice specific authentication with the following differences:
-	NSSAAF replaces SMF. 
-	IP, Ethernet and PDU session related descriptions and AVPs are not applicable.
-	Additional detailed information needed for network slice specific authentication are described below.
Table 17.4-1: Additional information needed for network slice specific authentication
	Attribute Name
	AVP Code
	Section defined
	Value Type (NOTE 2)
	AVP Flag rules
(NOTE 1)
	May Encr.
	Applicability

	
	
	
	
	Must
	May
	Should not
	Must not
	
	

	3GPP-S-NSSAI
	200
	16.3.1 (NOTE 3)
	UTF8String
	V
	P
	
	M
	Y
	

	3GPP-NID
	124
	11.3.1
	OctetString
	V
	P
	
	M
	Y
	

	NOTE 1:	The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [24].
NOTE 2:	The value types are defined in IETF RFC 6733 [24].
NOTE 3:	The use of Radius VSA as a Diameter vendor AVP is described in Diameter NASREQ (IETF RFC 7155 [23]) and the P flag may be set.






*** Next Change ***
[bookmark: _Toc28005639][bookmark: _Toc36041514][bookmark: _Toc45134814][bookmark: _Toc51764107][bookmark: _Toc59020024][bookmark: _Toc68170850][bookmark: _Toc74932507][bookmark: _Toc83392116]17.6.1	General
Diameter messages as defined in subclause 12.6 are re-used for network slice specific authentication with the following differences:
-	NSSAAF or AAA-P replaces SMF.
-	IP, Ethernet and PDU session related descriptions and AVPs are not applicable.
-	Diameter commands for accounting function (ACR and ACA) are not applicable.
-	AAR and AAA commands are not applicable.
-	3GPP-S-NSSAI is included in the DER command.
-	the address of NSS-AAA server is included in the Origin-Host AVP in the ASR and RAR command.
-	the serving network name is included in the 3GPP-NID AVP in the DER and RAR command.
NOTE:	The presence of 3GPP-S-NSSAI in the DER command is optional but it is mandatory for the NSSAAF or AAA-P to include it for the network slice specific authentication.
[bookmark: _GoBack]
*** End of Changes ***
