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Additional discussion(if needed):
Proposed changes:

[bookmark: _Hlk32241584][bookmark: _Hlk32443572]*** 1st Change ***
[bookmark: _Toc34035289][bookmark: _Toc36037282][bookmark: _Toc36037586][bookmark: _Toc38877428][bookmark: _Toc43199510][bookmark: _Toc45132689][bookmark: _Toc59015432][bookmark: _Toc63170988][bookmark: _Toc66282025][bookmark: _Toc68165901][bookmark: _Toc24868674][bookmark: _Toc34154179][bookmark: _Toc36041123][bookmark: _Toc36041436][bookmark: _Toc43196713][bookmark: _Toc43481483][bookmark: _Toc45134760][bookmark: _Toc51189292][bookmark: _Toc51763968][bookmark: _Toc57206200][bookmark: _Toc59019541][bookmark: _Toc68170214]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[3]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[4]	3GPP TS 23.286: "Application layer support for Vehicle-to-Everything (V2X) services; Functional architecture and information flows".
[5]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[6]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[7]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[8]	3GPP TR 21.900: "Technical Specification Group working methods".
[11]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[12]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[13]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[14]	IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests".
[15]	IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Requests".
[16]	IETF RFC 7234: "Hypertext Transfer Protocol (HTTP/1.1): Caching".
[17]	IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication".
[18]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".		
[19]	3GPP TS 29.116: "Representational state transfer over xMB reference point between Content Provider and BM-SC".
[20]	3GPP TS 29.572: "5G System; Location Management Services; Stage 3".
[21]	IETF RFC 6455: "The Websocket Protocol".
[22]	3GPP TS 29.122: "T8 reference point for Northbound APIs".
[23]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[24]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[TS23222]	3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs; Stage 2".
[TS29222]	3GPP TS 29.222: "Common API Framework for 3GPP Northbound APIs; Stage 3".
[TS33122]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[bookmark: _Toc34035293][bookmark: _Toc36037286][bookmark: _Toc36037590][bookmark: _Toc38877432][bookmark: _Toc43199514][bookmark: _Toc45132693][bookmark: _Toc59015436][bookmark: _Toc63170992][bookmark: _Toc66282029][bookmark: _Toc68165905]*** Next Change ***
3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
CAPIF	Common API Framework
V2X 	Vehicle-to-Everything
VAE	V2X Application Enabler

*** Next Change ***
X	Using Common API Framework
[bookmark: _Toc24868675][bookmark: _Toc34154180][bookmark: _Toc36041124][bookmark: _Toc36041437][bookmark: _Toc43196714][bookmark: _Toc43481484][bookmark: _Toc45134761][bookmark: _Toc51189293][bookmark: _Toc51763969][bookmark: _Toc57206201][bookmark: _Toc59019542][bookmark: _Toc68170215]X.1	General
When CAPIF is used with a VAE service, the VAE server shall support the following as defined in 3GPP TS 29.222 [TS29222]:
-	the API exposing function and related APIs over CAPIF-2/2e and CAPIF-3/3e reference points;
-	the API publishing function and related APIs over CAPIF-4/4e reference point;
-	the API management function and related APIs over CAPIF-5/5e reference point; and
-	at least one of the security methods for authentication and authorization, and related security mechanisms.
In a centralized deployment as defined in 3GPP TS 23.222 [TS23222], where the CAPIF core function and API provider domain functions are co-located, the interactions between the CAPIF core function and API provider domain functions may be independent of CAPIF-3/3e, CAPIF-4/4e and CAPIF-5/5e reference points. 
When CAPIF is used with a VAE service, the VAE server shall register all the features for northbound APIs in the CAPIF Core Function.
[bookmark: _Toc24868676][bookmark: _Toc34154181][bookmark: _Toc36041125][bookmark: _Toc36041438][bookmark: _Toc43196715][bookmark: _Toc43481485][bookmark: _Toc45134762][bookmark: _Toc51189294][bookmark: _Toc51763970][bookmark: _Toc57206202][bookmark: _Toc59019543][bookmark: _Toc68170216]X.2	Security
When CAPIF is used for external exposure, before invoking the API exposed by the VAE server, the NF service consumer (e.g. V2X application specific server) as API invoker shall negotiate the security method (PKI, TLS-PSK or OAUTH2) with CAPIF core function and ensure the VAE server has enough credential to authenticate the NF service consumer (e.g. V2X application specific server), see 3GPP TS 29.222 [TS29222], clause 5.6.2.2 and clause 6.2.2.2.
If PKI or TLS-PSK is used as the selected security method between the NF service consumer (e.g. V2X application specific server) and the VAE server, upon API invocation, the VAE server shall retrieve the authorization information from the CAPIF core function as described in 3GPP TS 29.222 [TS29222], clause 5.6.2.4. 
As indicated in 3GPP TS 33.122 [TS33122], the access to the VAE APIs may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [23]), using the "Client Credentials" authorization grant, where the CAPIF core function (see 3GPP TS 29.222 [TS29222]) plays the role of the authorization server.
NOTE 1:	In this release, only "Client Credentials" authorization grant is supported.
If OAuth2 is used as the selected security method between the NF service consumer (e.g. V2X application specific server) and the VAE server, the the NF service consumer (e.g. V2X application specific server), prior to consuming services offered by the VAE APIs, shall obtain a "token" from the authorization server, by invoking the Obtain_Authorization service, as described in 3GPP TS 29.222 [TS29222], clause 5.6.2.3.2.
The VAE APIs do not define any scopes for OAuth2 authorization. It is the VAE server responsibility to check whether the NF service consumer (e.g. V2X application specific server) is authorized to use an API based on the "token". Once the VAE server verifies the "token", it shall check whether the VAE server identifier in the "token" matches its own published identifier, and whether the API name in the "token" matches its own published API name. If those checks are passed, the NF service consumer (e.g. V2X application specific server) has full authority to access any resource or operation for the invoked API.
NOTE 2:	For aforementioned security methods, the VAE server needs to apply admission control according to access control policies after performing the authorization checks.
*** End of Changes ***

