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* * * Start of changes * * * *
[bookmark: _Toc28010070][bookmark: _Toc34062190][bookmark: _Toc36036948][bookmark: _Toc43285217][bookmark: _Toc45132996][bookmark: _Toc51193690][bookmark: _Toc51760889][bookmark: _Toc59015339][bookmark: _Toc59015855][bookmark: _Toc68165897][bookmark: _Toc28009807][bookmark: _Toc34061926][bookmark: _Toc36036682][bookmark: _Toc43284929][bookmark: _Toc45132708][bookmark: _Toc51193402][bookmark: _Toc51760601][bookmark: _Toc59015051][bookmark: _Toc59015567][bookmark: _Toc68165609][bookmark: _Toc28010101][bookmark: _Toc34062221][bookmark: _Toc36036979][bookmark: _Toc43285248][bookmark: _Toc45133027][bookmark: _Toc51193721][bookmark: _Toc51760920][bookmark: _Toc59015370][bookmark: _Toc59015886][bookmark: _Toc67579238][bookmark: _Toc68165750][bookmark: _Toc28013417][bookmark: _Toc34222330][bookmark: _Toc36040513][bookmark: _Toc39134442][bookmark: _Toc43283389][bookmark: _Toc45134429][bookmark: _Toc49931760][bookmark: _Toc51763541][bookmark: _Toc493774024][bookmark: _Toc494194773][bookmark: _Toc528159067][bookmark: _Toc532198029][bookmark: _Toc34123783][bookmark: _Toc36038527][bookmark: _Toc36038615][bookmark: _Toc36038806][bookmark: _Toc44680746][bookmark: _Toc45133658][bookmark: _Toc45133749][bookmark: _Toc49417447][bookmark: _Toc51762414][bookmark: _Toc20408087][bookmark: _Toc39068125][bookmark: _Toc43273318][bookmark: _Toc45134856][bookmark: _Toc49939192][bookmark: _Toc51764216]9.1	AEF_Security_API
[bookmark: _Toc28010071][bookmark: _Toc34062191][bookmark: _Toc36036949][bookmark: _Toc43285218][bookmark: _Toc45132997][bookmark: _Toc51193691][bookmark: _Toc51760890][bookmark: _Toc59015340][bookmark: _Toc59015856][bookmark: _Toc68165898]9.1.1	API URI
The AEF_Security_API service shall use the AEF_Security_API.
The request URIs used in HTTP requests from the API invoker towards the API exposing function shall have the Resource URI structure as defined in subclause 7.5 with the following clarifications:
-	The <apiName> shall be "aef-security".
-	The <apiVersion> shall be "v1".
-	The <custOpName> shall be set as described in subclause 9.1.2a.
[bookmark: _Toc28010072][bookmark: _Toc34062192][bookmark: _Toc36036950][bookmark: _Toc43285219][bookmark: _Toc45132998][bookmark: _Toc51193692][bookmark: _Toc51760891][bookmark: _Toc59015341][bookmark: _Toc59015857][bookmark: _Toc68165899]
* * * Next changes * * * *
9.1.2	Resources 
There is no resource defined for this API. 
[bookmark: _Toc28010073][bookmark: _Toc34062193][bookmark: _Toc36036951][bookmark: _Toc43285220][bookmark: _Toc45132999][bookmark: _Toc51193693][bookmark: _Toc51760892][bookmark: _Toc59015342][bookmark: _Toc59015858][bookmark: _Toc68165900]
* * * Next changes * * * *
9.1.2.2.4	Resource Custom Operations
None.
[bookmark: _Toc28010074][bookmark: _Toc34062194][bookmark: _Toc36036952][bookmark: _Toc43285221][bookmark: _Toc45133000][bookmark: _Toc51193694][bookmark: _Toc51760893][bookmark: _Toc59015343][bookmark: _Toc59015859][bookmark: _Toc68165901]
* * * Next changes * * * *
[bookmark: _Toc28010075][bookmark: _Toc34062195][bookmark: _Toc36036953][bookmark: _Toc43285222][bookmark: _Toc45133001][bookmark: _Toc51193695][bookmark: _Toc51760894][bookmark: _Toc59015344][bookmark: _Toc59015860][bookmark: _Toc68165902]9.1.2a.1	Overview
Custom operations used for this API are summarized in table 9.1.2a.1-1. "{apiRoot}" and “"<apiVersion>"” are set as described in clause 7.5 and clause 9.1.1 respectively.
Table  9.1.2a.1-1: Custom operations without associated resources
	Operation name
	Custom operation URI
	Mapped HTTP method
	Description

	check-authentication
	/check-authentication
	POST
	Check authentication request.

	revoke-authentication
	/revoke-authorization
	POST
	Revoke authorization for service APIs.


[bookmark: _Toc28010078][bookmark: _Toc34062198][bookmark: _Toc36036956][bookmark: _Toc43285225][bookmark: _Toc45133004][bookmark: _Toc51193698][bookmark: _Toc51760897][bookmark: _Toc59015347][bookmark: _Toc59015863][bookmark: _Toc68165905]
* * * Next changes * * * *
9.1.2a.2.2	Operation Definition
This method shall support the URI query parameters specified in table 9.1.2a.2.2-1.
Table 9.1.2a.2.2-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This operation shall support the request and response data structures, and response codes specified in tables  9.1.2a.2.2-2 and 9.1.2a.2.2-3.
Table  9.1.2a.2.2-2: Data structures supported by the POST Request Body on this operation 
	Data type
	P
	Cardinality
	Description

	CheckAuthenticationReq
	M
	1
	Authentication check request data



Table  9.1.2a.2.2-3: Data structures supported by the POST Response Body on this operation
	Data type
	P
	Cardinality
	Response
codes
	Description

	CheckAuthenticationRsp
	M
	1
	200 OK
	The request was successful. 



[bookmark: _Toc28010081][bookmark: _Toc34062201][bookmark: _Toc36036959][bookmark: _Toc43285228][bookmark: _Toc45133007][bookmark: _Toc51193701][bookmark: _Toc51760900][bookmark: _Toc59015350][bookmark: _Toc59015866][bookmark: _Toc68165908]* * * Next changes * * * *
9.1.2a.3.2	Operation Definition
This method shall support the URI query parameters specified in table 9.1.2a.3.2-1.
Table 9.1.2a.3.2-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This operation shall support the request and response data structures, and response codes specified in tables  9.1.2a.2.3-2 and 9.1.2a.2.3-3.
Table  9.1.2a.2.3-2: Data structures supported by the POST Request Body on this operation 
	Data type
	P
	Cardinality
	Description

	RevokeAuthorizationReq
	M
	1
	Authorization revocation request data



Table  9.1.2a.2.3-3: Data structures supported by the POST Response Body on this operation
	Data type
	P
	Cardinality
	Response
codes
	Description

	RevokeAuthorizationRsp
	M
	1
	200 OK
	The request was successful. 



[bookmark: _Toc28010086][bookmark: _Toc34062206][bookmark: _Toc36036964][bookmark: _Toc43285233][bookmark: _Toc45133012][bookmark: _Toc51193706][bookmark: _Toc51760905][bookmark: _Toc59015355][bookmark: _Toc59015871][bookmark: _Toc68165913]* * * Next changes * * * *
9.1.4.2.1	Introduction
This subclause defines the structures to be used in resource representations for the AEF_Security_API. 
[bookmark: _Toc28010092][bookmark: _Toc34062212][bookmark: _Toc36036970][bookmark: _Toc43285239][bookmark: _Toc45133018][bookmark: _Toc51193712][bookmark: _Toc51760911][bookmark: _Toc59015361][bookmark: _Toc59015877][bookmark: _Toc68165919]
* * * Next changes * * * *
9.1.5	Error Handling
General error responses are defined in subclause 7.7the service API specification using CAPIF.
[bookmark: _Toc28010093][bookmark: _Toc34062213][bookmark: _Toc36036971][bookmark: _Toc43285240][bookmark: _Toc45133019][bookmark: _Toc51193713][bookmark: _Toc51760912][bookmark: _Toc59015362][bookmark: _Toc59015878][bookmark: _Toc68165920]
* * * Next changes * * * *
9.1.6	Feature negotiation
General feature negotiation procedures are defined in subclause 7.8the service API specification using CAPIF.
Table 9.1.6-1: Supported Features
	Feature number
	Feature Name
	Description

	n/a
	
	



* * * End of changes * * * *
