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Additional discussion(if needed):
Proposed changes:

[bookmark: _Hlk32241584][bookmark: _Hlk32443572]*** 1st Change ***
[bookmark: _Toc517273820][bookmark: _Toc44588745][bookmark: _Toc45130682][bookmark: _Toc45131081][bookmark: _Toc51746061][bookmark: _Toc51936998][bookmark: _Toc51937258][bookmark: _Toc58500265][bookmark: _Toc58500547][bookmark: _Toc59013602][bookmark: _Toc68103346][bookmark: _Toc28012828][bookmark: _Toc36040219][bookmark: _Toc44692836][bookmark: _Toc45134297][bookmark: _Toc49607361][bookmark: _Toc51763333][bookmark: _Toc49763254][bookmark: _Toc49764009][bookmark: _Toc51316323][bookmark: _Toc51746503][bookmark: _Toc28007710][bookmark: _Toc44682786][bookmark: _Toc11247840][bookmark: _Toc27044984][bookmark: _Toc36034026][bookmark: _Toc45132173]16a.3a.1	Authentication, Authorization and Accounting procedures
When a P-GW receives an initial access request (e.g.Create Session Request or Proxy Binding Update) message for a given APN, the P-GW may (depending on the configuration for this APN) send a Diameter AA-Request to a Diameter server. This message may contain parameters, e.g. the tuple which includes the user-id and the UE IPv4 address and/or IPv6 prefix. The Diameter server authenticates and authorizes the user. If the Diameter server is also responsible for IPv4 address and/or IPv6 prefix allocation the Diameter server shall return the allocated IPv4 address and/or IPv6 prefix in the AA-Answer message.
When PDN type is IPv4v6 and deferred IPv4 addressing via IPv4 address pool in the AAA server is used, the P-GW may intiate Diameter re-authorization procedures after successful initial attach for the purpose of IPv4 address allocation or to renew the lease for a previously allocated IPv4 address. In this case, the P-GW shall set the Session-Id to the value used in the initial access request, the Auth-Request-Type AVP to "AUTHORIZE_ONLY" and the 3GPP-Allocate-IP-Type AVP to the type of IP address to be allocated in the AA-Request message sent to the AAA server. See subclause 16.4.7.2 for the conditions to use 3GPP-Allocate-IP-Type AVP in AA-Request messages. If the P-GW is using DHCPv4 signalling towards the UE and the Diameter server includes the Session-Timeout attribute in the Access-Accept, the P-GW may use the Session-Timeout value as the DHCP lease time. The P-GW shall not set the DHCPv4 lease time value higher than the Session-Timeout value. The P-GW may renew the DHCP lease to the UE without re-authorization towards the AAA server providing that the new lease expiry is no later than the Session-Timeout timer expiry. If the P-GW wishes to extend the lease time beyond the current Session-Timeout expiry, it shall initiate a new AAA re-authorization.
Even if the P-GW was not involved in user authentication, it may send a Diameter Accounting-Request (START) message to a Diameter server. If no Diameter session is already open for the same PDN connection a Diameter session needs to be activated, otherwise the existing Diameter session is used to send the Accounting-Request (START). For GTP-based S5/S8/S2a/S2b, if accounting is used per IP-CAN bearer, the EPS bearer ID will identify the particular bearer this accounting message refers to. The Accounting-Request message also indicates to the Diameter server that the user session has started.This message contains parameters, e.g. the tuple which includes the user-id and IPv4 address and/or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the Diameter server that the user session has started.
If some external applications require Diameter Accounting Request (START) information before they can process user packets, then the selected APN (P-GW) may be configured in such a way that the P-GW drops user data until an Accounting-Answer (START) indicating success is received from the Diameter server. The P-GW may wait for the Accounting-Answer (START) before sending the initial access response (e.g. Create Session Response or Proxy Binding Acknowledgement). The P-GW may reject the initial access request if the Accounting-Answer (START) is not received. The authentication and accounting servers may be separately configured for each APN.
For PDN type IPv4, at IPv4 address allocation via DHCPv4 signalling between the UE and the PDN, no IPv4 address is available at initial access. In that case the P-GW may wait to send the Accounting-Request START message until the UE receives its IPv4 address in a DHCPACK.
For PDN type IPv4v6 and deferred IPv4 addressing, when the IPv4 address is allocated or re-allocated, the accounting session that was established for the IPv6 prefix allocation shall be used to inform the accounting server about the allocated IPv4 address by sending Diameter Accounting-Request Interim-Update with the Framed-IP-Address AVP and its value field containing the allocated IPv4 address.
When the P-GW receives a message indicating a bearer deactivation request or PDN disconnection request or detach request (e.g. Delete Bearer Command or Proxy Binding Update with lifetime equal 0) and providing a Diameter Accounting-Request START message was sent previously, the P-GW shall send a Diameter Accounting-Request (STOP) message to the Diameter server, which indicates the termination of this particular bearer or user session. The P-GW shall immediately send the corresponding response (e.g. Delete Bearer Request or Proxy Binding Ack with lifetime equal 0) to the peer node (e.g. S-GW) in the Packet Domain, without waiting for an Accounting-Answer (STOP) message from the Diameter server.
If the last bearer of an IP-CAN session is deactivated, the P-GW shall additionally send an STR message to the Diameter server. The Diameter server shall reply with an STA and shall deallocate the IPv4 address and/or IPv6 prefix (if any) initially allocated to the subscriber.
For PDN type IPv4v6 and deferred IPv4 addressing, when the P-GW receives a message from the UE or the network indicating the release of the IPv4 address (e.g. receiving DHCPRELEASE) or decides to release the IPv4 address on its own (e.g. due to DHCP lease timer expiry for P-GW assigned IPv4 address), the P-GW shall inform the accounting server about the deallocation of the IPv4 address by sending Diameter Accounting-Request Interim-Update without the Framed-IP-Address AVP.
The following Figure 25d.1 is an example message flow to show the procedure of Diameter Authentication and Accounting, which is applicable for GTP based S5/S8 interface or S2b interface with ePDG replacing S-GW:
[image: ]
NOTE 1:	If some external applications require Diameter Accounting request (Start) information before they can process user packets, then the selected APN (P-GW) may be configured in such a way that the P-GW drops user data until the Accounting Answer (START) is received from the Diameter server. The P-GW may wait for the Accounting Answer (START) before sending the Create Session Response. The P-GW may reject the bearer if the Accounting Answer (START) is not received.
NOTE 2:	Separate accounting and authentication servers may be used.

Figure 25d.1: An example of Diameter Authentication and Accounting on Sgi for GTP-based S5/S8 
*** 2nd Change ***
[bookmark: _Toc517273821][bookmark: _Toc44588746][bookmark: _Toc45130683][bookmark: _Toc45131082][bookmark: _Toc51746062][bookmark: _Toc51936999][bookmark: _Toc51937259][bookmark: _Toc58500266][bookmark: _Toc58500548][bookmark: _Toc59013603][bookmark: _Toc68103347]16a.3a.2	Accounting Update
During the life of a bearer some information related to this bearer may change. Upon occurrence of the following events the P-GW may send an Accounting Request (Interim) to the Diameter server: RAT change, S-GW address change, and QoS change and/or UE local IP address change. Interim updates are also used when the IPv4 address is allocated/released/re-allocated for deferred IPv4 addressing for the PDN type IPv4v6.
When the P-GW receives a signalling request (e.g. Modify Bearer Request in case of GTP-based S5/S8) that indicates the occurrence of one of these chargeable events, the P-GW may send an Accounting Request (Interim) to the Diameter server to update the necessary information related to this bearer. The P-GW need not wait for the Diameter Accounting Answer message from the Diameter server before sending the response for the triggering signalling message (e.g. Modify Bearer Response). The P-GW may delete the bearer if the Accounting Answer is not received from the Diameter server.
The P-GW may also send interim updates at the expiry of an operator configured time limit.
The message flow in figure 25d.2 provides an example for Diameter Accounting Update procedure on Sgi interface, which is applicable for GTP based S5/S8 or S2b interface with ePDG replacing S-GW:


Figure 25d.2: Diameter accounting update for bearer modification

[bookmark: _Hlk68719701]*** 3rd Change ***
[bookmark: _Toc517273824][bookmark: _Toc44588749][bookmark: _Toc45130686][bookmark: _Toc45131085][bookmark: _Toc51746065][bookmark: _Toc51937002][bookmark: _Toc51937262][bookmark: _Toc58500269][bookmark: _Toc58500551][bookmark: _Toc59013606][bookmark: _Toc68103350]16a.4.1	AAR Command
The AAR command, defined in Diameter NASREQ (IETF RFC 4005 [67]), is indicated by the Command-Code field set to 265 and the ‘R’ bit set in the Command Flags field. It may be sent by the GGSN to a Diameter server, during Primary PDP Context activation only, in order to request user authentication and authorization. In the case of P-GW, the AAR may be sent upon reception of an initial access request (e.g. Create Session Request or Proxy Binding Update) message for a given APN to request user authentication and authorization.
The relevant AVPs that are of use for the Gi/Sgi interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for Gi/Sgi purposes and should be ignored by the receiver or processed according to the relevant specifications.
The bold marked AVPs in the message format indicate optional AVPs for Gi/Sgi, or modified existing AVPs. For Sgi, some of the optional 3GPP vendor-specific AVPs listed in the message format below are not applicable. See table 9a in subclause 16a.5 to see the list of vendor-specific AVPs that are applicable to the GGSN and the P-GW.
Message Format:
<AA-Request> ::= < Diameter Header: 265, REQ, PXY >
					< Session-Id >
                       	{ Auth-Application-Id }
                       	{ Origin-Host }
                       	{ Origin-Realm }
                       	{ Destination-Realm }
                       	{ Auth-Request-Type }
                       	[ Destination-Host ]
                       	[ NAS-Port ]
                       	[ NAS-Port-Id ]
                       	[ NAS-Port-Type ]
                       	[ Origin-State-Id ]
                       	[ Port-Limit ]
                       	[ User-Name ]
                       	[ User-Password ]
                       	[ Service-Type ]
                       	[ Authorization-Lifetime ]
                       	[ Auth-Grace-Period ]
                       	[ Auth-Session-State ]
                       	[ Callback-Number ]
                       	[ Called-Station-Id ]
                       	[ Calling-Station-Id ]
                       	[ Originating-Line-Info ]
                       	[ Connect-Info ]
                       	[ CHAP-Auth ]
                       	[ CHAP-Challenge ]
                      *	[ Framed-Compression ]
                       	[ Framed-Interface-Id ]
                       	[ Framed-IP-Address ]
                      *	[ Framed-IPv6-Prefix ] 
                      *	[ Delegated-IPv6-Prefix ]
                       	[ Framed-IP-Netmask ]
                       	[ Framed-MTU ]
                       	[ Framed-Protocol ]
                      *	[ Login-IP-Host ]
                      *	[ Login-IPv6-Host ]
                       	[ Login-LAT-Group ]
                       	[ Login-LAT-Node ]
                       	[ Login-LAT-Port ]
                       	[ Login-LAT-Service ]
                      *	[ Tunneling ]
                      *	[ Proxy-Info ]
                      *	[ Route-Record ]
                       	[ 3GPP-IMSI]
                       	[ External-Identifier]
                       	[ 3GPP-Charging-ID ]
                       	[ 3GPP-PDP-Type ]
                       	[ 3GPP-CG-Address ]
                       	[ 3GPP-GPRS-Negotiated-QoS-Profile ]
                       	[ 3GPP-SGSN-Address ]
                       	[ 3GPP-GGSN-Address ]
                       	[ 3GPP-IMSI-MCC-MNC ]
                       	[ 3GPP-GGSN-MCC-MNC ]
                       	[ 3GPP-NSAPI ]
                       	[ 3GPP-Selection-Mode ]
                       	[ 3GPP-Charging-Characteristics ]
                       	[ 3GPP-CG-IPv6-Address ]
                       	[ 3GPP-SGSN-IPv6-Address ]
                       	[ 3GPP-GGSN-IPv6-Address ]
                       	[ 3GPP-SGSN-MCC-MNC ]
                       	[ 3GPP-User-Location-Info ]
                       	[ 3GPP-RAT-Type ]
                       	[ 3GPP-CAMEL-Charging-Info ]
                       	[ 3GPP-Negotiated-DSCP ]
                       	[ 3GPP-Allocate-IP-Type ]
                       	[ TWAN-Identifier ]
                       	[ 3GPP-UE-Local-IP-Address ]
                       	[ 3GPP-UE-Source-Port ]
                      *	[ AVP ]
*** 4th Change ***
[bookmark: _Toc517273826][bookmark: _Toc44588751][bookmark: _Toc45130688][bookmark: _Toc45131087][bookmark: _Toc51746067][bookmark: _Toc51937004][bookmark: _Toc51937264][bookmark: _Toc58500271][bookmark: _Toc58500553][bookmark: _Toc59013608][bookmark: _Toc68103352]16a.4.3	ACR Command
The ACR command, defined in IETF RFC 6733 (Diameter Base) [111], is indicated by the Command-Code field set to 271 and the ‘R’ bit set in the Command Flags field. It is sent by the GGSN/P-GW to the Diameter server to report accounting information for a certain IP-CAN bearer (e.g. PDP context) or an IP-CAN session of a certain user.
The relevant AVPs that are of use for the Gi/Sgi interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for Gi/Sgi purposes and should be ignored by the receiver or processed according to the relevant specifications.
The bold marked AVPs in the message format indicate optional AVPs for Gi/Sgi, or modified existing AVPs. For Sgi, some of the optional 3GPP vendor-specific AVPs listed in the message format below are not applicable. See table 9a in subclause 16a.5 to see the ones that are applicable.
Message Format:
<AC-Request> ::= < Diameter Header: 271, REQ, PXY >
                      	< Session-Id >
                      	{ Origin-Host }
                      	{ Origin-Realm }
                      	{ Destination-Realm }
                      	{ Accounting-Record-Type }
                      	{ Accounting-Record-Number }
                      	[ Acct-Application-Id ]
                      	[ User-Name ]
                      	[ Origin-State-Id ]
                      	[ Destination-Host ]
                      	[ Event-Timestamp ]
                      	[ Acct-Delay-Time ]
                      	[ NAS-Identifier ]
                      	[ NAS-IP-Address ]
                      	[ NAS-IPv6-Address ]
                      	[ NAS-Port ]
                      	[ NAS-Port-Id ]
                      	[ NAS-Port-Type ]
                      *	[ Class ]
                      	[ Service-Type ]
                      	[ Accounting-Input-Octets ]
                      	[ Accounting-Input-Packets ]
                      	[ Accounting-Output-Octets ]
                      	[ Accounting-Output-Packets ]
                      	[ Acct-Authentic ]
                      	[ Accounting-Auth-Method ]
                      	[ Acct-Session-Time ]
                      	[ Acct-Tunnel-Connection ]
                      	[ Acct-Tunnel-Packets-Lost ]
                      	[ Callback-Id ]
                      	[ Callback-Number ]
                      	[ Called-Station-Id ]
                      	[ Calling-Station-Id ]
                      *	[ Connection-Info ]
                      	[ Originating-Line-Info ]
                      	[ Authorization-Lifetime ]
                      	[ Session-Timeout ]
                      	[ Idle-Timeout ]
                      	[ Port-Limit ]
                      	[ Accounting-Realtime-Required ]
                      	[ Acct-Interim-Interval ]
                      *	[ Filter-Id ]
                      *	[ NAS-Filter-Rule ]
                      *	[ Qos-Filter-Rule ]
                      	[ Framed-Compression ]
                      	[ Framed-Interface-Id ]
                      	[ Framed-IP-Address ]
                      	[ Framed-IP-Netmask ]
                      *	[ Framed-IPv6-Prefix ]
                      	[ Framed-IPv6-Pool ]
                      *	[ Framed-IPv6-Route ] 
                      *	[ Delegated-IPv6-Prefix ]
                      	[ Framed-IPX-Network ]
                      	[ Framed-MTU ]
                      	[ Framed-Pool ]
                      	[ Framed-Protocol ]
                      *	[ Framed-Route ]
                      	[ Framed-Routing ]
                      *	[ Login-IP-Host ]
                      *	[ Login-IPv6-Host ]
                      	[ Login-LAT-Group ]
                      	[ Login-LAT-Node ]
                      	[ Login-LAT-Port ]
                      	[ Login-LAT-Service ]
                      	[ Login-Service ]
                      	[ Login-TCP-Port ]
                      *	[ Tunneling ]
                      *	[ Proxy-Info ]
                      *	[ Route-Record ]
                      	[ 3GPP-IMSI]
                      	[ External-Identifier]
                      	[ 3GPP-Charging-ID ]
                      	[ 3GPP-PDP-Type ]
                      	[ 3GPP-CG-Address ]
                      	[ 3GPP-GPRS-Negotiated-QoS-Profile ]
                      	[ 3GPP-SGSN-Address ]
                      	[ 3GPP-GGSN-Address ]
                      	[ 3GPP-IMSI-MCC-MNC ]
                      	[ 3GPP-GGSN-MCC-MNC ]
                      	[ 3GPP-NSAPI ]
                      	[ 3GPP-Selection-Mode ]
                      	[ 3GPP-Charging-Characteristics ]
                      	[ 3GPP-CG-IPv6-Address ]
                      	[ 3GPP-SGSN-IPv6-Address ]
                      	[ 3GPP-GGSN-IPv6-Address ]
                      	[ 3GPP-SGSN-MCC-MNC ]
                      	[ 3GPP-IMEISV ]
                      	[ 3GPP-RAT-Type ]
                      	[ 3GPP-User-Location-Info ]
                      	[ 3GPP-MS-Time-Zone ]
                      	[ 3GPP-CAMEL-Charging-Info ]
                      	[ 3GPP-Packet-Filter ]
                      	[ 3GPP-Negotiated-DSCP ]
                      	[ TWAN-Identifier ]
                      	[ 3GPP-User-Location-Info-Time ]
                     *	[ 3GPP-Secondary-RAT-Usage ]
                      	[ 3GPP-UE-Local-IP-Address ]
                      	[ 3GPP-UE-Source-Port ]
                     *	[ AVP ]
*** 5th Change ***
[bookmark: _Toc517273832][bookmark: _Toc44588757][bookmark: _Toc45130694][bookmark: _Toc45131093][bookmark: _Toc51746073][bookmark: _Toc51937010][bookmark: _Toc51937270][bookmark: _Toc58500277][bookmark: _Toc58500559][bookmark: _Toc59013614][bookmark: _Toc68103358]16a.5	Gi/Sgi specific AVPs
The following table lists the Gi/Sgi specific Diameter AVPs. The Vendor-Id header of all Gi/Sgi specific AVPs defined in the present specification shall be set to 3GPP (10415).

Table 9a: Gi/Sgi specific AVPs
	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.
	Applicable Reference Points

	3GPP-IMSI
	1
	16.4.7
(see Note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-Charging-Id
	2
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-PDP-Type
	3
	16.4.7
(see Note)
	Enumerated
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-CG-Address
	4
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-GPRS-Negotiated-QoS-Profile
	5
	16.4.7
(see Note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-SGSN-Address
	6
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-GGSN-Address
	7
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-IMSI-MCC-MNC
	8
	16.4.7 (see note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-GGSN-MCC-MNC
	9
	16.4.7 (see note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-NSAPI
	10
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-Selection-Mode
	12
	16.4.7 (see note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-Charging-Characteristics
	13
	16.4.7 (see note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-CG-IPv6-Address
	14
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-SGSN-IPv6-Address
	15
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-GGSN-IPv6-Address
	16
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-IPv6-DNS-Servers
	17
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-SGSN-MCC-MNC
	18
	16.4.7 (see note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-IMEISV
	20
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-RAT-Type
	21
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-User-Location-Info
	22
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-MS-TimeZone
	23
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-CAMEL-Charging-Info
	24
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi

	3GPP-Packet-Filter
	25
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-Negotiated-DSCP
	26
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-Allocate-IP-Type
	27
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	TWAN-Identifier
	29
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Sgi

	3GPP-User-Location-Info-Time
	30
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, Sgi

	3GPP-Secondary-RAT-Usage
	31
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Sgi

	3GPP-UE-Local-IP-Address
	32
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Sgi

	3GPP-UE-Source-Port
	33
	16.4.7
(see Note)
	OctetString
	V
	P
	
	M
	Y
	Sgi

	NOTE: 	The use of Radius VSA as a Diameter vendor AVP is described in Diameter NASREQ (IETF RFC 4005 [67]) and the P flag may be set.



The information represented by some of the Sgi AVPs may not be available to the P-GW depending on the UE’s radio access and the S5/S8 protocol type (GTP or PMIP). For example, the P-GW will be aware of the User Location Info (e.g. TAI) if the user is in LTE access and GTP based S5/S8 is used. However, such information is not passed to the P-GW when PMIP based S5/S8 is utilised. In such scenarios, if an Sgi specific AVP is configured in the P-GW to be transferred to the Diameter AAA server, but the information in the P-GW is not up to date or not available; the P-GW shall not send the corresponding AVP, unless otherwise stated in the AVP definitions in subclause 16.4.7.2.

*** End of Changes ***
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