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* * * Start of changes * * * *
[bookmark: _Toc28009706][bookmark: _Toc34061825][bookmark: _Toc36036581][bookmark: _Toc43284820][bookmark: _Toc45132599][bookmark: _Toc51193293][bookmark: _Toc51760492][bookmark: _Toc59014942][bookmark: _Toc59015458][bookmark: _Toc68165500][bookmark: _Toc28009760][bookmark: _Toc34061879][bookmark: _Toc36036635][bookmark: _Toc43284874][bookmark: _Toc45132653][bookmark: _Toc51193347][bookmark: _Toc51760546][bookmark: _Toc59014996][bookmark: _Toc59015512][bookmark: _Toc68165554][bookmark: _Toc28013417][bookmark: _Toc34222330][bookmark: _Toc36040513][bookmark: _Toc39134442][bookmark: _Toc43283389][bookmark: _Toc45134429][bookmark: _Toc49931760][bookmark: _Toc51763541][bookmark: _Toc493774024][bookmark: _Toc494194773][bookmark: _Toc528159067][bookmark: _Toc532198029][bookmark: _Toc34123783][bookmark: _Toc36038527][bookmark: _Toc36038615][bookmark: _Toc36038806][bookmark: _Toc44680746][bookmark: _Toc45133658][bookmark: _Toc45133749][bookmark: _Toc49417447][bookmark: _Toc51762414][bookmark: _Toc20408087][bookmark: _Toc39068125][bookmark: _Toc43273318][bookmark: _Toc45134856][bookmark: _Toc49939192][bookmark: _Toc51764216]5.5.2.5.2	API invoker updating its details on CAPIF using Update_API_Invoker_Details service operation
To update the API invoker’s profile details on the CAPIF core function, the API invoker shall send a HTTP PUT message to the CAPIF core function to its resource representation, requesting to replace all properties in the existing resource, addressed by the URI received in the response to the request that has created the API invoker profile resource. The properties "apiInvokerId” and “onboardingInformation” shall remain unchanged from the previously provided values. The body of the HTTP PUT message shall include API invoker identity information, API invoker details that need to be updated and a Notification Destination URI for update notification as specified in subclause 8.4.2.3.3.2. API invoker details may include API invoker information and API List. Upon receiving the above described HTTP PUT message:
1.	if the CAPIF core function decides to update the API list of the API invoker without validation by CAPIF administrator, then the CAPIF core function:
a.	shall determine if the request in the HTTP PUT message by the API invoker is authorized or not.
b.	verify that the "apiInvokerId” and “onboardingInformation” properties are same as in API invoker resource on CAPIF core function.
c.	if the API invoker's request is authorized and the properties "apiInvokerId” and “onboardingInformation” match, the CAPIF core function shall:
i.	if the request contains an API list:
-	create a list of APIs the API invoker is allowed to access; and
-	update the resource identified by the CAPIF Resource URI of the API invoker’s HTTP PUT request with the updated information in the request and the API list created in step A;
ii.	if the request does not contain an API list, update the resource identified by the CAPIF Resource URI of the API invoker’s HTTP PUT request with the updated information in the request; and
iii.	return the updated API invoker details;
2.	otherwise, the CAPIF core function:
a.	shall acknowledge the receipt of the update API invoker details request to the API invoker.
b.	verify that the "apiInvokerId” and “onboardingInformation” properties are same as in API invoker resource on CAPIF core function;
c.	if the properties "apiInvokerId” and “onboardingInformation” match, then shall request the CAPIF administrator to validate the request or the API management to validate the request by sharing the API invoker identity information and the updated information received in the HTTP PUT message;
d.	on receiving confirmation of successful validation of the request from the CAPIF administrator or the API management, the CAPIF core function shall:
i.	update the resource identified by the CAPIF Resource URI of the API invoker’s HTTP PUT request, with validated information; and
ii.	return the updated API invoker details.
NOTE 1:	How the CAPIF core function determines that the CAPIF core function can process the request and update the API list of the API invoker automatically is out-of-scope of this specification.
NOTE 2:	Interactions between the CAPIF core function and the CAPIF administrator or the API management is out-of-scope of this specification.
NOTE 3:	After the operation is completed the API Invoker no longer needs to maintain the Notification Destination URI and may delete it.

* * * Next changes * * * *
5.11.2.2.2	API provider domain functions registering as a recognized API provider domain function of CAPIF using Register_API_Provider service operation
To register API provider domain as a recognized API provider of the CAPIF, the API management function shall send a HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include API provider Enrolment Details, consisting of details of all API provider domain functions and security information for CAPIF core function to validate the registration request. 
Upon receiving the above described HTTP POST message, the CAPIF core function validates the security information and determine if the request sent by API management function is authorized or not. If the API management function is authorized, CAPIF core function shall:
a.	create the API provider domain profile consisting of API provider domain ID, API provider domain functions profiles as per the request. CAPIF core function shall assign the identities for the API provider domain functions.;
b.	create a new resource as defined in subclause  8.9.2.2.3.1; and 
c.	return the API provider domain profile, the CAPIF Resource URI in the response message and registration failure information specific to individual API provider domain functions.

* * * Next changes * * * *
[bookmark: _Toc28009763][bookmark: _Toc34061882][bookmark: _Toc36036638][bookmark: _Toc43284877][bookmark: _Toc45132656][bookmark: _Toc51193350][bookmark: _Toc51760549][bookmark: _Toc59014999][bookmark: _Toc59015515][bookmark: _Toc68165557]5.11.2.3.2	API management function updating API provider domain function details on CAPIF using Update_API_Provider service operation
To update the API provider domain profile and its individual functions details on CAPIF domain, the API management function shall send a HTTP PUT message to its resource representation in the CAPIF core function as specified in subclause 8.9.2.3.3.1, requesting to replace all properties in the existing resource, addressed by the URI received in the response to the request that has created the API provider domain profile resource. The property “apiProviderDomainId”, shall remain unchanged from the previously provided values. The body of the HTTP PUT message shall include the API provider domain profile that need to be updated. Upon receiving the described HTTP PUT message:
1.	the CAPIF core function shall process the updates received in the HTTP PUT message and determine if the request sent by API management function is authorized or not;
2.	verify that the “apiProviderDomainId” property is same as in the API provider domain resource on CAPIF Core Function.
3.	if the API management function is authorized and the property “apiProviderDomainId” matches, then the CAPIF core function shall:
a.	replace the representation of the resource identified by the CAPIF Resource URI of the API management function’s HTTP PUT request with updated information in the request;. 
b.	update the individual API provider domain function profiles as per the request. CAPIF core function shall create new API provider domain function profiles along with assignment of identities, if the API provider domain functions profiles in the request do not exist in CAPIF;. and
c.	return the updated API provider domain profile resource and update failure information specific to individual API provider domain functions.
[bookmark: _Toc28009766][bookmark: _Toc34061885][bookmark: _Toc36036641][bookmark: _Toc43284880][bookmark: _Toc45132659][bookmark: _Toc51193353][bookmark: _Toc51760552][bookmark: _Toc59015002][bookmark: _Toc59015518][bookmark: _Toc68165560]
* * * Next changes * * * *
5.11.2.4.2	API provider domain functions deregistering as a recognized API provider domain function of CAPIF using Deregister_API_Provider service operation
To deregister API provider domain as a recognized API provider of the CAPIF domain, the API management function shall send an HTTP DELETE message to its resource representation in the CAPIF core function as specified in subclause 8.9.2.3.3.2. 
Upon receiving the HTTP DELETE message, the CAPIF core function shall: 
1.	determine if the request sent by the API management functions is authorized or not;
2.	if the API management function’s request is authorized, the CAPIF core function shall:
a.	delete the resource representation pointed by the CAPIF Resource Identifier; and
b.	delete the related API provider domain profile.

* * * Next changes * * * *
[bookmark: _Toc28009783][bookmark: _Toc34061902][bookmark: _Toc36036658][bookmark: _Toc43284905][bookmark: _Toc45132684][bookmark: _Toc51193378][bookmark: _Toc51760577][bookmark: _Toc59015027][bookmark: _Toc59015543][bookmark: _Toc68165585]7.2.1	General
This subclause defines structured data types, simple data types and enumerations that are applicable to several APIs defined in the present specification and can be referenced from data structures defined in the subsequent subclauses. 
In addition, data types that are defined in OpenAPI Specification [3] can also be referenced from data structures defined in the subsequent subclauses.
NOTE:	As a convention, data types in the present specification are written with an upper-case letter in the beginning. Parameters are written with a lower-case letter in the beginning. As an exception, data types that are also defined in OpenAPI Specification [3] can use a lower-case case letter in the beginning for consistency.
Table 7.2.1-1 specifies data types re-used by the CAPIF from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the CAPIF. 
Table 7.2.1-1: Re-used Data Types
	Data type
	Reference
	Comments

	Uri
	3GPP TS 29.122 [14]
	

	TestNotification
	3GPP TS 29.122 [14]
	Following clarifications apply:
-	The SCEF is the CAPIF core function; and
-	The SCS/AS is the Subscriber.

	WebsockNotifConfig
	3GPP TS 29.122 [14]
	Following clarifications apply:
-	The SCEF is the CAPIF core function; and
-	The SCS/AS is the Subscriber.



* * * Next changes * * * *
[bookmark: _Toc28009801][bookmark: _Toc34061920][bookmark: _Toc36036676][bookmark: _Toc43284923][bookmark: _Toc45132702][bookmark: _Toc51193396][bookmark: _Toc51760595][bookmark: _Toc59015045][bookmark: _Toc59015561][bookmark: _Toc68165603]8.1.2.2.2	Resource Definition
Resource URI: {apiRoot}/service-apis/<apiVersion>/allServiceApis
This resource shall support the resource URI variables defined in table 8.1.2.2.2-1.
Table 8.1.2.2.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.1.1



* * * Next changes * * * *
[bookmark: _Toc28009821][bookmark: _Toc34061940][bookmark: _Toc36036696][bookmark: _Toc43284943][bookmark: _Toc45132722][bookmark: _Toc51193416][bookmark: _Toc51760615][bookmark: _Toc59015065][bookmark: _Toc59015581][bookmark: _Toc68165623]8.2.2.2.2	Resource Definition
Resource URI: {apiRoot}/published-apis/<apiVersion>/{apfId}/service-apis
This resource shall support the resource URI variables defined in table 8.2.2.2.2-1.
Table 8.2.2.2.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.2.1

	apfId
	string
	Identifies the API publishing function; for CAPIF interconnection case, this string also identifies the CCF which is publishing the service API.



* * * Next changes * * * *
[bookmark: _Toc28009828][bookmark: _Toc34061947][bookmark: _Toc36036703][bookmark: _Toc43284950][bookmark: _Toc45132729][bookmark: _Toc51193423][bookmark: _Toc51760622][bookmark: _Toc59015072][bookmark: _Toc59015588][bookmark: _Toc68165630]8.2.2.3.2	Resource Definition
Resource URI: {apiRoot}/published-apis/<apiVersion>/{apfId}/service-apis/{serviceApiId}
This resource shall support the resource URI variables defined in table 8.2.2.3.2-1.
Table 8.2.2.3.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.2.1

	apfId
	string
	Identifies the API publishing function

	serviceApiId
	string
	Identifies an individual published service API


[bookmark: _Toc28009862][bookmark: _Toc34061982][bookmark: _Toc36036738][bookmark: _Toc43284985][bookmark: _Toc45132764][bookmark: _Toc51193458][bookmark: _Toc51760657][bookmark: _Toc59015107][bookmark: _Toc59015623][bookmark: _Toc68165665]
* * * Next changes * * * *
8.3.2.2.2	Resource Definition
Resource URI: {apiRoot}/capif-events/<apiVersion>/{subscriberId}/subscriptions
This resource shall support the resource URI variables defined in table 8.3.2.2.2-1.
Table 8.3.2.2.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.3.1

	subscriberId
	string
	ID of the Subscriber



* * * Next changes * * * *
[bookmark: _Toc28009868][bookmark: _Toc34061988][bookmark: _Toc36036744][bookmark: _Toc43284991][bookmark: _Toc45132770][bookmark: _Toc51193464][bookmark: _Toc51760663][bookmark: _Toc59015113][bookmark: _Toc59015629][bookmark: _Toc68165671]8.3.2.3.2	Resource Definition
Resource URI: {apiRoot}/capif-events/<apiVersion>/{subscriberId}/subscriptions/{subscriptionId}
This resource shall support the resource URI variables defined in table 8.3.2.3.2-1.
Table 8.3.2.3.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.3.1

	subscriberId
	string
	ID of the Subscriber

	subscriptionId
	string
	Identifies an individual Events Subscription



* * * Next changes * * * *
[bookmark: _Toc28009898][bookmark: _Toc34062018][bookmark: _Toc36036774][bookmark: _Toc43285022][bookmark: _Toc45132801][bookmark: _Toc51193495][bookmark: _Toc51760694][bookmark: _Toc59015144][bookmark: _Toc59015660][bookmark: _Toc68165702]8.4.2.2.2	Resource Definition
Resource URI: {apiRoot}/api-invoker-management/<apiVersion>/onboardedInvokers
This resource shall support the resource URI variables defined in table 8.4.2.2.2-1.
Table 8.4.2.2.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.4.1



* * * Next changes * * * *
[bookmark: _Toc28009905][bookmark: _Toc34062025][bookmark: _Toc36036781][bookmark: _Toc43285029][bookmark: _Toc45132808][bookmark: _Toc51193502][bookmark: _Toc51760701][bookmark: _Toc59015151][bookmark: _Toc59015667][bookmark: _Toc68165709]8.4.2.3.2	Resource Definition
Resource URI: {apiRoot}/api-invoker-management/<apiVersion>/onboardedInvokers/{onboardingId}
This resource shall support the resource URI variables defined in table 8.4.2.3.2-1.
Table 8.4.2.3.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.4.1

	onboardingId
	string
	String identifying an individual on-boarded API invoker resource



* * * Next changes * * * *
[bookmark: _Toc28009936][bookmark: _Toc34062056][bookmark: _Toc36036812][bookmark: _Toc43285060][bookmark: _Toc45132839][bookmark: _Toc51193533][bookmark: _Toc51760732][bookmark: _Toc59015182][bookmark: _Toc59015698][bookmark: _Toc68165740]8.5.2.2.2	Resource Definition
Resource URI: {apiRoot}/capif-security/<apiVersion>/trustedInvokers
This resource shall support the resource URI variables defined in table 8.5.2.2.2-1.
Table 8.5.2.2.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.5.1



* * * Next changes * * * *
[bookmark: _Toc28009942][bookmark: _Toc34062062][bookmark: _Toc36036818][bookmark: _Toc43285066][bookmark: _Toc45132845][bookmark: _Toc51193539][bookmark: _Toc51760738][bookmark: _Toc59015188][bookmark: _Toc59015704][bookmark: _Toc68165746]8.5.2.3.2	Resource Definition
Resource URI: {apiRoot}/capif-security/<apiVersion>/trustedInvokers/{apiInvokerId} 
This resource shall support the resource URI variables defined in table 8.5.2.3.2-1.
Table 8.5.2.3.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.5.1

	apiInvokerId
	string
	Identifies an individual API invoker



* * * Next changes * * * *
[bookmark: _Toc28009986][bookmark: _Toc34062106][bookmark: _Toc36036862][bookmark: _Toc43285110][bookmark: _Toc45132889][bookmark: _Toc51193583][bookmark: _Toc51760782][bookmark: _Toc59015232][bookmark: _Toc59015748][bookmark: _Toc68165790]8.6.2.2.2	Resource Definition
Resource URI: {apiRoot}/access-control-policy/<apiVersion>/accessControlPolicyList/{serviceApiId}
This resource shall support the resource URI variables defined in table 8.6.2.2.2-1.
Table 8.6.2.2.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.6.1

	serviceApiId
	string
	Identifies an individual published service API



* * * Next changes * * * *
[bookmark: _Toc28010007][bookmark: _Toc34062127][bookmark: _Toc36036883][bookmark: _Toc43285131][bookmark: _Toc45132910][bookmark: _Toc51193604][bookmark: _Toc51760803][bookmark: _Toc59015253][bookmark: _Toc59015769][bookmark: _Toc68165811]8.7.2.2.2	Resource Definition
Resource URI: {apiRoot}/api-invocation-logs/<apiVersion>/{aefId}/logs
This resource shall support the resource URI variables defined in table 8.7.2.2.2-1.
Table 8.7.2.2.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.7.1

	aefId
	string
	Identifies of the API exposing function



* * * Next changes * * * *
[bookmark: _Toc28010027][bookmark: _Toc34062147][bookmark: _Toc36036905][bookmark: _Toc43285153][bookmark: _Toc45132932][bookmark: _Toc51193626][bookmark: _Toc51760825][bookmark: _Toc59015275][bookmark: _Toc59015791][bookmark: _Toc68165833]8.8.2.2.2	Resource Definition
Resource URI: {apiRoot}/logs/<apiVersion>/apiInvocationLogs
This resource shall support the resource URI variables defined in table 8.8.2.2.2-1.
Table 8.8.2.2.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.8.1



* * * Next changes * * * *
[bookmark: _Toc28010039][bookmark: _Toc34062159][bookmark: _Toc36036917][bookmark: _Toc43285165][bookmark: _Toc45132944][bookmark: _Toc51193638][bookmark: _Toc51760837][bookmark: _Toc59015287][bookmark: _Toc59015803][bookmark: _Toc68165845]8.9.1	API URI
The CAPIF_API_Provider_Management_API service shall use the CAPIF_API_Provider_Management_API.
The request URIs used in HTTP requests from the API management function towards the CAPIF core function shall have the Resource URI structure as defined in subclause 7.5 with the following clarifications:
-	The <apiName> shall be "api-provider-management".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificSuffixes> shall be set as described in subclause 8.9.2.

* * * Next changes * * * *
[bookmark: _Toc28010044][bookmark: _Toc34062164][bookmark: _Toc36036922][bookmark: _Toc43285170][bookmark: _Toc45132949][bookmark: _Toc51193643][bookmark: _Toc51760842][bookmark: _Toc59015292][bookmark: _Toc59015808][bookmark: _Toc68165850]8.9.2.2.2	Resource Definition
Resource URI: {apiRoot}/api-provider-management/<apiVersion>/registrations
This resource shall support the resource URI variables defined in table 8.9.2.2.2-1.
Table 8.9.2.2.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.9.1



* * * Next changes * * * *
[bookmark: _Toc28010050][bookmark: _Toc34062170][bookmark: _Toc36036928][bookmark: _Toc43285176][bookmark: _Toc45132955][bookmark: _Toc51193649][bookmark: _Toc51760848][bookmark: _Toc59015298][bookmark: _Toc59015814][bookmark: _Toc68165856]8.9.2.3.2	Resource Definition
Resource URI: {apiRoot}/api-provider-management/<apiVersion>/registrations/{registrationId}
This resource shall support the resource URI variables defined in table 8.9.2.3.2-1.
Table 8.9.2.3.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See subclause 7.5

	apiVersion
	string
	See subclause  8.9.1

	registrationId
	string
	Identifies an individual registered API Provider domain resource



* * * Next changes * * * *
[bookmark: _Toc28010057][bookmark: _Toc34062177][bookmark: _Toc36036935][bookmark: _Toc43285183][bookmark: _Toc45132962][bookmark: _Toc51193656][bookmark: _Toc51760855][bookmark: _Toc59015305][bookmark: _Toc59015821][bookmark: _Toc68165863]8.9.4.1	General
This subclause specifies the application data model supported by the API. Data types listed in subclause 7.2 apply to this API.
Table 8.9.4.1-1 specifies the data types defined specifically for the CAPIF_API_Provider_Management_API service.
Table 8.9.4.1-1: CAPIF_API_Provider_Management_API specific Data Types
	Data type
	Section defined
	Description
	Applicability

	APIProviderEnrolmentDetails
	8.9.4.2.2
	API provider domain’s enrolment details.
	

	APIProviderFunctionDetails
	8.9.4.2.3
	API Provider domain function’s details.
	

	RegistrationInformation
	8.9.4.2.4
	Registration information of the individual API provider domain function. 
	



Table 8.9.4.1-2 specifies data types re-used by the CAPIF_API_Provider_Management_API service. 
Table 8.9.4.1-2: Re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	SupportedFeatures
	3GPP TS 29.571 [19]
	Used to negotiate the applicability of optional features defined in table 8.4.6-1.
	



* * * Next changes * * * *
[bookmark: _Toc28010067][bookmark: _Toc34062187][bookmark: _Toc36036945][bookmark: _Toc43285193][bookmark: _Toc45132972][bookmark: _Toc51193666][bookmark: _Toc51760865][bookmark: _Toc59015315][bookmark: _Toc59015831][bookmark: _Toc68165873]8.9.5	Error Handling
General error responses are defined in subclause 7.7 of this specification.
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8.9.6	Feature negotiation
General feature negotiation procedures are defined in subclause 7.8 of this specification.
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Custom operations used for this API are summarized in table 9.1.2a.1-1. "{apiRoot}" and “<apiVersion>” are set as described in subclause 7.5 and subclause  9.1.1 respectively.
Table 9.1.2a.1-1: Custom operations without associated resources
	Operation name
	Custom operation URI
	Mapped HTTP method
	Description

	check-authentication
	/check-authentication
	POST
	Check authentication request.

	revoke-authentication
	/revoke-authorization
	POST
	Revoke authorization for service APIs.
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This Annex is based on the OpenAPI Specification [3] and provides corresponding representations of all APIs defined in the present specification, in YAML format.
This Annex shall take precedence when being discrepant to other parts of the specification with respect to the encoding of information elements and methods within the API.
NOTE:	The semantics and procedures, as well as conditions, e.g. for the applicability and allowed combinations of attributes or values, not expressed in the OpenAPI definitions but defined in other parts of the specification also apply.
[bookmark: _Hlk3294506]Informative copies of the OpenAPI specification file contained in this 3GPP Technical Specification are available on a Git-based repository that uses the GitLab software version control system (see clause 5B of the 3GPP TR 21.900 [27] and subclause 5.3.1 of the 3GPP TS 29.501 [18] for further information).
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