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The URI of a custom operation which is not associated with a resource shall have the following structure:
{apiRoot}/<apiName>/<apiVersion>/<custOpName>
"custOpName" represents the name of the custom operation as defined in clause 5.1.3.2.
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Additional discussion(if needed):
…
Proposed changes:
*** 1st Change ***
[bookmark: _Toc510696593][bookmark: _Toc35971385][bookmark: _Toc36812116][bookmark: _Toc66224219][bookmark: _Toc66440523][bookmark: _Toc510696586][bookmark: _Toc35971378][bookmark: _Toc36812109]4.2.2.2.2	Store the AKMA related key material
Figure 4.2.2.2.2-1 illustrates the registration of AKMA related key material at the AAnF.



Figure 4.2.2.2.2-1: Registration of AKMA related key material
In order to store the AKMA related key material, the NF service consumer shall send an HTTP POST request message to the resource URI "{apiRoot}/naanf-akma/<apiVersion>/register-anchorkeyregister" as shown in step 1 of figure 4.2.2.2.2-1, and the AkmaKeyInfo data structure as request body. 
The AkmaKeyInfo data structure shall include:
-	SUPI as "supi" attribute;
-	A-KID as "aKId" attribute; and
-	KAKMA as "kAkma" attribute.
If the AAnF cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the AAnF shall send an HTTP error response or, if the feature "ES3XX" is supported, then a HTTP redirect response as specified in clause 5.1.8.
Upon successful reception of an HTTP POST request, the AAnF shall store the key material information and respond to the NF service consumer with a 200 OK status code, including the AkmaKeyInfo data structure as response body.
[bookmark: _Toc66224222][bookmark: _Toc66440526]*** 2nd Change ***
4.2.2.3.2	AKMA Application Key request
Figure 4.2.2.3.2-1 shows a scenario where the NF service consumer sends a request to the AAnF to request and get the AF related key material for the UE (as shown in 3GPP TS 33.535 [14]).



Figure 4.2.2.3.2-1: NF service consumer retrieve AKMA Application Key information
The NF service consumer shall invoke the Naanf_AKMA_ApplicationKey_Get service operation to retrieve AKMA Application Key information. The NF service consumer shall send an HTTP POST request with "{apiRoot}/naanf-akma/<apiVersion>/retrieve-applicationkeyretrieve" as Resource URI, as shown in figure 4.2.2.3.2-1, step 1, to request AKMA application related key material for the UE according to the query parameter value of the "akmaAfKeyRequest" attribute. 
If the AAnF cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the AAnF shall send an HTTP error response or, if the feature "ES3XX" is supported, then a HTTP redirect response as specified in clause 5.1.8.
Upon the reception of the HTTP POST request, the AAnF shall response the "akmaAfKeyData" attribute which shall include:
-	KAF as "kaf" attribute; and
-	KAF expiration time as "expiry" attribute.
If the request AF related key material for the UE does not exist, the AAnF shall respond with "204 No Content".
[bookmark: _Toc510696599][bookmark: _Toc35971391][bookmark: _Toc36812122][bookmark: _Toc66224225][bookmark: _Toc66440529]*** 3rd Change ***
5.1.1	Introduction
The Naanf_AKMA shall use the Naanf_AKMA API.
The API URI of the Naanf_AKMA API shall be:
{apiRoot}/<apiName>/<apiVersion>/
The request URIs used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "naanf-akma".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 5.1.3 and 5.1.4.
[bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc36812130][bookmark: _Toc66224233][bookmark: _Toc66440537]*** 4th Change ***
5.1.3.1	Overview
The Naanf_AKMA API support only custom operations as described in clause 5.1.4 in this release of the specification.



Figure 5.1.3.1-1: Resource URI structure of the Naanf_AKMA API

[bookmark: _Toc510696623][bookmark: _Toc35971414][bookmark: _Toc36812145][bookmark: _Toc66224235][bookmark: _Toc66440539]*** 5th Change ***
5.1.4.1	Overview
Table 5.1.4.1-1: Custom operations without associated resources
	Operation
	Custom operation URI
	Mapped HTTP method
	Description

	Registerregister-anchorkey
	/register-anchorkeyregister
	POST
	Request to store AKMA related key material in the AAnF

	Retrieveretrieve-applicationkey
	/retrieve-applicationkeyretrieve
	POST
	Request to retrieve AKMA Application Key information



[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc36812179][bookmark: _Toc66224257][bookmark: _Toc66440561][bookmark: _Hlk525137310][bookmark: _Toc510696649]*** 6th Change ***
5.1.9	Security
As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Naanf_AKMA API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Naanf_AKMA API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Naanf_AKMA service.
[bookmark: _Hlk530142087]The Naanf_AKMA API defines a single scope " naanf-akma" for the entire service, and it does not define any additional scopes at resource or operation level.

[bookmark: _Toc36812183][bookmark: _Toc66224260][bookmark: _Toc66440564]*** 7th Change ***
A.2	Naanf_AKMA API
openapi: 3.0.0
info:
  title: 3gpp-akma
  version: 1.0.0-alpha.1
  description: |
    API for Naanf_AKMA.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
externalDocs:
  description: 3GPP TS 29.535 V0.2.0; 5G System; AKMA Anchor Services.
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.535/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/naanf-akma/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
paths:
  /register-anchorkeyregister:
    post:
      summary: Store AKMA related key material.
      operationId: RegisterAKMAKey
      tags:
        - Register the AKMA related key material
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AkmaKeyInfo'
      responses:
        '200':
          description: The requested information was returned successfully.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AkmaKeyInfo'
        '307':
          description: Temporary Redirect
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative AAnF (service) instance.'
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of the target AAnF (service) instance towards which the request is redirected.'
              schema:
                type: string
        '308':
          description: Permanent Redirect
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative AAnF (service) instance.'
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of the target AAnF (service) instance towards which the request is redirected.'
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
  /retrieve-applicationkeyretrieve:
    post:
      summary: Request to retrieve AKMA Application Key information.
      operationId: GetAKMAAPPKeyMaterial
      tags:
        - Retrieve the AKMA Application key material (Collection)
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: 'TS29522_AKMA.yaml#/components/schemas/AkmaAfKeyRequest'
      responses:
        '200':
          description: The requested information was returned successfully.
          content:
            application/json:
              schema:
                $ref: 'TS29522_AKMA.yaml#/components/schemas/AkmaAfKeyData'
        '204':
          description: No Content (The request AKMA Application material does not exist)
        '307':
          description: Temporary Redirect
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative AAnF (service) instance.'
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of the target AAnF (service) instance towards which the request is redirected.'
              schema:
                type: string
        '308':
          description: Permanent Redirect
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative AAnF (service) instance.'
              required: true
              schema:
                type: string
            3gpp-Sbi-Target-Nf-Id:
              description: 'Identifier of the target AAnF (service) instance towards which the request is redirected.'
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            naanf_akma: Access to the Naanf_AKMA API
  schemas: 
[bookmark: OLE_LINK91][bookmark: OLE_LINK92]    AkmaKeyInfo:
      type: object
      properties:
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        aKId:
          $ref: 'TS29522_AKMA.yaml#/components/schemas/AKId'
        kAkma:
          type: string
      required:
        - supi
        - aKId
        - kAkma




*** End of Changes ***
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