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[bookmark: _Hlk32241584][bookmark: _Hlk32443572]*** 1st Change ***
[bookmark: _Toc28005591][bookmark: _Toc36041466][bookmark: _Toc45134766][bookmark: _Toc51764059][bookmark: _Toc59019976]12.2.4	DN-AAA initiated re-authorization
Some IP applications could need to interwork with the SMF to update the PDU session authorization attributes. For this purpose, the DN-AAA server or proxy may send a Diameter RAR with Re-Auth-Request-Type value "AUTHORIZE_ONLY" to the SMF. On receipt of the RAR from the DN-AAA server, the SMF shall update the corresponding PDU session authorization attributes and reply with RAA. DN-AAA may also use such procedure to revoke the authorization of a PDU session, or to update the authorization data (e.g. allowed UE MAC addresses).
If the SMF updates/deletes the corresponding PDU session, it is not necessary for the SMF to wait for Nsmf_PDUSession_UpdateSMContext from the AMF before sending the RAA to the DN-AAA server.
Figure 12.2.4-1 is an example message flow to show the procedure of DN-AAA initiated re-authorization, messages between the SMF and DN-AAA are forwarded by the UPF in N4 user plane message.


Figure 12.2.4-1: DN-AAA initiated re-authorization with Diameter
[bookmark: _Hlk65526792][bookmark: OLE_LINK1]If the applications require PAP/CHAP authentication with the external legacy DN-AAA server which does not support EAP and CoA when the UE accessing to the 5GS or to the 5GC and EPC interworking scenario, the Diameter DN-AAA initiated re-authorization procedures may be not applicable.
[bookmark: _Toc28005592][bookmark: _Toc36041467][bookmark: _Toc45134767][bookmark: _Toc51764060][bookmark: _Toc59019977]12.2.5	DN-AAA initiated re-authentication and re-authorization
Some IP applications could need to interwork with the SMF to request re-authentication and re-authorization for the PDU session. For this purpose, the DN-AAA server or proxy may send a Diameter RAR with Re-Auth-Request-Type value "AUTHORIZE_AUTHENTICATE" to the SMF. The RAR should not include any authorization attribute.
NOTE:	Since the SMF will initiate authentication procedure upon receipt of the RAR and in the end the DN-AAA will authorize the session, the DN-AAA does not have to apply authorization change immediately.
On receipt of the RAR from the DN-AAA server, the SMF shall reply with RAA and start authentication and authorization procedure as described in figure 12.2.1-1, from step 4 to step 11, and step 13. The Auth-Request-Type in the DER is set to "AUTHORIZE_AUTHENTICATE".
Figure 12.2.5-1 is an example message flow to show the procedure of DN-AAA initiated re-authentication and re-authorization, messages between the SMF and DN-AAA are forwarded by the UPF in N4 user plane message.


Figure 12.2.5-1: DN-AAA initiated re-authentication and re-authorization with Diameter
When PAP/CHAP is used as the authentication protocol with the external DN-AAA server which does not support EAP, the Diameter DN-AAA initiated re-authentication and re-authorization procedures are not applicable.

*** End of Changes ***
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