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Additional discussion(if needed):
Proposed changes:
*** 1st Change ***
[bookmark: _Toc44693003][bookmark: _Toc45134464][bookmark: _Toc49607528][bookmark: _Toc51763500]5.x	AKMA API
[bookmark: _Toc44693004][bookmark: _Toc45134465][bookmark: _Toc49607529][bookmark: _Toc51763501]5.x.1	Introduction
All resource URIs of this API should have the following root:
{apiRoot}/3gpp-akma/v1/
"apiRoot" is set as described in subclause 5.2.4 in 3GPP TS 29.122 [4]. "apiName" shall be set to "3gpp-akma" and "apiVersion" shall be set to "v1" for the current version defined in the present document. All resource URIs in the subclauses below are defined relative to the above root URI.
5.x.2	Resources
There are no resources defined for this API in this release of the specification.
[bookmark: _Toc28013434][bookmark: _Toc36040190][bookmark: _Toc44692807][bookmark: _Toc45134268][bookmark: _Toc49607332][bookmark: _Toc51763304]5.x.3	Custom Operations without associated resources 
[bookmark: _Toc28013435][bookmark: _Toc36040191][bookmark: _Toc44692808][bookmark: _Toc45134269][bookmark: _Toc49607333][bookmark: _Toc51763305]5.x.3.1	Overview
The structure of the custom operation URIs of the AKMA API is shown in Figure 5.x.3.1-1.


Figure 5.x.3.1-1: Custom operation URI structure of the AKMA API
Table 5.x.3.1-1 provides an overview of the custom operations and applicable HTTP methods.
Table 5.x.3.1-1: Custom operations without associated resources
	Operation name
	Custom operation URI
	Mapped HTTP method
	Description

	Retrieve
	/retrieve
	POST
	Request to retrieve AKMA Application Key information



[bookmark: _Toc28013436][bookmark: _Toc36040192][bookmark: _Toc44692809][bookmark: _Toc45134270][bookmark: _Toc49607334][bookmark: _Toc51763306]5.x.3.2	Operation: Retrieve
[bookmark: _Toc28013437][bookmark: _Toc36040193][bookmark: _Toc44692810][bookmark: _Toc45134271][bookmark: _Toc49607335][bookmark: _Toc51763307]5.x.3.2.1	Description
The custom operation allows a service consumer to retrieve AKMA application key information via the NEF.
[bookmark: _Toc28013438][bookmark: _Toc36040194][bookmark: _Toc44692811][bookmark: _Toc45134272][bookmark: _Toc49607336][bookmark: _Toc51763308]5.x.3.2.2	Operation Definition
This operation shall support the response data structures and response codes specified in tables 5.x.3.2.2-1 and 5.x.3.2.2-2.
Table 5.x.3.2.2-1: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AkmaAfKeyRequest
	M
	1
	Parameters to request to retrieve AKMA Application Key information.



Table 5.x.3.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AkmaAfKeyData
	M
	1
	200 OK
	The requested AKMA Application Key information was returned successfully.

	n/a
	
	
	204 No Content
	If the requested data does not exist, the NEF shall respond with "204 No Content".

	NOTE:	The mandatory HTTP error status codes for the POST method listed in table 5.2.6-1 of 3GPP TS 29.122 [4] also apply.



[bookmark: _Toc28013439][bookmark: _Toc36040195][bookmark: _Toc44692812][bookmark: _Toc45134273][bookmark: _Toc49607337][bookmark: _Toc51763309]5.x.4	Notifications
There are no notifications defined for the AKMA API in this release of the specification.
[bookmark: _Toc28013445][bookmark: _Toc36040201][bookmark: _Toc44692818][bookmark: _Toc45134279][bookmark: _Toc49607343][bookmark: _Toc51763315]5.x.5	Data Model
[bookmark: _Toc28013446][bookmark: _Toc36040202][bookmark: _Toc44692819][bookmark: _Toc45134280][bookmark: _Toc49607344][bookmark: _Toc51763316]5.x.5.1	General
This subclause specifies the application data model supported by the AKMA API.
[bookmark: _Toc28013447][bookmark: _Toc36040203][bookmark: _Toc44692820][bookmark: _Toc45134281][bookmark: _Toc49607345][bookmark: _Toc51763317]5.x.5.2	Reused data types
The data types reused by the AKMA API from other specifications are listed in table 5.x.5.2-1. 
Table 5.x.5.2-1: Re-used Data Types
	Data type
	Reference
	Comments

	DateTime
	3GPP TS 29.122 [4]
	

	SupportedFeatures
	3GPP TS 29.571 [8]
	Used to negotiate the applicability of the optional features.



[bookmark: _Toc28013448][bookmark: _Toc36040204][bookmark: _Toc44692821][bookmark: _Toc45134282][bookmark: _Toc49607346][bookmark: _Toc51763318]5.x.5.3	Structured data types
[bookmark: _Toc28013449][bookmark: _Toc36040205][bookmark: _Toc44692822][bookmark: _Toc45134283][bookmark: _Toc49607347][bookmark: _Toc51763319]5.x.5.3.1	Introduction
This clause defines the structured data types to be used in resource representations.
[bookmark: _Toc28013450][bookmark: _Toc36040206][bookmark: _Toc44692823][bookmark: _Toc45134284][bookmark: _Toc49607348][bookmark: _Toc51763320]5.x.5.3.2	Type: AkmaAfKeyRequest
Table 5.x.5.3.2-1: Definition of type AkmaAfKeyRequest
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability
(NOTE)

	afId
	AfId
	M
	1
	Identification of AF
	

	aKId
	AKId
	M
	1
	A-KID
	

	suppFeat
	SupportedFeatures
	O
	0..1
	Indicates the list of Supported features used as described in subclause 5.x.6.
	

	NOTE:	Properties marked with a feature as defined in subclause 5.x.6 are applicable as described in subclause 5.2.7 of 3GPP TS 29.122 [4]. If no feature is indicated, the related property applies for all the features.


[bookmark: _Toc28013467][bookmark: _Toc36040227][bookmark: _Toc44692845][bookmark: _Toc45134306][bookmark: _Toc49607370][bookmark: _Toc51763342]
5.x.5.3.3	Type: AkmaAfKeyData
Table 5.x.5.3.3-1: Definition of type AkmaAfKeyData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability
(NOTE)

	kaf
	string
	M
	1
	KAF
	

	expiry
	DateTime
	M
	1
	Expiration time of KAF.
	

	suppFeat
	SupportedFeatures
	O
	0..1
	Indicates the features supported by both the AF and the NEF.
	

	NOTE:	Properties marked with a feature as defined in subclause 5.x.6 are applicable as described in subclause 5.2.7 of 3GPP TS 29.122 [4]. If no feature is indicated, the related property applies for all the features.



[bookmark: _Toc28013463][bookmark: _Toc36040223][bookmark: _Toc44692841][bookmark: _Toc45134302][bookmark: _Toc49607366][bookmark: _Toc51763338]5.x.5.4	Simple data types and enumerations
[bookmark: _Toc28013464][bookmark: _Toc36040224][bookmark: _Toc44692842][bookmark: _Toc45134303][bookmark: _Toc49607367][bookmark: _Toc51763339]5.x.5.4.1	Introduction
This subclause defines simple data types and enumerations that can be referenced from data structures defined in the previous subclauses.
[bookmark: _Toc28013465][bookmark: _Toc36040225][bookmark: _Toc44692843][bookmark: _Toc45134304][bookmark: _Toc49607368][bookmark: _Toc51763340]5.x.5.4.2	Simple data types 
The simple data types defined in table 5.x.5.4.2-1 shall be supported.
Table 5.x.5.4.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	AfId
	string
	Identification of AF which is formatted as the following string:
"<FQDN>.<security protocol id>", wherein, <FQDN> is the FQDN of the AF and <security protocol id> is the identification of the security protocol that the AF will use with the UE.
	

	AKId
	string
	AKMA Key Identifier which is formatted as the following string:
"<username>@<realm>", wherein, <username> shall include routing identifier and the A-TID, <realm> shall include Home Network Id.
	



5.x.6	Used Features
The table below defines the features applicable to the AKMA API. Those features are negotiated as described in subclause 5.2.7 of 3GPP TS 29.122 [4].
Table 5.x.6-1: Features used by AKMA API
	Feature number
	Feature Name
	Description

	
	
	

	
	
	



*** Next Change ***
[bookmark: _Toc11247941][bookmark: _Toc27045123][bookmark: _Toc36034174][bookmark: _Toc45132322][bookmark: _Toc49776607][bookmark: _Toc51747527]A.x	AKMA API
openapi: 3.0.0
info:
  title: 3gpp-akma
[bookmark: _GoBack]  version: 1.0.0-alpha.1
  description: |
    API for AKMA.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
externalDocs:
  description: 3GPP TS 29.522 V16.6.0; 5G System; Network Exposure Function Northbound APIs.
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.522/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-akma/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in subclause 5.2.4 of 3GPP TS 29.122.
paths:
  /retrieve:
    post:
      summary: Retrieve AKMA Application Key Information.
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AkmaAfKeyRequest'
      responses:
        '200':
          description: The requested information was returned successfully.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AkmaAfKeyData'
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: {}
  schemas: 
    AkmaAfKeyRequest:
      type: object
      properties:
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        afId:
          $ref: '#/components/schemas/AfId'
        aKId:
          $ref: '#/components/schemas/AKId'
      required:
        - afId
        - aKId
    AkmaAfKeyData:
      type: object
      properties:
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        expiry:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTime'
        kaf:
          type: string
      required:
        - kaf
        - expiry
    AfId:
      type: string
    AKId:
      type: string

*** End of Changes ***
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