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Figure 8.1.2.1-1: Resource URI structure of the CAPIF_Discover_Service_API
Table 8.1.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.1.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	All published service APIs 
(Store)
	{apiRoot}
/service-apis/<apiVersion>
/allServiceApis
	GET
	Discover published service APIs and retrieve a collection of APIs according to certain filter criteria.
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Figure 8.2.2.1-1: Resource URI structure of the CAPIF_Publish_Service_API
Table 8.2.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.2.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	APF published APIs 

	{apiRoot}
/published-apis/<apiVersion>
/{apfId}/service-apis
	POST
	Publish a new API

	
	
	GET
	Retrieve all published service APIs

	Individual APF published API
	{apiRoot}
/published-apis /<apiVersion>
/{apfId}/service-apis/{serviceApiId}
	GET
	Retrieve a published service API

	
	
	PUT
	Update a published service API

	
	
	DELETE
	Unpublish a published service API
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Figure 8.3.2.1-1: Resource URI structure of the CAPIF_Events_API
Table 8.3.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.3.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	CAPIF Events Subscriptions
	{apiRoot}/capif-events/<apiVersion>/
{subscriberId}/subscriptions
	POST
	Creates a new individual CAPIF Event Subscription

	Individual CAPIF Events Subscription
	{apiRoot}/capif-events/<apiVersion>/
{subscriberId}/subscriptions/
{subscriptionId}
	DELETE
	Deletes an individual CAPIF Event Subscription identified by the subscriptionId
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The delivery of notifications shall conform to subclause 7.6.
Table 8.3.3.1-1: Notifications overview
	Notification
	Resource Callback URI
	HTTP method or custom operation
	Description
(service operation)

	Event notification
	{notificationDestination}
	POST
	Notifies Subscriber of a CAPIF Event
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The POST method shall be used for Event notification and the URI shall be the one provided by the Subscriber during the subscription to the event. 
Resource Callback URI: {notificationDestination} 
This method shall support the URI query parameters specified in table 8.3.3.2.2.1-1.
Table 8.3.3.2.2-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 8.3.3.2.2-2 and the response data structures and response codes specified in table 8.3.3.2.2-3.
Table 8.3.3.2.2-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	EventNotification
	M
	1
	Notification information of a CAPIF Event



Table 8.3.3.2.2-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	The receipt of the Notification is acknowledged.
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Figure 8.4.2.1-1: Resource URI structure of the CAPIF_API_Invoker_Management_API
Table 8.4.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.4.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	On-boarded API Invokers

	{apiRoot}
/api-invoker-management/<apiVersion>
/onboardedInvokers
	POST
	On-boards a new API invoker by creating an API invoker profile

	Individual On-boarded API Invoker
	{apiRoot}
/api-invoker-management/<apiVersion>
/onboardedInvokers/{onboardingId}
	DELETE
	Off-boards an individual API invoker by deleting the associated API invoker profile identified by {onboardingId}

	
	
	PUT
	Updates the API invoker details of an individual API invoker identified by the {onboardingId}
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The delivery of notifications shall conform to subclause 7.6.
Table 8.4.3.1-1: Notifications overview
	Notification
	Resource Callback URI
	HTTP method or custom operation
	Description
(service operation)

	Notify_Onboarding_Completion
	{notificationDestination}
	POST
	Notify API invoker of on-boarding result

	Notify_Update_Completion
	{notificationDestination}
	POST
	Notify API invoker of details update result details.
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The POST method shall be used for Notify_Onboarding_Completion and the URI shall be the one provided by the API invoker during the on-boarding request. 
Resource Callback URI: {notificationDestination} 
This method shall support the URI query parameters specified in table 8.4.3.2.2-1.
Table 8.4.3.2.2-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 8.4.3.2.2-2 and the response data structures and response codes specified in table 8.4.3.2.2-3.
Table 8.4.3.2.2-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	OnboardingNotification
	M
	1
	Notification with on-boarding result



Table 8.4.3.2.2-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	The receipt of the Notification is acknowledged.
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Notify_Update_Completion is used by the CAPIF core function to notify of the update of API Invoker’s details result.
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The POST method shall be used for Notify_Update_Completion and the URI shall be the one provided by the API invoker during the API invoker details update request. 
Resource Callback URI: {notificationDestination} 
This method shall support the URI query parameters specified in table 8.4.3.3.2-1.
Table 8.4.3.3.2-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 8.4.3.3.2-2 and the response data structures and response codes specified in table 8.4.3.3.2-3.
Table 8.4.3.3.2-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	OnboardingNotification
	M
	1
	Notification with API Invoker’s details update result.



Table 8.4.3.3.2-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	The receipt of the Notification is acknowledged.



* * * Next changes * * * *
[bookmark: _Toc28009933][bookmark: _Toc34062053][bookmark: _Toc36036809][bookmark: _Toc43285057][bookmark: _Toc45132836][bookmark: _Toc51193530][bookmark: _Toc51760729]8.5.2.1	Overview




Figure 8.5.2.1-1: Resource URI structure of the CAPIF_Security_API
Table 8.5.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.5.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Trusted API invokers

	{apiRoot}
/capif-security/<apiVersion>
/trustedInvokers
	n/a
	

	Individual trusted API invoker

	{apiRoot}
/capif-security/<apiVersion>
/trustedInvokers/{apiInvokerId}
	GET
	Retrieve authentication information of an API invoker

	
	
	PUT
	Create a security context for individual API invoker

	
	
	DELETE
	Revoke the authorization of the API invoker

	
	{apiRoot}
/capif-security/<apiVersion>
/trustedInvokers/{apiInvokerId}/update
	update (POST)
	Update the security context (e.g. re-negotiate the security methods).

	
	{apiRoot}
/capif-security/<apiVersion>
/trustedInvokers/{apiInvokerId}/delete
	delete (POST)
	Revoke the authorization of the API invoker for some APIs

	
	{apiRoot}
/capif-security/<apiVersion>/
securities/{securityId}/token
	token (POST)
	Obtain the OAuth 2.0 authorization information
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Table 8.5.2.3.4.1-1: Custom operations
	Operation name
	Custom operation URI
	Mapped HTTP method
	Description

	update
	{apiRoot}
/capif-security/<apiVersion>/trustedInvokers/{apiInvokerId}/update
	POST
	Update the security instance (e.g. re-negotiate the security methods).

	delete
	{apiRoot}
/capif-security/<apiVersion>/trustedInvokers/{apiInvokerId}/delete
	POST
	Revoke the authorization of the API invoker for some APIs

	token
	{apiRoot}
/capif-security/<apiVersion>/securities/{securityId}/token
	POST
	Obtain the OAuth 2.0 authorization information
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The delivery of notifications shall conform to subclause 7.6.
Table 8.5.3.1-1: Notifications overview
	Notification
	Resource Callback URI
	HTTP method or custom operation
	Description
(service operation)

	Authorization revoked notification
	{notificationDestination}
	POST
	Notify API invoker that the authorization rights are revoked by the API exposing function. 
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This resource is created by the CAPIF administrator on the CAPIF core function.
NOTE:	The details of the mechanisms used to create the Access Control Policy List resource on the CAPIF core function is out of the scope of the present document.




Figure 8.6.2.1-1: Resource URI structure of the CAPIF_Access_Control_Policy_API
Table 8.6.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.6.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Access Control Policy List
	{apiRoot}
/access-control-policy/<apiVersion>
/accessControlPolicyList/{serviceApiId}
	GET
	Retrieves the access control policy list for a published service API.
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Figure 8.7.2.1-1: Resource URI structure of the CAPIF_Logging_API_Invocation_API
Table 8.7.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.7.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Logs 

	{apiRoot}
/api-invocation-logs/<apiVersion>
/{aefId}/logs
	POST
	Creates a new log entry for service API invocations

	Individual log
	{apiRoot}
/api-invocation-logs/<apiVersion>
/{aefId}/logs/{logId}
	n/a
	Individual log entry
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Figure 8.8.2.1-1: Resource URI structure of the CAPIF_Auditing_API
Table 8.8.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.8.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	All service API invocation logs (Store)

	{apiRoot}
/logs/<apiVersion>/apiInvocationLogs
	GET
	Query and retrieve service API invocation logs stored on in the CAPIF core function
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Figure 8.9.2.1-1: Resource URI structure of the CAPIF_API_Provider_Management_API
Table 8.9.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.9.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	All API Provider Domains Registrations

	{apiRoot}
/api-provider-management/<apiVersion>
/registrations
	POST
	Registers a new API provider domain by creating an API provider domain with API provider domain functions profiles.

	Individual API Provider Domain Registration
	{apiRoot}
/api-provider-management/<apiVersion>
/registrations/{registrationId}
	PUT
	Updates an individual API provider domain identified by {registrationId}

	
	
	DELETE
	Deregisters an API provider domain by deleting the API provider domain and functions, identified by {registrationId}.
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Figure 8.10.2.1-1: Resource URI structure of the CAPIF_Routing_Info_API
Table 8.10.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.10.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Individual Service API routing info
	{apiRoot}
/capif-routing-info/<apiVersion>
/service-apis/{serviceApiId}
	GET
	Retrieves the API routing information for a published service API and API exposing function which applies the topology hiding.
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Custom operations used for this API are summarized in table 9.1.2a.1-1. "{apiRoot}" and “<apiVersion>” are set as described in clause 7.5 and clause 9.1.1 respectively.
Table 9.1.2a.1-1: Custom operations without associated resources
	Operation name
	Custom operation URI
	Mapped HTTP method
	Description

	check-authentication
	{apiRoot}/aef-security/<apiVersion>/check-authentication
	POST
	Check authentication request.

	revoke-authentication
	{apiRoot}/aef-security/<apiVersion>/revoke-authorization
	POST
	Revoke authorization for service APIs.
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