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1. Overall Description:

SA3 would like to thank CT3 for the LS on Key Management Procedure in SEAL.  In LS S3-201508 (C3-203588), CT3 asks for clarification regarding certain fields in the SEAL KM Request and Response messages as specified in clause 5.3.2 of TS 33.434.  SA3 has provided the following responses to the CT3 questions:

Q1. Need clarity on the “Version” information element. What is the purpose of this version? Is it used to identify a key version or a message version for the reference point? 

SA3 A1:  The ‘Version’ field within the SEAL KM Request message is meant to identify the message version of the SEAL KM Request message.

SA3 will consider clarifying the ‘Version’ field in 3GPP TS 33.434.

Q2. On ClientID that maps to the VAL client, there is no explicit requirement in TS 23.434 requiring a VAL server to support VAL client id. Is ClientID needed only for KM-UU? Or it is also applicable for KM-S reference point? 

SA3 A2:
For flexibility in the SEAL key management procedure, SA3 believes that the VAL server may support a VAL client ID.  If the KM-S reference point (between the Val Server and the Key management server) follows a client/server model which is likely as it supports the HTTP-1 and HTTP-2 interfaces, then the VAL server would perform the HTTP client role and could provide a client ID to the SKM-S in the SEAL KM Request message. Note that the other optional SEAL KM Request parameters (DeviceID or UserID) may also be used by a VAL server instead of a ClientID, in conjunction with the ServiceID and access token.

SA3 will consider clarifying the use of the ‘ClientID’ field in 3GPP TS 33.434.

Q3. Except for identifying the late requests and responses, is there any other requirement of date/time in the KM request and the corresponding KM request response? 

SA3 A3:  The ‘Date/Time’ field is used primarily as an anti-replay mechanism for SEAL key management requests and responses.  If the ‘Date/Time’ field is significantly out of range, this could indicate a replay attack.  At this time, there is no other intended use for the ‘Date/Time’ parameter.

                 SA3 will consider clarifying the ‘Date/Time’ field in 3GPP TS 33.434.

Q4. As per SEAL KM request procedure, the KMS shall verify the SKMSUri is the SKM-S URI of the target SEAL KMS. It is not clear if the SKMSUri is the URI where the key information are storedor it is a URI on the target KMS that the receiving KMS needs to further use/contact the target KMS via SEAL-E reference point by using the SkmsURI?

SA3 A4:  The ‘SKMSUri’ field in the SEAL KM Request message is the URI of the SKM-S where the key information is stored.

SA3 will consider clarifying the ‘SKMSUri’ parameter in 3GPP TS 33.434.

Q5. In SEAL KM response message, why is “Payload” optional and what is the meaning of “if the request does not require a payload” in its description? Are these to indicate there is no provisioned key material specific to the VAL service, VAL user/ue/client in the SEAL KM request? If so, what is the expected behavior for the VAL server, VAL user/ue/client after receiving the response without key?

SA3 A5:  The ‘payload’ field is optional in the SEAL KM Response message.   For the use case when an error occurs in the processing of the SEAL KM Request message, an error indication is returned to the client and the ‘payload’ field is not present.  A ‘payload’ field should be present and contain a set of security parameters, however the key material contents or the payload are defined by the underlying VAL service or application and are outside the scope of SEAL specification TS 33.434. Its presence, response or behaviour depends on the VAL service or application and should be defined by the particular vertical specification.


If an error is returned and indicates that key material cannot or will not be provided, it seems reasonable that the error should be raised to the user and/or the operator of the VAL service, UE or client.

SA3 will consider further clarifying the optional ‘payload’ field in 3GPP TS 33.434.
2. Actions:

To CT3 group.

ACTION: 
SA3 respectfully asks CT3 to take the above information into consideration regarding development of the SEAL Stage 3 security.
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