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Proposed changes:
*** 1st Change ***
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The Network Data Analytics Function (NWDAF) provides analytics information for different analytic events to NF consumers.
The Network Data Analytics Function (NWDAF) allows NF consumers to subscribe to and unsubscribe from one-time, periodic notification and/or notification when an event is detected.

*** Next Change ***
[bookmark: _Toc28012758][bookmark: _Toc34266228][bookmark: _Toc36102399][bookmark: _Toc43563441][bookmark: _Toc45133984]4.2.1.3.2	NF Service Consumers
The Policy Control Function (PCF):
-	supports (un)subscription to the notification of analytics information for slice load level information from the NWDAF;
-	supports (un)subscription to the notification of analytics information for service experience related network data from the NWDAF;
-	supports (un)subscription to the notification of analytics information for network performance from the NWDAF;
-	supports (un)subscription to the notification of analytics information for abnormal UE behaviour from the NWDAF;
-	supports (un)subscription to the notification of analytics information for QoS sustainability from NWDAF;
-	supports taking one or more above input from NWDAF into consideration for policies on assignment of network resources and/or for traffic steering policies.
NOTE:	How this information is used by the PCF is not standardized in this release of the specification.
The Network Slice Selection Function (NSSF):
-	supports (un)subscription to the notification of analytics information for slice load level information from NWDAF to determine slice selection.
The Access and Mobility Management Function (AMF):
-	supports (un)subscription to the notification of analytics information for SMF load information from NWDAF to determine SMF selection;
-	supports (un)subscription to the notification of analytics information for expected UE behavioural information (UE mobility and/or UE communication) from NWDAF to monitor UE behaviour;
-	supports (un)subscription to the notification of analytics information for abnormal UE behaviour information from NWDAF to determine adjustment of UE mobility related network parameters to solve the abnormal risk.
The Session Management Function (SMF):
-	supports (un)subscription to the notification of analytics information for UPF load information from NWDAF to determine UPF selection;
-	supports (un)subscription to the notification of analytics information for expected UE behavioural information (UE mobility and/or UE communication) from NWDAF to monitor UE behaviour;
-	supports (un)subscription to the notification of analytics information for abnormal UE behaviour information from NWDAF to determine adjustment of UE communication related network parameters to solve the abnormal risk.
The Network Exposure Function (NEF):
-	supports forwarding UE mobility information from NWDAF to the AF when it is untrusted;
-	supports forwarding UE communication information from NWDAF to the AF when it is untrusted;
-	supports forwarding expected UE behavioural information (UE mobility and/or UE communication) from NWDAF to the AF when it is untrusted;
-	supports forwarding abnormal behaviour information from NWDAF to the AF when it is untrusted;
-	supports forwarding user data congestion information from NWDAF to the AF when it is untrusted;
-	supports forwarding network performance information from NWDAF to the AF when it is untrusted;
-	supports forwarding QoS Sustainability information from NWDAF to the AF when it is untrusted.
The Unified Data Management (UDM):
-	supports taking expected UE behaviour information (UE mobility and/or UE communication) from NWDAF into consideration for monitoring UE behaviour.
The Application Function (AF):
-	supports receiving UE mobility information from NWDAF or via the NEF;
-	supports receiving UE communication information from NWDAF or via the NEF;
-	supports receiving expected UE behavioural information (UE mobility and/or UE communication) from NWDAF or via the NEF;
-	supports receiving abnormal behaviour information from NWDAF or via the NEF;
-	supports receiving user data congestion information from NWDAF or via the NEF;
-	supports receiving network performance information from NWDAF or via the NEF;
-	supports receiving QoS Sustainability information from NWDAF or via the NEF. 
The Operation, Administration, and Maintenance (OAM):
-	supports receiving observed service experience from NWDAF;
-	supports receiving NF load information from NWDAF;
-	supports receiving network performance information from NWDAF;
-	supports receiving UE mobility information from NWDAF;
-	supports receiving UE communication information from NWDAF;
-	supports receiving expected UE behaviour information (UE mobility and/or UE communication) from NWDAF;
-	supports receiving abnormal UE behaviour information from NWDAF.

*** Next Change ***
[bookmark: _Toc28012760][bookmark: _Toc34266230][bookmark: _Toc36102401][bookmark: _Toc43563443][bookmark: _Toc45133986]4.2.2.1	Introduction
Table 4.2.2.1-1: Operations of the Nnwdaf_EventsSubscription Service
	Service operation name
	Description
	Initiated by

	Nnwdaf_EventsSubscription_Subscribe
	This service operation is used by an NF to subscribe or update subscription for event notifications of the analytic information.
One-time, Pperiodic notification orand notification upon event detected can be subscribed.
	NF consumer (PCF, NSSF, AMF, SMF, NEF, UDM, AF, OAM)

	Nnwdaf_EventsSubscription_UnSubscribe
	This service operation is used by an NF to unsubscribe from event notifications.
	NF consumer (PCF, NSSF, AMF, SMF, NEF, UDM, AF, OAM)

	Nnwdaf_EventsSubscription_Notify
	This service operation is used by an NWDAF to notify NF consumers about subscribed events.
	NWDAF




*** Next Change ***
4.2.2.2.2	Subscription for event notifications
Figure 4.2.2.2.2-1 shows a scenario where the NF service consumer sends a request to the NWDAF to subscribe for event notification(s) (as shown in 3GPP TS 23.288 [17]).
[image: ]
Figure 4.2.2.2.2-1: NF service consumer subscribes to notifications
The NF service consumer shall invoke the Nnwdaf_EventsSubscription_Subscribe service operation to subscribe to event notification(s). The NF service consumer shall send an HTTP POST request with "{apiRoot}/nnwdaf-eventssubscription/v1/subscriptions" as Resource URI representing the "NWDAF Events Subscriptions", as shown in figure 4.2.2.2.2-1, step 1, to create a subscription for an "Individual NWDAF Event Subscription" according to the information in message body. The NnwdafEventsSubscription data structure provided in the request body shall include: 
-	an URI where to receive the requested notifications as "notificationURI" attribute; and
-	a description of the subscribed events as "eventSubscriptions" attribute that, for each event, the EventSubscription data type shall include
1)	 an event identifier as "event" attribute; and
2)	if the event notification method "PERIODIC" is selected via the "notificationMethod" attribute, repetition period as "repetitionPeriod" attribute; 
and may include:
1)	 maximum number of objects in the "maxObjectNbr" attribute; and/or
2)	maximum number of SUPIs expected for an analytics report in the "maxSupiNbr" attribute;
The NnwdafEventsSubscription data structure provided in the request body may include:
-	event reporting information as the "evtReq" attribute, which applies for each event and may contain the following attributes:
1)	event notification method (periodic, one time, on event detection) in the "notifMethod" attribute;
2)	maximum Number of Reports in the "maxReportNbr" attribute;
3)	monitoring duration in the "monDur" attribute;
4)	repetition period for periodic reporting in the "repPeriod" attribute;
5)	immediate reporting indication in the "immRep" attribute;
6)	percentage of sampling among impacted UEs in the "sampRatio" attribute; and/or
7)	group reporting guard time for aggregating the reports for a group of UEs in the "grpRepTime" attribute;
NOTE:	The notification method indicated as the "notifMethod" attribute and the periodic reporting time indicated as the "repPeriod" attributes within the event reporting information as the "evtReq" attribute provided in NnwdafEventsSubscription data type, if present, supersedes the event notification method as the "notificationMethod" attribute and repetition period as the "repetitionPeriod" attribute respectively in the EventSubscription data type.
For different event types, the "eventSubscriptions" attribute:
-	if the event is "SLICE_LOAD_LEVEL", shall provide:
1)	Network slice level load level threshold in the "loadLevelThreshold" attribute if the "notifMethod" attribute in "evtReq" attribute is set to "ON_EVENT_DETECTION" or the "notificationMethod" attribute in "eventSubscriptions" attribute is set to "THRESHOLD" or omitted; and
2)	identification of network slice(s) to which the subscription applies via identification of network slice(s) in the "snssais" attribute or any slices indication in the "anySlice" attribute;
-	if the feature "NsiLoad" is supported and the event is "NSI_LOAD_LEVEL", shall provide:
1)	identification of network slice and the optionally associated network slice instance(s) via the "nsiIdInfos" attribute or any slices indication in the "anySlice" attribute;
2)	the network slice or network slice instance load level thresholds in the "nsiLevelThrds" attribute if the "notifMethod" attribute in "evtReq" attribute is set to "ON_EVENT_DETECTION" or the "notificationMethod" attribute in "eventSubscriptions" attribute is set to "THRESHOLD" or omitted; 
-	if the feature "NfLoad" is supported and the event is "NF_LOAD", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis" or "anyUE" in the "tgtUe" attribute; and
2)	identification of network slice(s) to which the subscription applies via identification of network slice(s) in the "snssais" attribute or any slices indication in the "anySlice" attribute;
3)	NF load level thresholds in the "nfLoadLvlThds" attribute if the "notifMethod" attribute in "evtReq" attribute is set to "ON_EVENT_DETECTION" or the "notificationMethod" attribute in "eventSubscriptions" attribute is set to "THRESHOLD" or omitted
and may include:
1)	either list of NF instance IDs in the "nfInstanceIds" attribute or list of NF set IDs in the "nfSetIds" attribute if the identification of target UE(s) applies to all UEs;
2)	list of NF instance types in the "nfTypes" attribute;
-	if the feature "NetworkPerformance" is supported and the event is "NETWORK_PERFORMANCE", it shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis", "intGroupIds" or "anyUe" attribute in the "tgtUe" attribute; and
2)	The network performance requirements via "nwPerfRequs" attribute;
	and may provide:
1)	identification of network area to which the subscription applies via identification of network area by "networkArea" attribute (mandatory if "anyUe" attribute is set to true);
-	if the feature "ServiceExperience" is supported and the event is "SERVICE_EXPERIENCE", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis", "intGroupIds" or "anyUe" attribute in the "tgtUe" attribute;
2)	any slices indication in the "anySlice" attribute or identification of network slice(s) together with the optionally associated network slice instance(s) via the "nsiIdInfos" attribute;
	and may provide:
1)	identification of application to which the subscription applies via identification of application(s) by "appIds" attribute;
2)	identification of network area to which the subscription applies via identification of network area(s) by "networkAreas" attribute;
3)	identification of DNN to which the subscription applies via identification of application(s) by "dnns" attribute; and
[bookmark: _Hlk27394264]4)	identification of a user plane access to one or more DN(s) where applications are deployed by "dnais" attribute;
5)	if "appIds" attribute is provided, the bandwidth requirement of each application by "bwRequs" attribute.
-	if the feature "UeMobility" is supported and the event is "UE_MOBILITY", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis" or "intGroupIds" attribute in the "tgtUe" attribute;
and may provide:
1)	identification of network area to which the subscription applies via identification of network area by "networkArea" attribut; 
-	if the feature "UeCommunication" is supported and the event is "UE_COMM", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis" or "intGroupIds" attribute in the "tgtUe" attribute; 
	and may provide:
1)	identification of the application in the "appIds" attribute;
2)	identification of network area to which the subscription applies via identification of network area by "networkArea" attribute;
3)	an identification of DNN in the "dnns" attribute; and/or
4)	a network slice in the "snssais" attribute;
-	if the feature "QoSSustainability" is supported and the event is "QOS_SUSTAINABILITY", shall provide:
1)	identification of network area to which the subscription applies via identification of network area by "networkArea" attribute; 
2)	The QoS requirements via "qosRequ" attribute;
3)	QoS flow retainability threshold(s) by the "qosFlowRetThds" attribute for the 5QI of GBR resource type or RAN UE throughout threshold(s) by the "ranUeThrouThds" attribute for the 5QI of non-GBR resource type, if the "notifMethod" attribute in "evtReq" attribute is set to "ON_EVENT_DETECTION" or the "notificationMethod" attribute in "eventSubscriptions" attribute is set to "THRESHOLD" or omitted; and
4)	identification of target UE(s) to which the subscription applies by "anyUe" in the "tgtUe" attribute;
	and may include: 
1)	identification of network slice(s) by "snssais" attribute;
-	if the feature "AbnormalBehaviour" is supported and the event is "ABNORMAL_BEHAVIOUR", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis", "intGroupIds" or "anyUe" attribute in the "tgtUe" attribute; and
2)	either the expected analytics type via "exptAnaType" attribute or a list of exception Ids with the associated thresholds via "excepRequs" attribute.
	and may provide:
1)	identification of network area to which the subscription applies via identification of network area by "networkArea" attribute;
2)	identification of application to which the subscription applies via identification of application(s) by "appIds" attribute;
3)	identification of DNN to which the subscription applies via identification of application(s) by "dnns" attribute;
4) identification of network slice(s) by "snssais" attribute; and 
5)	expected UE behaviour via "exptUeBehav" attribute.
-	if the feature "UserDataCongestion" is supported and the event is "USER_DATA_CONGESTION", shall provide:
1)	identification of a specific UE via "supis" attribute;
and may include:
1)	congestion threshold by the "congThresholds" attribute if the "notifMethod" attribute in "evtReq" attribute is set to "ON_EVENT_DETECTION" or the "notificationMethod" attribute in "eventSubscriptions" attribute is set to "THRESHOLD" or omitted;
2)	identification of network area to which the subscription applies via identification of network area by "networkArea" attribute (mandatory if "anyUe" attribute is set to true).
Upon the reception of an HTTP POST request with: "{apiRoot}/nnwdaf-eventssubscription/v1/subscriptions" as Resource URI and NnwdafEventsSubscription data structure as request body, the NWDAF shall: 
-	create a new subscription;
-	assign an event subscriptionId;
-	store the subscription.
If the NWDAF created an "Individual NWDAF Event Subscription" resource, the NWDAF shall respond with "201 Created" with the message body containing a representation of the created subscription, as shown in figure 4.2.2.2.2-1, step 2. The NWDAF shall include a Location HTTP header field. The Location header field shall contain the URI of the created subscription i.e. "{apiRoot}/nnwdaf-eventssubscription/v1/subscriptions/{subscriptionId}". If the immediate reporting indication in the "immRep" attribute within the "evtReq" attribute sets to true in the event subscription, the NWDAF shall include the reports of the events subscribed, if available, in the HTTP POST response.
If the feature "AbnormalBehaviour" is supported and the expected analytics type via "exptAnaType" attribute is received in figure 4.2.2.2.2-1, step 1, the NWDAF shall derive the corresponding Exception Ids from the expected analytics type as follows:
-	if "exptAnaType" attribute sets to "MOBILITY", the corresponding list of Exception Ids are "UNEXPECTED_UE_LOCATION" and "PING_PONG_ACROSS_CELLS";
-	if "exptAnaType" attribute sets to "COMMUN", the corresponding list of Exception Ids are "UNEXPECTED_LONG_LIVE_FLOW", "UNEXPECTED_LARGE_RATE_FLOW", "UNEXPECTED_WAKEUP", "SUSPICION_OF_DDOS_ATTACK", "WRONG_DESTINATION_ADDRESS", "TOO_FREQUENT_SERVICE_ACCESS" and "UNEXPECTED_RADIO_LINK_FAILURES";
-	if "exptAnaType" attribute sets to "MOBILITY_AND_COMMUN", the corresponding list of Exception Ids includes all above derived exception Ids.
The derived list of Exception Ids are used by the NWDAF to notify the NF service consumer when UE’s behaviour is exceptional based on one or more Exception Ids within the list.

*** Next Change ***
[bookmark: _Toc28012777][bookmark: _Toc34266247][bookmark: _Toc36102418][bookmark: _Toc43563460][bookmark: _Toc45134003]4.3.1.3.2	NF Service Consumers
The Policy Control Function (PCF):
-	supports taking analytics information for slice load level information from the NWDAF;
-	supports taking analytics information for service experience related network data from the NWDAF;
-	supports taking analytics information for network performance from the NWDAF;
-	supports taking analytics information for abnormal UE behaviour from the NWDAF;
-	supports taking one or more above input from NWDAF into consideration for policies on assignment of network resources and/or for traffic steering policies.
NOTE:	How this information is used by the PCF is not standardized in this release of the specification.
The Network Slice Selection Function (NSSF):
-	supports taking slice load level information fromNWDAF into consideration for slice selection.
The Access and Mobility Management Function (AMF):
-	supports taking SMF load information from NWDAF into consideration for SMF selection;
-	supports taking expected UE behaviour information (UE mobility and/or UE communication) from NWDAF into consideration for monitoring UE behaviour;
-	supports taking abnormal UE behaviour information from NWDAF into consideration for adjustment of UE mobility related network parameters to solve the abnormal risk.
The Session Management Function (SMF):
-	supports taking UPF load information from NWDAF into consideration for UPF selection;
-	supports taking expected UE behaviour information (UE mobility and/or UE communication) from NWDAF into consideration for monitoring UE behaviour;
-	supports taking abnormal UE behaviour information from NWDAF into consideration for adjustment of UE mobility related network parameters to solve the abnormal risk.
The Network Exposure Function (NEF):
-	supports forwarding UE mobility information from NWDAF to the AF when it is untrusted;
-	supports forwarding UE communication information from NWDAF to the AF when it is untrusted;
-	supports forwarding expected UE behavioural information (UE mobility and/or UE communication) from NWDAF to the AF when it is untrusted;
-	supports forwarding abnormal behaviour information from NWDAF to the AF when it is untrusted;
-	supports forwarding user data congestion information from NWDAF to the AF when it is untrusted;
-	supports forwarding network performance information from NWDAF to the AF when it is untrusted;
-	supports forwarding QoS Sustainability information from NWDAF to the AF when it is untrusted.
The Unified Data Management (UDM):
-	supports taking expected UE behaviour information (UE mobility and/or UE communication) from NWDAF into consideration for monitoring UE behaviour.
The Application Function (AF):
-	supports receiving UE mobility information from NWDAF or via the NEF;
-	supports receiving UE communication information from NWDAF or via the NEF;
-	supports receiving expected UE behavioural information (UE mobility and/or UE communication) from NWDAF or via the NEF;
-	supports receiving abnormal behaviour information from NWDAF or via the NEF;
-	supports receiving user data congestion information from NWDAF or via the NEF;
-	supports receiving network performance information from NWDAF or via the NEF;
-	supports receiving QoS Sustainability information from NWDAF or via the NEF.
The Operation, Administration, and Maintenance (OAM):
-	supports receiving observed service experience from NWDAF;
-	supports receiving NF load information from NWDAF;
-	supports receiving network performance information from NWDAF;
-	supports receiving UE mobility information from NWDAF;
-	supports receiving UE communication information from NWDAF;
-	supports receiving expected UE behaviour information (UE mobility and/or UE communication) from NWDAF;
-	supports receiving abnormal UE behaviour information from NWDAF.


*** End of Changes ***

image1.emf
NF service 

consumer

NWDAF

1. POST«/subscriptions

2. 201 Created


