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*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[A]
3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows"
[B]
3GPP TS 23.122: "T8 reference point for Northbound APIs".

[C]
IETF RFC 6455: "The Websocket Protocol".

[D]
IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[E]
IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".

[F]
IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests".

[g]
IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Requests".

[H]
IETF RFC 7234: "Hypertext Transfer Protocol (HTTP/1.1): Caching".

[I]
IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication".

[J]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

[K]
IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[N]
IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".

[O]
3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
*** 2nd Change ***

6
SEAL Design Aspects Common for All APIs


6.1
General

SEAL APIs allow secure access to the capabilities provided by SEAL.

This document specifies the procedures triggered at different functional entities as a result of API invocation requests and event notifications. The stage-2 level requirements and signalling flows are defined in 3GPP TS 23.434 [A].
Several design aspects, as mentioned in the following subclauses, are specified in 3GPP TS 29.122 [B] and referenced by this specification.
6.2
Data Types

This clause will provide structured data types, simple data types and enumerations applicable for SEAL APIs.
6.3
Usage of HTTP

For SEAL APIs, support of HTTP/1.1 (IETF RFC 7230 [D], IETF RFC 7231 [E], IETF RFC 7232 [F], IETF RFC 7233 [G], IETF RFC 7234 [H] and IETF RFC 7235 [I]) over TLS (IETF RFC 5246 [J]) is mandatory and support of HTTP/2 (IETF RFC 7540 [K]) over TLS (IETF RFC 5246 [J]) is recommended.

A functional entity desiring to use HTTP/2 shall use the HTTP upgrade mechanism to negotiate applicable HTTP version as described in IETF RFC 7540 [K].

Editor’s note: Usage of HTTP over TLS is based on security aspects defined by SA3.
6.4
Content type
The bodies of HTTP request and successful HTTP responses shall be encoded in JSON format (see IETF RFC 8259 [N]). 

The MIME media type that shall be used within the related Content-Type header field is "application/json", as defined in IETF RFC 8259 [N].

NOTE:
This release only supports the content type JSON.
6.5
URI structure
6.5.1
Resource URI structure

All resource URIs of SEAL APIs should have the following root structure:

{apiRoot}/{apiName}/{apiVersion}/

"apiRoot" is configured by means outside the scope of the present document. It includes the scheme ("https"), host and optional port, and an optional prefix string. "apiName" and "apiVersion" shall be set dependent on the API, as defined in the corresponding subclauses below. 

All resource URIs in the subclauses below are defined relative to the above root URI. 

NOTE 1:
The "apiVersion" will only be increased if the new API version contains backward incompatible changes. Otherwise, the supported feature mechanism defined in subclause 6.8 can be used to negotiate extensions.

NOTE 2:
A different root structure can be used when the resource URI is preconfigured in the API invoking entity. 

The root structure may be followed by "apiSpecificSuffixes" that are dependent on the API and are defined separately for each API where they apply:

{apiRoot}/{apiName}/{apiVersion}/{apiSpecificSuffixes}

6.5.2
Custom operations URI structure

The custom operation definition is in Annex C of 3GPP TS 29.501 [O].

The URI of a custom operation which is associated with a resource shall have the following structure:

{apiRoot}/{apiName}/{apiVersion}/{apiSpecificResourceUriPart}/{custOpName}

Custom operations can also be associated with the service instead of a resource. The URI of a custom operation which is not associated with a resource shall have the following structure:

{apiRoot}/{apiName}/{apiVersion}/{custOpName}

In the above URI structures, "apiRoot", "apiName", "apiVersion" and "apiSpecificResourceUriPart" are as defined in subclause 6.5.1 and "custOpName" represents the name of the custom operation as defined in subclause 5.1.3.2 of 3GPP TS 29.501 [O]
6.6
Notifications

The functional entities 

-
shall support the delivery of notifications using a separate HTTP connection towards an address; 

-
may support testing delivery of notifications; and

-
may support the delivery of notification using WebSocket protocol (see IETF RFC 6455 [C]),

as described in 3GPP TS 29.122 [B], with the following clarifications:

-
the SCEF is the SEAL server; and

      -
the SCS/AS is the Subscriber.
6.7
Error Handling

Response bodies for error handling, as described in 3GPP TS 29.122 [B], are applicable to all APIs in the present specification unless specified otherwise, with the following clarifications:

-
the SCEF is the SEAL server; and

     -
the SCS/AS is the functional entity invoking an API.
6.8
Feature negotiation

The functional entity invoking an API (i.e. the VAL server) and the SEAL server use feature negotiation procedures defined in 3GPP TS 29.122 [B] to negotiate the supported features, with the following clarifications:

-
description of the SCEF applies to the SEAL server; and

-
description of the SCS/AS applies to the functional entity invoking an API.

6.9
HTTP headers

The HTTP headers described in 3GPP TS 29.122 [B] are applicable to all APIs in this document.
6.10
Conventions for Open API specification files

The conventions for Open API specification files as specified in subclause 5.2.9 of 3GPP TS 29.122 [B] shall be applicable for all APIs in this document.
*** End of Changes ***
