Page 1



3GPP TSG-CT WG3 Meeting #106
C3-194102
Portoroz, Slovenia, 7 - 11 Oct 2019
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	29.116
	CR
	0040
	rev
	-
	Current version:
	16.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:

	xMB adaptation for CAPIF

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	C3

	
	

	Work item code:
	TEI16, CAPIF-CT
	
	Date:
	2019-09-09

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	According to TS 26.348, clause 4.1, the BM-SC may support CAPIF.

	
	

	Summary of change:
	Add the xMB adaptation for CAPIF.

	
	

	Consequences if not approved:
	Missing alignment with stage 2 requirement.

	
	

	Clauses affected:
	2, X (new), X.1 (new), X.2 (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR doesn’t impact openAPI file.

	
	

	This CR's revision history:
	


Additional discussion(if needed):
…
Proposed changes:
*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS) Architecture and Functional Description".

[3]
3GPP TS 26.346: "Multimedia Broadcast/Multicast Service (MBMS); Protocols and Codecs".
[4]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol".

[5]
Void.
[6]
IETF RFC 7231: "Hypertext transfer protocol (HTTP/1.1): Semantics and Content".
[7]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[8]
IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication"
[9]
IETF RFC 4918, "HTTP Extensions for Web Distributed Authoring and Versioning (WebDAV)".

[10]
3GPP TS 26.234, "Transparent end-to-end Packet-switched Streaming Service (PSS); Protocols and codecs".

[11]
IETF RFC 3711, "The Secure Real-time Transport Protocol (SRTP)".

[12]
IETF RFC 4347, "Datagram Transport Layer Security".

[13]
Void

[14]
Void.

[15]
Void.
[16]
Void.

[17]
Void.
[18]
3GPP TS 26.247: "Transparent end-to-end Packet-switched Streaming Service (PSS); Progressive Download and Dynamic Adaptive Streaming over HTTP (3GP-DASH)".

[19]
IETF RFC 3926: "FLUTE - File Delivery over Unidirectional Transport".

[20]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[21]
3GPP TS 26.347: "MBMS URLs and APIs".
[22]
Open API Initiative, "OpenAPI 2.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md.

[23] 
3GPP TS 23.285: "Architecture Enhancements for V2X services".

[24]
3GPP TS 33.246:"3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)".

[25]
3GPP TS 24.116: "Stage 3 aspects of system architecture enhancements for TV services".

[26]
IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".

[27]
IETF RFC 5795: "The Robust Header Compression (ROHC) Framework".

[28]
IETF RFC 3095, "Robust Header Compression (ROHC): Framework and four profiles: RTP, UDP, ESP, and uncompressed"

[29]
IETF RFC 6363: "Forward Error Correction (FEC) Framework,".

[30]
IETF RFC 6364: "Session Description Protocol Elements for the Forward Error Correction (FEC) Framework,".

[31]
IETF RFC 1166: "Internet Numbers".

[32]
IETF RFC 5952: "A recommendation for IPv6 address text representation".

[33]
3GPP TS 26.348, "Northbound Application Programming Interface (API) for Multimedia Broadcast/Multicast Service (MBMS) at the xMB reference point".
[TS29222]
3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs; Stage 2".
[TS29222]
3GPP TS 29.222: "Common API Framework for 3GPP Northbound APIs; Stage 3".
[TS33122]
3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[RFC6749]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
*** Next Change ***

X
Using Common API Framework

X.1
General

When CAPIF is used with BM-SC, BM-SC shall support the following as defined in 3GPP TS 29.222 [TS29222]:

-
the API exposing function and related APIs over CAPIF-2/2e and CAPIF-3 reference points;

-
the API publishing function and related APIs over CAPIF-4 reference point;

-
the API management function and related APIs over CAPIF-5 reference point; and

-
at least one of the the security methods for authentication and authorization, and related security mechanisms.

In a centralized deployment as defined in 3GPP TS 23.222 [TS23222], where the CAPIF core function and API provider domain functions are co-located, the interactions between the CAPIF core function and API provider domain functions may be independent of CAPIF-3, CAPIF-4 and CAPIF-5 reference points.
In another centralized deployment as defined in 3GPP TS 23.222 [TS23222], where the CAPIF core function and API exposing function in API provider domain functions are co-located, the interactions between the CAPIF core function and API exposing function may be independent of CAPIF-3 reference points.
X.2
Security

When CAPIF is used for external exposure, before invoking the API exposed by the BM-SC, the Content Provider as API invoker shall negotiate the security method (PKI, TLS-PSK or OAuth 2.0) with CAPIF core function and ensure the BM-SC has enough credential to authenticate the Content Provider (see 3GPP TS 29.222 [TS29222], subclause 5.6.2.2 and subclause 6.2.2.2).

If PKI or TLS-PSK is used as the selected security method between the Content Provider and the BM-SC, upon API invocation, the BM-SC shall retrieve the authorization information from the CAPIF core function as described in 3GPP TS 29.222 [TS29222], subclause 5.6.2.4. 

As indicated in 3GPP TS 33.122 [TS33122], the access to the xMB API may be authorized by means of the OAuth 2.0 protocol (see IETF RFC 6749 [RFC6749]), using the "Client Credentials" authorization grant, where the CAPIF core function (see 3GPP TS 29.222 [TS29222]) plays the role of the authorization server.
NOTE 1:
In this release, only "Client Credentials" authorization grant is supported.
If OAuth 2.0 is used as the selected security method between the Content Provider and the BM-SC, the Content Provider, prior to consuming services offered by the xMB API, shall obtain a "access token" from the authorization server, by invoking the Obtain_Authorization service, as described in 3GPP TS 29.222 [TS29222], subclause 5.6.2.3.2.

The xMB API do not define any scopes for OAuth 2.0 authorization. It is the BM-SC responsibility to check whether the Content Provider is authorized to use an API based on the "token". Once the BM-SC verifies the "token", it shall check whether the BM-SC identifier in the "token" matches its own published identifier, and whether the API name in the "token" matches its own published API name. If those checks are passed, the Content Provider has full authority to access any resource or operation for the invoked API.

NOTE 2:
For aforementioned security methods, the BM-SC needs to apply admission control according to access control policies after performing the authorization checks.

*** End of Changes ***

