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*** 1st Change ***
8.2.1
General

When interworking with the IP networks, the 5GS can operate IPv4 and/or IPv6. The interworking point is shown in clause 6.

The UPF for interworking with the IP network is the 5GS access point (see figure 8.2.1-1).
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Figure 8.2.1-1: The protocol stacks of UPF for the IP network interworking

Typically, in the IP networks, the interworking with subnetworks is done via IP routers. The N6 reference point is between the UPF and the external IP network. From the external IP network's point of view, the UPF is seen as a normal IP router. The L2 and L1 layers are operator specific.

It is out of the scope of the present document to standardise the router functions and the used protocols in the N6 reference point.

Interworking with user defined ISPs and private/public IP networks is subject to interconnect agreements between the network operators.

*** Next Change ***
8.2.2.1
Transparent access to DN
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Figure 8.2.2.1-1: Example of the DN Interworking Model, transparent case

In figure 8.2.2.1-1, an example DN interworking model for transparent access to the Internet is provided for an UPF in the 5GS and its N6 reference point.

In transparent access to the Internet case:

-
the UE is given an IPv4 address and/or an IPv6 prefix belonging to the operator addressing space. The IPv4 address and/or IPv6 prefix is assigned either at subscription in which case it is a static address or at PDU session establishment in which case it is a dynamic address. This IPv4 address and/or IPv6 prefix if applicable is used for packet forwarding between the Internet and the UPF and within the 5GS. With IPv6, Stateless Address Autoconfiguration shall be used to assign an IPv6 address to the UE. These procedures are as described in the IPv6 non-transparent access case except that the addresses belong to the operator addressing space.

-
the UE need not send any authentication request at PDU session establishment procedure and the SMF/UPF need not take any part in the user authentication/authorization process.

The transparent case provides at least a basic ISP service. As a consequence of this it may therefore provide a QoS flow service for a tunnel to a private Intranet. The user level configuration may be carried out between the UE and the intranet, the 5GS is transparent to this procedure. The used protocol stack is depicted in figure 8.2.2.1-2.


[image: image4.wmf] 

  

IP

 

Intranet

 

protocol

 

5G protocol 

layers

 

  

L2

/L1

 

  

L2

/L1

 

  

IP

 

  

IP

 

  

IP

 

Intranet

 

protocol

 

UE

 

UPF

 

Intranet

 


Figure 8.2.2.1-2: Transparent access to an Intranet

The communication between the PLMN and the Intranet may be performed over any network, even an insecure network e.g. the Internet. There is no specific security protocol between the UPF and the Intranet because security is ensured on an end to end basis between the UE and the intranet by the "Intranet Protocol".

User authentication and encryption of user data are done within the "Intranet Protocol" if either of them is needed. This "Intranet Protocol" may also carry private (IP) addresses belonging to the address space of the Intranet.

An example of an "Intranet Protocol" is IPsec (see IETF RFC 1825 [29]). If IPsec is used for this purpose, then IPsec authentication header or security header may be used for user (data) authentication and for the confidentiality of user data (see IETF RFC 1826 [30] and IETF RFC 1827 [31]). In this case private IP tunnelling within public IP takes place.
*** Next Change ***
11.2.4
DN-AAA initiated re-authorization
Some IP applications could need to interwork with the SMF to update the PDU session authorization attributes. For this purpose, the DN-AAA server or proxy may send a RADIUS CoA-Request to the SMF. On receipt of the CoA-Request from the DN-AAA server, if the service-type value of "Authorize Only" is not included, the SMF shall update the corresponding PDU session authorization attributes and reply with a CoA-ACK; otherwise it shall follow the procedure described in IETF RFC 5176 [27]. DN-AAA may also use CoA procedure to revoke the authorization of a PDU session, or to update the authorization data (e.g. allowed UE MAC addresses).

If the SMF updates/deletes the corresponding PDU session, it is not necessary for the SMF to wait for Nsmf_PDUSession_UpdateSMContext from the AMF before sending the RADIUS CoA-ACK to the DN-AAA server.

Figure 11.2.4-1 is an example message flow to show the procedure of DN-AAA initiated re-authorization, messages between the SMF and DN-AAA are forwarded by the UPF in N4 user plane message.
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Figure 11.2.4-1: DN-AAA initiated re-authorization with RADIUS

*** Next Change ***
11.3.2
Change-of-Authorization Request (optionally sent from DN-AAA server to SMF)

Table 11.3.2-1 describes the attributes of the Change-of-Authorization Request message. Other RADIUS attributes may be used as defined in IETF RFC 5176 [27].

Table 11.3.2-1: The attributes of the Change-of-Authorization Request message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username provided by the user (extracted from the PCO field received during PDN connection establishment). If no username is available a generic username, configurable on a per DNN basis, shall be present. If the User-Name has been sent in the Access-Accept message, this user-name shall be used in preference to the above
	String
	Optional

	6
	Service-Type
	Indicates the type of service for this user.
	17 (Authorize Only)
	Optional

	8
	Framed-IP-Address
	User IPv4 address
	Ipv4
	Conditional NOTE 2

	30
	Called-Station-Id
	Identifier for the target network
	DNN (UTF-8 encoded characters)
	Optional

	31
	Calling-Station-Id
	This attribute is the identifier for the UE, and it shall be configurable on a per DNN basis.
	MSISDN in international format according to 3GPP TS 23.003 [28], UTF-8 encoded decimal character. (NOTE 5)
	Optional

	96
	Framed-Interface-Id
	User IPv6 Interface Identifier
	Ipv6
	Conditional

NOTE 1 NOTE 2

	44
	Acct-Session-Id
	User session identifier. 
	SMF IP address (IPv4 or IPv6) and Charging-ID concatenated in a UTF-8 encoded hexadecimal characters.
	Mandatory

	79
	EAP-Message
	This attribute encapsulates EAP message (as defined in IETF RFC 3748 [6]) exchanged between the SMF and DN-AAA, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE 3

	80
	Message-Authenticator
	This attribute includes the message authenticator, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE 3

	97
	Framed-Ipv6-Prefix
	User IPv6 prefix
	Ipv6
	Conditional NOTE 2

	123
	Delegated-Ipv6-Prefix
	Delegated IPv6 prefix to the user.
	Ipv6
	Conditional NOTE 4

	26/10415
	3GPP Vendor-Specific
	Sub-attributes according clause 11.3
	See clause 11.3
	Optional

	NOTE 1:
Included if the prefix alone is not unique for the user. This may be the case, for example, if a static IPv6 address is assigned.

NOTE 2:
Either IPv4 or IPv6 address/prefix attribute shall be present. The IP protocol version for end-user and network may be different.

NOTE 3:
Shall be present if EAP is used.

NOTE 4:
The delegated IPv6 prefix shall be present if the user was delegated an IPv6 prefix from a local pool.

NOTE 5:
There are no leading characters in front of the country code.


*** End of Changes ***
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