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Additional discussion(if needed):
For the Naf_EventExposure API, if the AF is in the trusted domain, the AF can register it’s supported events into the NRF directly, then the API should align with the general security requirement for all the 5GC NFs.
Otherwise, if the AF is in the untrusted domain, then the AF will register it’s supported events into the NRF via the NEF. The API shall be authorized by means of OAuth2 protocol, using the "Client Credentials" authorization grant.
Proposed changes:
It’s proposed to agree the following changes in the TS 29.517 v0.2.0.
*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]
3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[5]
3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[6]
3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[7]
IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[8]
OpenAPI: "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md.
[9]
IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[10]
IETF RFC 7807: "Problem Details for HTTP APIs".
[11]
3GPP TR 21.900: "Technical Specification Group working methods".
[12]
3GPP TS 29.523: "5G System; Policy Control Event Exposure Service; Stage 3".
[ww]
3GPP TS 33.501: "Security architecture and procedures for 5G system".

[vv]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

[hh]
3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".

*** Next Change ***

5.9
Security

If the AF is trusted, as indicated in 3GPP TS 33.501 [ww] and 3GPP TS 29.500 [5], the access to the Naf_EventExposure API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [vv]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [hh]) plays the role of the authorization server.

If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Naf_EventExposure API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [hh], subclause 5.4.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Naf_EventExposure service.

If the AF is untrusted, the access to the Naf_EventExposure API shall be authorized by means of OAuth2 protocol (see IETF RFC 6749 [vv]), based on local configuration, using the "Client Credentials" authorization grant. If OAuth2 is used, a client, prior to consuming services offered by the Naf_EventExposure API, shall obtain a "token" from the authorization server.
The Naf_EventExposure API defines a single scope "naf-eventexposure" for the entire service, and it does not define any additional scopes at resource or operation level.
*** End of Changes ***
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