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*** 1st Change ***
11.3.1
General

RADIUS attributes as defined in subclause 16.4 of 3GPP TS 29.061 [5] are re-used in 5G with the following differences:

-
SMF replaces P-GW. GGSN and PPP PDP type related description are not applicable for 5G.

-
5G QoS flow replaces IP-CAN bearer and PDU session replaces IP-CAN session.

-
N6 replaces Gi/Sgi and UE replaces MS.

-
DNN replaces APN.

-
Detailed information needed for 5G compared to 3GPP TS 29.061 [5] is described below.

Table 11.3-1: Additional information needed for 5G compared to the RADIUS attributes defined in 3GPP TS 29.061 [5]

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement
	Applicable message

	79
	EAP-Message
	This attribute encapsulates EAP message (as defined in IETF RFC 3748 [6]) exchanged between the SMF and DN-AAA, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE
	Access-Request,

Access-Accept,

Access-Challenge,

Access-Reject,

CoA-Request,

CoA-ACK,

Disconnect-Request,

Disconnect-ACK

	80
	Message-Authenticator
	This attribute includes the message authenticator, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE
	Access-Request,

Access-Accept,

Access-Challenge,

Access-Reject,

CoA-Request,

CoA-ACK,

CoA-NAK

Disconnect-Request,

Disconnect-ACK,

Disconnect-NAK

	NOTE:
Shall be present if EAP is used.


Table 11.3-2: Different information needed for 5G compared to the RADIUS VSA defined in subclause 16.4.7 of 3GPP TS 29.061 [5]

	Sub-attr #
	Sub-attribute Name
	Differences

	1
	3GPP-IMSI
	Re-used.

	2
	3GPP-Charging-Id
	Re-used.

	3
	3GPP-PDP-Type
	Re-used. For SMF, this sub-attribute represents PDU session type and only the values "0", "2", "3", "5" and "6" are applicable.

	4
	3GPP-CG-Address
	Re-used.

	5
	3GPP-GPRS-Negotiated-QoS-Profile
	Re-used. For SMF, it uses the format for Release indicator value "15" as defined in 3GPP TS 29.061 [5].

	6
	3GPP-SGSN-Address
	Re-used. It includes AMF IPv4 address.

	7
	3GPP-GGSN-Address
	Re-used. It includes (home) SMF control plane IPv4 address.

	8
	3GPP-IMSI-MCC-MNC
	Re-used.

	9
	3GPP-GGSN-MCC-MNC
	Re-used. MCC and MNC of the network the (home) SMF belongs to.

	10
	3GPP-NSAPI
	Re-used. It identifies QFI with value range 0-255.

	11
	3GPP-Session-Stop-Indicator
	Re-used.

	12
	3GPP-Selection-Mode
	Re-used. SMF maps the selection mode value from the enumeration value of DnnSelectionMode in 3GPP TS 29.502 [40].

	13
	3GPP-Charging-Characteristics
	Re-used.

	14
	3GPP-CG-Ipv6-Address
	Re-used.

	15
	3GPP-SGSN-Ipv6-Address
	Re-used. It includes AMF IPv6 address.

	16
	3GPP-GGSN-Ipv6-Address
	Re-used. It includes (home) SMF control plane IPv6 address.

	17
	3GPP-Ipv6-DNS-Servers
	Re-used.

	18
	3GPP-SGSN-MCC-MNC
	Re-used. MCC and MNC of the network the AMF belongs to

	19
	3GPP-Teardown-Indicator
	Re-used.

	20
	3GPP-IMEISV
	Re-used.

	21
	3GPP-RAT-Type
	Re-used. For SMF, it uses the sub-attribute definition for P-GW and only the values "3", "7" and "51" are applicable.

	22
	3GPP-User-Location-Info
	Re-used. For SMF, only the values "128", "129", "130", "135" and "136" of Geographic Location Type are applicable.

	23
	3GPP-MS-TimeZone
	Re-used.

	24
	3GPP-CAMEL-Charging-Info
	Not applicable.

	25
	3GPP-Packet-Filter
	Re-used.

	26
	3GPP-Negotiated-DSCP
	Re-used.

	27
	3GPP-Allocate-IP-Type
	Re-used.

	28
	External-Identifier
	Re-used.

	29
	TWAN-Identifier
	Not applicable.

	30
	3GPP-User-Location-Info-Time
	Re-used.

	31
	3GPP-Secondary-RAT-Usage
	Not applicable.

	110
	3GPP-Notification
	Added.

	111
	3GPP-UE-MAC-Address
	Added.

	112
	3GPP-Authorization-Reference
	Added.

	113
	3GPP-Policy-Reference
	Added.

	114
	3GPP-Session-AMBR
	Added. (NOTE x)

	115
	3GPP-NAI
	Added.

	116
	3GPP-Session-AMBR-v2
	Added. (NOTE x)

	NOTE 1:
5G specific RADIUS VSAs are numbered from 110.
NOTE x:
VSA 3GPP-Session-AMBR-v2 supersedes VSA 3GPP-Session-AMBR. The DN-AAA shall send both VSAs to keep backward compatibility.


110 – 3GPP-Notification
	
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	
	2
	1

	1
	
	3GPP type = 110

	2
	
	3GPP Length= 3

	3
	
	Spare
	ACC
	AUTH


3GPP Type: 110
Length: 3

Octet 3 is Octet String type.

For bit 1 AUTH,

-
if the value of AUTH is set to "1", and there is IPv4 address and/or IPv6 prefix change (not allocated/de-allocated by the DN-AAA itself) and the PDU session is not terminated, the SMF shall send Access-Request message to the DN-AAA with  GPSI in Calling-Station-Id or External-Identifier attribute and IP address in:

1)
Framed-IP-Address and Framed-Ipv6-Prefix, if both IPv4 address and IPv6 prefix(es) exist for the PDU session; or

2)
Framed-IP-Address, if only IPv4 address exists for the PDU session; or

3)
Framed-Ipv6-Prefix, if only IPv6 prefix(es) exists for the PDU session.

For Ethernet PDU session, if there is UE MAC address change, the SMF shall send Access-Request message to the DN-AAA with GPSI in Calling-Station-Id or External-Identifier attribute and the complete list of used UE MAC addresses in the 3GPP-UE-MAC-Address attribute.

-
if the value is set to "0", the SMF may notify authentication DN-AAA with the UE address and GPSI based on local configuration.

For bit 2 ACC,

-
if the value is set to "1", and there is IPv4 address and/or IPv6 prefix change (not allocated/de-allocated by the DN-AAA itself) and the PDU session is not terminated, the SMF shall send Accounting-Request Interim-Update message to the DN-AAA with  GPSI in Calling-Station-Id or External-Identifier attribute and IP address in:

1)
Framed-IP-Address and Framed-Ipv6-Prefix, if both IPv4 address and IPv6 prefix(es) exist for the PDU session; or

2)
Framed-IP-Address, if only IPv4 address exists for the PDU session; or

3)
Framed-Ipv6-Prefix, if only IPv6 prefix(es) exists for the PDU session.

For Ethernet PDU session, if there is UE MAC address change, the SMF shall send Accounting-Request Interim-Update message to the DN-AAA with GPSI in Calling-Station-Id or External-Identifier attribute and the complete list of used UE MAC addresses in the 3GPP-UE-MAC-Address attribute.

-
if the value is set to "0", the SMF may notify accounting DN-AAA with the UE address and GPSI based on local configuration.

111 – 3GPP-UE-MAC-Address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 111

	2
	
	3GPP Length= 8

	3-10
	
	MAC Address (octet string)


3GPP Type: 111

Length: 8

It is sent from the DN-AAA to authorize UE MAC addresses. Multiple 3GPP-MAC-Address sub-attributes (maximum 16) may be sent in one RADIUS CoA or Access-Accept message. The DN-AAA shall always provide the full list of allowed MAC addresses, and SMF shall replace the existing list with the newly received one. When omitted, there is no restriction and all UE MAC addresses are permitted for the Ethernet PDU session. 
When sending from the SMF to the DN-AAA, it indicates UE MAC addresses in use. Multiple 3GPP-MAC-Address sub-attributes may be sent in one RADIUS Access-Request or Accounting-Request Interim-Update message.

MAC address is Octet String type.
112 – 3GPP-Authorization-Reference
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 112

	2
	
	3GPP Length= m

	3-m
	
	Authorization Data Reference (octet string)


3GPP Type: 112
Length:  m

Authoriztion Data Reference: Octet String. It is sent from the DN-AAA to refer to the local authorization data in the SMF. 

113 – 3GPP-Policy-Reference
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 113

	2
	
	3GPP Length= m

	3-m
	
	Policy Data Reference (octet string)


3GPP Type: 113
Length:  m

Policy Data Reference: Octet String. It is sent from the DN-AAA and used by the SMF to retrieve the SM or QoS policy data from the PCF. 

114 – 3GPP-Session-AMBR
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 114

	2
	
	3GPP Length= m

	3-m
	
	Session AMBR (octet string)


3GPP Type: 114
Length:  m
Session AMBR: Octet String. It is sent from the DN-AAA to authorize the PDU Session AMBR. The encoding is defined as BitRate in 3GPP TS 29.571 [39].
NOTE:
VSA 3GPP-Session-AMBR-v2 supersedes this VSA.
115 – 3GPP-NAI
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 115

	2
	
	3GPP Length= m

	3-m
	
	NAI (octet string)


3GPP Type: 115
Length: m

NAI: Octet String. It shall be formatted according to subclause 14.3 of 3GPP TS 23.003 [28] that describes an NAI.
116 – 3GPP-Session-AMBR-v2
	
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	
	2
	1

	1
	
	3GPP type = 116

	2
	
	3GPP Length= m

	3
	
	Spare
	DL
	UL

	4-5
	
	UL Session-AMBR length (octet string)

	6-m
	
	UL Session-AMBR (octet string)

	(m+1)-(m+2)
	
	DL Session-AMBR length (octet string)

	(m+3)-n
	
	DL Session-AMBR (octet string)


3GPP Type: 116
Length:  m

Octet 3 is Octet String type.

Bit 1 UL and bit 2 DL indicate if the corresponding UL and DL Session-AMBR shall be present in a respective field or not. If one of these bits is set to "0", the corresponding field shall not be present at all.
UL/DL Session AMBR: Octet String. It is sent from the DN-AAA to authorize the PDU Session AMBR. The encoding is defined as BitRate in 3GPP TS 29.571 [39].
NOTE:
This VSA supersedes VSA 3GPP-Session-AMBR.
RADIUS attributes related to the DN-AAA initiated re-authorization and authentication challenge are described in the following subclauses.

*** Next Change ***
12.4
N6 re-used AVPs

Table 12.4-1 lists the Diameter AVPs re-used by the N6 reference point from existing Diameter Applications, reference to the respective specifications and a short description of the usage within the N6 reference point.

Table 12.4-1: N6 re-used Diameter AVPs

	Attribute Name
	AVP Code
	Section defined
	Value Type (NOTE 2)
	AVP Flag rules
(NOTE 1)
	May Encr.

	
	
	
	
	Must
	May
	Should not
	Must not
	

	3GPP-IMSI
	1
	3GPP TS 29.061 [5] (NOTE 3)
	UTF8String
	V
	P
	
	M
	Y

	3GPP-Charging-Id
	2
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-PDP-Type
	3
	3GPP TS 29.061 [5] (NOTE 3)
	Enumerated
	V
	P
	
	M
	Y

	3GPP-CG-Address
	4
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-GPRS-Negotiated-QoS-Profile
	5
	3GPP TS 29.061 [5] (NOTE 3)
	UTF8String
	V
	P
	
	M
	Y

	3GPP-SGSN-Address
	6
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-GGSN-Address
	7
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-IMSI-MCC-MNC
	8
	3GPP TS 29.061 [5] (NOTE 3)
	UTF8String
	V
	P
	
	M
	Y

	3GPP-GGSN-MCC-MNC
	9
	3GPP TS 29.061 [5] (NOTE 3)
	UTF8String
	V
	P
	
	M
	Y

	3GPP-NSAPI
	10
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-Selection-Mode
	12
	3GPP TS 29.061 [5] (NOTE 3)
	UTF8String
	V
	P
	
	M
	Y

	3GPP-Charging-Characteristics
	13
	3GPP TS 29.061 [5] (NOTE 3)
	UTF8String
	V
	P
	
	M
	Y

	3GPP-CG-Ipv6-Address
	14
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-SGSN-Ipv6-Address
	15
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-GGSN-Ipv6-Address
	16
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-Ipv6-DNS-Servers
	17
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-SGSN-MCC-MNC
	18
	3GPP TS 29.061 [5] (NOTE 3)
	UTF8String
	V
	P
	
	M
	Y

	3GPP-IMEISV
	20
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-RAT-Type
	21
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-User-Location-Info
	22
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-MS-TimeZone
	23
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-Packet-Filter
	25
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-Negotiated-DSCP
	26
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-Allocate-IP-Type
	27
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	External-Identifier
	28
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-User-Location-Info-Time
	30
	3GPP TS 29.061 [5] (NOTE 3)
	OctetString
	V
	P
	
	M
	Y

	3GPP-Notification
	110
	11.3.1
	OctetString
	V
	P
	
	M
	Y

	3GPP-UE-MAC-Address
	111
	11.3.1
	OctetString
	V
	P
	
	M
	Y

	3GPP-Authorization-Reference
	112
	11.3.1
	OctetString
	V
	P
	
	M
	Y

	3GPP-Policy-Reference
	113
	11.3.1
	OctetString
	V
	P
	
	M
	Y

	3GPP-Session-AMBR
	114
	11.3.1
(NOTE x)
	OctetString
	V
	P
	
	M
	Y

	3GPP-NAI
	115
	11.3.1
	OctetString
	V
	P
	
	M
	Y

	3GPP-Session-AMBR-v2
	116
	11.3.1
(NOTE x)
	OctetString
	V
	P
	
	M
	Y

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [24].

NOTE 2:
The value types are defined in IETF RFC 6733 [24].

NOTE 3:
The use of Radius VSA as a Diameter vendor AVP is described in Diameter NASREQ (IETF RFC 7155 [23]) and the P flag may be set.
NOTE x:
VSA 3GPP-Session-AMBR-v2 supersedes VSA 3GPP-Session-AMBR. The DN-AAA shall send both VSAs to keep backward compatibility.


NOTE 1:
Attribute 3GPP-CAMEL-Charging-Info (24), TWAN-Identifier (29) and 3GPP-Secondary-RAT-Usage (31) are not applicable for 5G in the present specification.

NOTE 2:
Table 11.3-2 lists the differences between the RADIUS VSAs used in 5G and the VSAs defined in subclause 16.4.7 of 3GPP TS 29.061 [5].
*** Next Change ***
12.6.3
DEA Command

The DEA command, defined in IETF RFC 4072 [25], is indicated by the Command-Code field set to 268 and the 'R' bit cleared in the Command Flags field. It is sent by the DN-AAA server to the SMF in response to the DER command.

The relevant AVPs that are of use for the N6 interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for N6 purposes and should be ignored by the receiver or processed according to the relevant specifications.

The bold marked AVPs in the message format indicate new optional AVPs for N6, or modified existing AVPs.

Message Format:

<Diameter-EAP-Answer> ::= < Diameter Header: 268, PXY >

                     
< Session-Id >

                     
{ Auth-Application-Id }

                     
{ Auth-Request-Type }

                     
{ Result-Code }

                     
{ Origin-Host }

                     
{ Origin-Realm }

                      
[ User-Name ]

                     
[ EAP-Payload ]

                      
[ EAP-Reissued-Payload ]

                      
[ EAP-Master-Session-Key ]

                      
[ EAP-Key-Name ]

                     
[ Multi-Round-Time-Out ]

                     
[ Accounting-EAP-Auth-Method ]

                      
[ Service-Type ]

                      *
[ Class ]

                     
[ Acct-Interim-Interval ]

                     
[ Error-Message ]

                     
[ Error-Reporting-Host ]

                      
[ Failed-AVP ]

                     
[ Idle-Timeout ]

                     
[ Authorization-Lifetime ]

                     
[ Auth-Grace-Period ]

                     
[ Auth-Session-State ]

                     
[ Re-Auth-Request-Type ]

                     
[ Session-Timeout ]

                      *
[ Reply-Message ]

                     
[ Origin-State-Id ]

                      *
[ Filter-Id ]

                     
[ Port-Limit ]

                     
[ Callback-Id ]

                     
[ Callback-Number ]

                      *
[ Framed-Compression ]

                     
[ Framed-Interface-Id ]

                     
[ Framed-IP-Address ]

                      *
[ Framed-Ipv6-Prefix ]

                     
[ Framed-Ipv6-Pool ]

                      *
[ Framed-Ipv6-Route ]
                      *
[ Delegated-Ipv6-Prefix ]
                    
[ Framed-IP-Netmask ]

                      *
[ Framed-Route ]

                     
[ Framed-Pool ]

                     
[ Framed-IPX-Network ]

                     
[ Framed-MTU ]

                     
[ Framed-Protocol ]

                     
[ Framed-Routing ]

                      *
[ NAS-Filter-Rule ]

                      *
[ QoS-Filter-Rule ]

                      *
[ Tunneling ]

                      *
[ Redirect-Host ]

                     
[ Redirect-Host-Usage ]

                     
[ Redirect-Max-Cache-Time ]

                      *
[ Proxy-Info ]

                      *
[ External-Identifier ]

                     
[ 3GPP-Ipv6-DNS-Servers ]

                        [ 3GPP-Notification ]
                   0*16 [ 3GPP-UE-MAC-Address ]
                        [ 3GPP-Authorization-Reference ]
                        [ 3GPP-Policy-Reference ]
                        [ 3GPP-Session-AMBR ]
                        [ 3GPP-Session-AMBR-v2 ]
                      *
[ AVP ]
*** Next Change ***
12.6.4
RAR Command

The RAR command, defined in IETF RFC 7155 [23], is indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field. It is sent by the DN-AAA server to the SMF to initiate re-authorization service.

The relevant AVPs that are of use for the N6 interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for N6 purposes and should be ignored by the receiver or processed according to the relevant specifications.

The bold marked AVPs in the message format indicate new optional AVPs for N6, or modified existing AVPs.

Message Format:

<RA-Request> ::= < Diameter Header: 258, REQ, PXY >

                     
< Session-Id >

                     
{ Origin-Host }

                     
{ Origin-Realm }

                     
{ Destination-Realm }

                     
[ Destination-Host ]

                     
{ Auth-Application-Id }

                     
{ Re-Auth-Request-Type }

                      
[ User-Name ]

                     
[ Origin-State-Id ]

                      
[ NAS-Port ]
                      
[ NAS-Port-Id ]
                      
[ NAS-Port-Type ]
                      
[ Service-Type ]
                      
[ Framed-IP-Address ]

                     
[ Framed-Ipv6-Prefix ] 

                      
[ Framed-Interface-Id ]

                      
[ Called-Station-Id ]

                      
[ Calling-Station-Id ]
                      
[ Originating-Line-Info ]
                      
[ Acct-Session-Id ]

                      *
[ Class ]
                      
[ Reply-Message ]

                      *
[ Proxy-Info ]

                      *
[ Route-Record ]
                   0*16 [ 3GPP-UE-MAC-Address ]
                        [ 3GPP-Authorization-Reference ]
                        [ 3GPP-Policy-Reference ]
                        [ 3GPP-Session-AMBR ]
                        [ 3GPP-Session-AMBR-v2 ]
                      *
[ AVP ]
*** End of Changes ***

