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1. Overall Description:

CT3 thanks CT4 for the LS on NAS Cause Mapping specification for review and for asking for feedback on the proposed mapping in the TS 29.524.
CT3 has reviewed TS 29.524 V15.1.0 and has the following comment/question:

A.
Mapping between 5GC interfaces causes and 5GMM Cause Codes by AMF
TS 29.524 specifies the mapping performed by the AMF between HTTP responses (Status Codes and Protocol or Application Errors) returned by 5GC NFs to the AMF and 5GMM Cause values sent to UEs.

CT3 has been already discussed a mapping between the Npcf services causes on N15 and has been concluded that for the Npcf_AMPolicyControl service (described in TS 29.507) and the Npcf_UEPolicyControl service (described in TS 29.525) there are no message interactions between NAS and those services where error messages would directly be forwarded and thus such a mapping is not required.
Clause 4.1 of TS 29.524 also specifies 5G NF service for which no mapping is required.
Comment:
Since the Npcf_UEPolicyControl or Npcf_AMPolicyControl services are not included in the list of services for which such mapping is not required, CT3 would recommend update of TS 29.524 to clearly state state that mapping for these services is not required.

B.
Mapping between Npcf service causes on N7 and 5GSM causes
Table 5.2.2.2-1 does not specify mapping for a "403 Forbidden" HTTP response containing the application error "POLICY_CONTEXT_DENIED" (see clause 5.7.3 in TS 29.512, Npcf_SMPolicyControl).
TS 29.512 clause 4.2.2.2 states:
"If the PCF, based on local configuration and/or operator policies, denies the creation of the Individual SM Policy resource, the PCF may reject the request and include in an HTTP "403 Forbidden" response message the "cause" attribute of the ProblemDetails data structure set to "POLICY_CONTEXT_DENIED". Based on configured failure action, the SMF at reception of this error code may reject the PDU session establishment or allow the PDU session establishment applying local policies."
Therefore, depending on SMF configuration, this application failure could be mapped to a NAS SM Cause.
CT3 would also recommend that this conditional behaviour should be mentioned in the corresponding mapping table.

The error POLICY_CONTEXT_DENIED is returned by the PCF to the SMF when the UE attempt to connect to a DN (identified by a DNN and a slice) is not authorized due to network operator policies. The UE is a legal UE, authenticated by the PLMN, with service policies defined (known/valid in the policy system). Examples could be the PCF monitored the usage of the UE, detected a misbehavior, and applied the operator configured policy to reject the connection attempt or simply, access to a DN is allowed for a UE only when in certain UE locations.
Any subsequent UE attempt to connect to the DN would be rejected until the rejection policy stops applying.

The user trying to access to the DN might be receiving something like "access denied" as feedback to the connectivity attempt.

The understanding is that the external DN-AAA server is using Cause #29 for situations as the one above, where DN-AAA authorization policies would be revoking the access to the DN to legal, DN-AAA authenticated users. Subsequent UE attempts are rejected until the DN-AAA revocation policy stops applying.

In both cases (PCF and DN-AAA) the reason for the rejection is not unspecified, nor a network failure, but a well-known configured policy.
Based on the above it is CT3's understanding that Cause #29 "User authentication or authorization failed" would be the appropriate Cause to be used.
Question #1: Is there a more appropriate 5GSM Cause taking into consideration that any subsequent UE attempt to connect to the DN would be rejected until the rejection policy stops applying?
2. Actions:

To CT1 group and CT4 group.

ACTION: 
CT3 kindly asks CT1 to answer Question #1 described above.

To CT4 group.

ACTION: 
CT3 kindly asks CT4 to consider update of TS 29.524 to clearly state state that mapping for the Npcf_AMPolicyControl and Npcf_UEPolicyControl services is not required and to consider update of table 5.2.2.2-1 to include mapping for a "403 Forbidden" HTTP response containing the application error "POLICY_CONTEXT_DENIED". 
3. Date of Next CT3 Meetings:
CT3 Meeting #103
13th May – 17th May 2019
Reno,US

CT3 Meeting #105
26th August – 30th August 2019
Wroclaw,Poland

