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1. Overall Description:

3GPP CT4 thanks GSMA RIFS for their LS on GTP Recovery Counter & GSN node behaviour. 
Restart counters are used on GTP-C interfaces in the GPRS Core and EPC in several restoration procedures specified in TS 23.007. Restoration procedures are an important functionality of the GPRS core and EPC to avoid end users' service disruptions when failures occur in the network. 

Annex B of 3GPP TS 33.210 specifies the security requirements for the protection of GTP-C control signalling, where it is specified (among others) that: 
GTP-C is used for traffic that that is sensitive in various ways including traffic that is:

-
critical with respect to both the internal integrity and consistency of the network;

-
essential in order to provide the user with the required services;

-
crucial in order to protect the user data in the access network and that might compromise the security of the user data should it be revealed.

Amongst the data that clearly can be considered sensitive are the mobility management messages, the authentication data and MM context data. Therefore, it is necessary to apply security protection to GTP signalling messages (GTP-C).
IPSec ESP shall be used with both encryption and integrity protection for all GTP-C messages traversing inter-security domain boundaries.

3GPP CT4 does not intend to change the requirements specified in 3GPP TS 23.007. 
2. Actions:

To GSMA RIFS group.

ACTION: 
3GPP CT4 kindly asks GSMA RIFS group to take the above information into account.
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