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*** 1st Change ***

2
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*** 2nd Change ***

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in  TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in  TR 21.905 [1].

AF
Application Function
API
Application Programming Interface

DNN
Data Network Name
ePDG
evolved Packet Data Gateway

GPSI
Generic Public Subscription Identifier
HTTP
Hypertext Transfer Protocol

NEF
Network Exposure Function
NF
Network Function

NRF
Network Repository Function

PCF
Policy Control Function

RFSP
RAT Frequency Selection Priority

S-NSSAI
Single Network Slice Selection Assistance Information

SUPI
Subscription Permanent Identifier
URSP
UE Route Selection Policy
*** 3rd Change ***

4.2.4.2
Notification about subscribed events

Figure 4.2.4.2-1 illustrates the notification about subscribed events.
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Figure 4.2.4.2-1: Notification about subscribed events

If the PCF observes policy control related event(s) for which an NF service consumer has subscribed to, the PCF shall send an HTTP POST request as shown in figure 4.2.4.2-1, step 1, with the "{notifUri}" as request URI with the value previously provided by the NF service consumer within the corresponding subscription, and the "PcEventExposureNotif" data structure.

The "PcEventExposureNotif" data structure shall include:

-
Notification correlation ID provided by the NF service consumer during the subscription as "notifId" attribute; and

-
information about the observed event(s) within the "eventNotifs" attribute that shall contain for each observed event an "PcEventNotification" data structure that shall include:

1.
the Policy Control event as "event" attribute;
2.
for an access type change:

a)
new access type as "accType" attribute;
b)
the new RAT type as "ratType" attribute, if applicable for the notified access type; and
c)
for EPC inteworking scenarios, the ePDG address as "anGwAddr" attribute, if applicable for the notified access type; 
3.
for a PLMN change:

a)
new PLMN as "plmnId" attribute; 

4.
the identity of the affected UE in the "supi" attribute and, if available, in the "gpsi" attribute;

5.
the time at which the event was observed encoded as "timeStamp" attribute;

6.
if available, and if the feature "ExtendedSessionInformation" is supported, information about the PDU session involved in the reported event in the "pduSessInfo" attribute, that shall include: 

a)
the S-NSSAI of the PDU session in the "snssai" attribute;

b)
the DNN of the PDU session in the "dnn" attribute; and

c)
the IPv4 address IPv6 prefix in the "ueIpv4" attribute and/or the IPv6 prefix in the "ueIpv6" attribute, or the Ethernet MAC address in the "ueMac" attribute; and

if the IPv4 address is included in the "ueIpv4" attribute, may include the IP domain in the "ipDomain" attribute;
7.
if available, and if the feature "ExtendedSessionInformation" is supported, information about the services involved in the reported event in the indicated PDU session in the "repServices" attribute, which may include per identified service: 

a)
a list of Ethernet flows in the "ethFlowNums" attribute; or

b)
a list of IP flows in the "ipFlowNums" attribute; and/or

c)
an AF application identifier in the "afAppId" attribute.
If the NF service consumer cannot successfully fulfil the received HTTP POST request due to the internal error or due to the error in the HTTP POST request, the NF service consumer shall send the HTTP error response as specified in subclause 5.7.

Upon successful reception of the HTTP POST request with "{notifUri}" as request URI and a "PcEventExposureNotif" data structure as request body, the NF service consumer shall send a "204 No Content" HTTP response, as shown in figure 4.2.4.2-1, step 2, for a successful processing.
*** 4th Change ***

5.6.1
General

This subclause specifies the application data model supported by the API.

Table 5.6.1-1 specifies the data types defined for the Npcf_EventExposure service based interface protocol.

Table 5.6.1-1: Npcf_EventExposure specific Data Types

	Data type
	Section defined
	Description
	Applicability

	EthernetFlowInfo
	5.6.2.6
	Identification of an UL/DL ethernet flow.
	ExtendedSessionInformation

	IpFlowInfo
	5.6.2.7
	Identification of an UL/DL IP flow.
	ExtendedSessionInformation

	PcEvent
	5.6.3.3
	Policy Control Events.
	

	PcEventExposureSubsc
	5.6.2.2
	Represents an Individual Policy Events Subscription resource.
	

	PcEventExposureNotif
	5.6.2.3
	Describes notifications about Policy Control events that occurred in an Individual Policy Events Subscription resource.
	

	PcEventNotification
	5.6.2.8
	Represents the information reported for a Policy Control event.
	

	PduSessionInformation
	5.6.2.9
	Represents PDU session identification information.
	ExtendedSessionInformation

	ReportingInformation
	5.6.2.4
	Represents the type of reporting the subscription requires.
	

	ServiceIdentification
	5.6.2.5
	Identification of the service to which the subscription applies.
	ExtendedSessionInformation


Table 5.6.1-2 specifies data types re-used by the Npcf_EventExposure service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Npcf_EventExposure service based interface.

Table 5.6.1-2: Npcf_EventExposure re-used Data Types

	Data type
	Reference
	Comments
	Applicability

	AccessType
	3GPP TS 29.571 [14]
	Access Type.
	

	AfAppId
	3GPP TS 29.514 [12]
	AF application Identifier.
	ExtendedSessionInformation

	AnGwAddress
	3GPP TS 29.514 [12]
	Carries the control plane address of the EPC untrusted non-3GPP access network gateway.
	

	DateTime
	3GPP TS 29.571 [14]
	Time stamp.
	

	Dnn
	3GPP TS 29.571 [14]
	Identifies a DNN.
	

	DurationSec
	3GPP TS 29.571 [14]
	Seconds of duration.
	

	EthFlowDescription
	3GPP TS 29.514 [12]
	Identifies an ethernet flow description.
	ExtendedSessionInformation

	FlowDescription
	3GPP TS 29.514 [12]
	Identifies an IP flow description.
	ExtendedSessionInformation

	Gpsi
	GPP TS 29.571 [14]
	Generic Public Subscription Identifier.
	

	GroupId
	3GPP TS 29.571 [14]
	Identifies a group of UEs.
	

	MacAddr48
	3GPP TS 29.571 [14]
	Mac Address of the UE.
	ExtendedSessionInformation

	NotificationMethod
	3GPP TS 29.508 [15]
	Represents the Notification Method.
	

	PlmnId
	3GPP TS 29.571 [14]
	PLMN Identifier.
	

	RatType
	3GPP TS 29.571 [14]
	RAT Type.
	

	Snssai
	3GPP TS 29.571 [14]
	Identifies a S-NSSA.I
	

	Supi
	3GPP TS 29.571 [14]
	Identifies the SUPI of the UE.
	

	SupportedFeatures
	3GPP TS 29.571 [14]
	Used to negotiate the applicability of the optional features defined in subclause 5.8.
	

	Uinteger
	3GPP TS 29.571 [14]
	Unsigned integer.
	

	NOTE: 
"AnGwAddress" data structure is only applicable to the 5GS and EPC/E-UTRAN interworking scenario as defined in 3GPP TS 29.512[9].


*** 5th Change ***

5.6.2.8
Type PcEventNotification

Table 5.6.2.8-1: Definition of type PcEventNotification

	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	event
	PcEvent
	M
	1..N
	Reported Policy Control event.
	

	accType
	AccessType
	C
	0..1
	Access Type. It shall be included when the reported PcEvent is "AC_TY_CH". 
	

	anGwAddr
	AnGwAddress
	O
	0..1
	ePDG address. It shall be included if applicable when the reported PcEvent is "AC_TY_CH".
	

	ratType
	RatType
	O
	0..1
	RAT Type. It shall be included if applicable when the reported PcEvent is "AC_TY_CH".
	

	plmnId
	PlmnId
	C
	0..1
	PLMN Identifier. It shall be included when the reported PcEvent is "PLMN_CH".
	

	supi
	Supi
	C
	0..1
	SUPI of the UE. It shall be present if available.
	

	gpsi
	Gpsi
	O
	0..1
	Gpsi shall contain either an External Id or an MSISDN.
	

	timeStamp
	DateTime
	M
	1
	Time at which the event is observed.
	

	pduSessInfo
	PduSessionInformation
	O
	0..1
	Represents PDU session information related to the observed event.
	Extended Session Information

	repServices
	ServiceIdentification
	O
	0..1
	Represents service information related to the observed event.
	Extended Session Information


*** 6th Change ***

A.2
Npcf_EventExposure API
openapi: 3.0.0

info:

  description: Policy Control Event Exposure Service API

  version: "1.0.1"

  title: Npcf_EventExposure

externalDocs:

  description: 3GPP TS 29.523 V15.0.0; 5G System; Policy Control Event Exposure Service; Stage 3.

  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.523/

servers:

  - url: '{apiRoot}/npcf-eventexposure/v1'

    variables:

      apiRoot:

        default: https://example.com

        description: apiRoot as defined in subclause 4.4 of 3GPP TS 29.501

security:

  - {}

  - oAuth2ClientCredentials:

    - npcf-eventexposure

paths:

  /subscriptions:

    post:

      summary: Creates a new Individual Policy Control Events Subscription resource

      operationId: PostPcEventExposureSubsc
      tags:

        - Policy Control Events Subscription (Collection)

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/PcEventExposureSubsc'

      responses:

        '201':

          description: Success

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/PcEventExposureSubsc'

          headers:

            Location:

              description: 'Contains the URI of the created individual policy control events subscription resource, according to the structure: {apiRoot}/npcf-eventexposure/v1/subscriptions/{subscriptionId}'

              required: true

              schema:

                type: string

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29571_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '411':

          $ref: 'TS29571_CommonData.yaml#/components/responses/411'

        '413':

          $ref: 'TS29571_CommonData.yaml#/components/responses/413'

        '415':

          $ref: 'TS29571_CommonData.yaml#/components/responses/415'

        '429':

          $ref: 'TS29571_CommonData.yaml#/components/responses/429'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

      callbacks:

        PcEventNotification:

          '{$request.body#/notifUri}': 

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/PcEventExposureNotif'

              responses:

                '204':

                  description: No Content, Notification was succesfull

                '400':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'

                '401':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'

                '403':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'

                '404':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'

                '411':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'

                '413':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'

                '415':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'

                '429':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'

                '500':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'

                '503':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'

                default:

                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /subscriptions/{subscriptionId}:

    get:

      summary: "Reads an existing Individual Policy Control Events Subscription"

      operationId: GetPcEventExposureSubsc
      tags:

        - Individual Policy Control Events Subscription (Document)
      parameters:

        - name: subscriptionId

          in: path

          description: Policy Control Event Subscription ID

          required: true

          schema:

            type: string

      responses:

        '200':

          description: OK. Resource representation is returned

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/PcEventExposureSubsc'

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29571_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '406':

          $ref: 'TS29571_CommonData.yaml#/components/responses/406'

        '429':

          $ref: 'TS29571_CommonData.yaml#/components/responses/429'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    put:

      summary: "Modifies an existing Individual Policy Control Events Subscription "

      operationId: PutPcEventExposureSubsc
      tags:

        - Individual Policy Control Events Subscription (Document)
      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/PcEventExposureSubsc'

      parameters:

        - name: subscriptionId

          in: path

          description: Policy Control Event Subscription ID

          required: true

          schema:

            type: string

      responses:

        '200':

          description: OK. Resource was succesfully modified and representation is returned

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/PcEventExposureSubsc'

        '204':

          description: No Content. Resource was succesfully modified

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29571_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '411':

          $ref: 'TS29571_CommonData.yaml#/components/responses/411'

        '413':

          $ref: 'TS29571_CommonData.yaml#/components/responses/413'

        '415':

          $ref: 'TS29571_CommonData.yaml#/components/responses/415'

        '429':

          $ref: 'TS29571_CommonData.yaml#/components/responses/429'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    delete:

      summary: "Cancels an existing Individual Policy Control Events Subscription "

      operationId: DeletePcEventExposureSubsc
      tags:

        - Individual Policy Control Events Subscription (Document)
      parameters:

        - name: subscriptionId

          in: path

          description: Policy Control Event Subscription ID

          required: true

          schema:

            type: string

      responses:

        '204':

          description: No Content. Resource was succesfully deleted

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29571_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '429':

          $ref: 'TS29571_CommonData.yaml#/components/responses/429'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows:

        clientCredentials:

          tokenUrl: '{nrfApiRoot}/oauth2/token'

          scopes:

            npcf-eventexposure: Access to the Npcf_EventExposure API.

  schemas:

    PcEventExposureNotif:

      type: object

      properties:

        notifId:

          type: string

        eventNotifs:

          type: array

          items:

            $ref: '#/components/schemas/PcEventNotification'

          minItems: 1

      required:

        - notifId

        - eventNotifs

    PcEventExposureSubsc:

      type: object

      properties:

        eventSubs:

          type: array

          items:

            $ref: '#/components/schemas/PcEvent'

          minItems: 1

        eventsRepInfo:

          $ref: '#/components/schemas/ReportingInformation'

        groupId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/GroupId'

        filterDnns:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'

          minItems: 1

        filterSnssais:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'

          minItems: 1

        filterServices:

          type: array

          items:

            $ref: '#/components/schemas/ServiceIdentification'

          minItems: 1

        notifUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        notifId:

          type: string

        suppFeat:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      required:

        - eventSubs

        - notifId

        - notifUri

    ReportingInformation:

      type: object

      properties:

        immRep: 

          type: boolean

        notifMethod:

          $ref: 'TS29508_Nsmf_EventExposure.yaml#/components/schemas/NotificationMethod'

        maxReportNbr:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'

        monDur:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'

        repPeriod:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'

    ServiceIdentification:

      type: object

      properties:

        servEthFlows:

          type: array

          items:

            $ref: '#/components/schemas/EthernetFlowInfo'

          minItems: 1

        servIpFlows:

          type: array

          items:

            $ref: '#/components/schemas/IpFlowInfo'

          minItems: 1

        afAppId:

          $ref: 'TS29514_Npcf_PolicyAuthorization.yaml#/components/schemas/AfAppId'

      # All conditions in allOf must be met

      allOf:
        # First condition is that servEthFlows and servIpFlows are mutually exclusive
        - not:

            required: [servEthFlows, servIpFlows]
        # Second condition is that at least one the servEthFlows, servIpFlows and afAppId shall be present
        - anyOf:

          - required: [servEthFlows]
          - required: [servIpFlows]

          - required: [afAppId]

    EthernetFlowInfo:

      type: object

      properties:

        ethFlows: 

          type: array

          items:

            $ref: 'TS29514_Npcf_PolicyAuthorization.yaml#/components/schemas/EthFlowDescription'

          minItems: 1

          maxItems: 2

        flowNumber:

          type: integer

      required:

        - flowNumber

    IpFlowInfo:

      type: object

      properties:

        ipFlows:

          type: array

          items:

            $ref: 'TS29514_Npcf_PolicyAuthorization.yaml#/components/schemas/FlowDescription'

          minItems: 1

          maxItems: 2

        flowNumber:

          type: integer

      required:

        - flowNumber

    PcEventNotification:

      type: object

      properties:

        event:

          $ref: '#/components/schemas/PcEvent'

        accType:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/AccessType'

        anGwAddr:

          $ref: 'TS29514_Npcf_PolicyAuthorization.yaml#/components/schemas/AnGwAddress'

        ratType: 

          $ref: 'TS29571_CommonData.yaml#/components/schemas/RatType'

        plmnId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

        supi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        gpsi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        timeStamp:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'

        pduSessionInfo:

          $ref: '#/components/schemas/PduSessionInformation'

        repServices:

          $ref: '#/components/schemas/ServiceIdentification'

      required:

        - event

        - timeStamp

    PduSessionInformation:

      type: object

      properties:

        snssai:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'

        dnn:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'

        ueIpv4:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'

        ueIpv6:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'

        ipDomain:

          type: string

        ueMac:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/MacAddr48'

      required:

        - snssai

        - dnn

      oneOf:

        - required: [ueMac]
        - anyOf:

          - required: [ueIpv4]

          - required: [ueIpv6]

# Simple data types and Enumerations

    PcEvent:

      anyOf:

      - type: string

        enum:

          - AC_TY_CH

          - PLMN_CH

      - type: string

*** End of Changes ***
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