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*** 1st Change ***

5.2.2.2.2
API invoker discovering service API using Discover_Service_API service operation

To discover service APIs available at the CAPIF core function, the API invoker shall send an HTTP GET message with the API invoker Identifier and query parameters to the CAPIF core function (see details of the resource representation structure in subclause 8.1.2.1 and details of the GET message in subclause 8.1.2.2.3.1). 

Upon receiving the above described HTTP GET message, the CAPIF core function shall:

1.
verify the identity of the API invoker and check if the API invoker is authorized to discover the service APIs;

2.
if the API invoker is authorized to discover the service APIs, the CAPIF core function shall:

a.
search the CAPIF core function (API registry) for APIs matching the query criteria;

b.
apply the discovery policy, if any, on the search results and filter the search results;

c.
return the filtered search results in the response message. 

*** 2nd Change ***

5.3.2.2.2
API publishing function publishing service APIs on CAPIF core function using Publish_Service_API service operation
To publish service APIs at the CAPIF core function, the API publishing function shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include API publishing function Identifier and API Information (see details of the resource representation structure in subclause 8.2.2.1 and details of the POST message in subclause 8.2.2.2.3.1).

Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1.
verify the identity of the API publishing function and check if the API publishing function is authorized to publish service APIs;

2.
if the API publishing function is authorized to publish service APIs, the CAPIF core function shall:

a.
verify the API Information present in the HTTP POST message and add the service APIs in the CAPIF core function (API registry);
b.
create a new resource as defined in subclause 8.2.2.1;
c.
send a notification message with the updated service API, to all API Invokers that subscribed to the Service API Update event; and
d.
return the CAPIF Resource URI in the response message.

*** 3rd Change ***

5.3.2.3.2
API publishing function un-publishing service APIs from CAPIF core function using Unpublish_Service_API service operation

To un-publish service APIs from the CAPIF core function, the API publishing function shall send an HTTP DELETE message using the CAPIF Resource URI received during the publish operation to the CAPIF core function (see details of the resource representation structure in subclause 8.2.2.1 and details of the DELETE message in subclause 8.2.2.3.3.3).

Upon receiving the above described HTTP DELETE message, the CAPIF core function shall 

1.
verify the identity of the API publishing function and check if the API publishing function is authorized to un-publish service APIs;

2.
if the API publishing function is authorized to un-publish service APIs, the CAPIF core function shall:

a.
delete the resource pointed by the CAPIF Resource URI;

b.
delete the relevant service APIs from the CAPIF core function (API registry); and
c.
send a notification message with the deleted service API, to all API Invokers that subscribed to the Service API Update event.
*** 4th Change ***

5.4.2.2.2
Subscribing to CAPIF events using Subscribe_Event service operation

To subscribe to CAPIF events, the Subscriber shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include Subscriber's Identifier, Event Type and a Notification Destination URI (see details of the resource representation structure in subclause 8.3.2.1 and details of the POST message in subclause 8.3.2.2.3.1).
Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1.
verify the identity of the Subscriber and check if the Subscriber is authorized to subscribe to the CAPIF events mentioned in the HTTP POST message;

2.
if the Subscriber is authorized to subscribe to the CAPIF events, the CAPIF core function shall:

a.
create a new resource as defined in subclause 8.3.2.1; and

b.
return the CAPIF Resource URI in the response message. 

*** 5th Change ***

5.4.2.3.2
Unsubscribing from CAPIF events using Unsubscribe_Event service operation

To unsubscribe from CAPIF events, the Subscriber shall send an HTTP DELETE message to the resource representing the event in the CAPIF core function (see details of the resource representation structure in subclause 8.3.2.1 and details of the DELETE message in subclause 8.3.2.3.3.1).

Upon receiving the HTTP DELETE message, the CAPIF core function shall:

1.
verify the identity of the Unsubscribing functional entity and check if the Unsubscribing functional entity is authorized to Unsubscribe from the CAPIF event associated with the CAPIF Resource URI; and

2.
if the Unsubscribing functional entity is authorized to unsubscribe from the CAPIF events, the CAPIF core function shall delete the resource pointed by the CAPIF Resource URI. 
*** 6th Change ***

5.5.2.2.2
API invoker on-boarding itself as a recognized user of CAPIF using Onboard_API_Invoker service operation
To on-board itself as a recognized user of the CAPIF, the API invoker shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include API invoker Enrolment Details, API List and a Notification Destination URI for on-boarding notification (see details of the resource representation structure in subclause 8.4.2.1 and details of the POST message in subclause 8.4.2.2.3.1).
Upon receiving the above described HTTP POST message, the CAPIF core function shall check if it can determine authorization of the request and on-board the API invoker automatically. If the CAPIF core function:

1.
can determine authorization of the request and on-board the API invoker automatically, the CAPIF core function:
a.
shall process the API invoker Enrolment Details and the API List received in the HTTP POST message and determine if the request sent by the API invoker is authorized or not;

b.
if the API invoker's request is authorized, the CAPIF core function shall:

i.
create the API invoker Profile consisting of an API invoker Identifier, Authentication Information, Authorization Information and CAPIF Identity Information;

ii.
verify the API List present in the HTTP POST message and create a API List of APIs the API invoker is allowed to access;

iii.
create a new resource as defined in subclause 8.4.3;

iv.
return the API invoker Profile, API List of APIs the API invoker is allowed to access and the CAPIF Resource URI in the response message.

2.
cannot determine authorization of the request to on-board the API invoker automatically, the CAPIF core function:

a.
shall acknowledge the receipt of the on-boarding request to the API invoker.

b.
shall request the CAPIF administrator to validate the on-boarding request or the API management to validate the on-boarding request by sharing the API invoker Enrolment Details and the API List received in the HTTP POST message;

c.
on receiving confirmation of successful validation of the on-boarding request from the CAPIF administrator or the API management, the CAPIF core function shall:

i.
create the API invoker Profile consisting of an API invoker Identifier, Authentication Information, Authorization Information and CAPIF Identity Information;

ii.
create a new resource as defined in subclause 8.4.3;

iii.
deliver the API invoker Profile, API List of APIs the API invoker is allowed to access and the CAPIF Resource URI to the API invoker in a notification.

NOTE 1:
How the CAPIF core function determines that the CAPIF core function can process the request and on-board the API invoker automatically is out-of-scope of this specification.

NOTE 2:
How the CAPIF core function determines that the API invoker's request to on-board is authorized is specified in 3GPP TS 33.122 [16].

NOTE 3:
Interactions between the CAPIF core function and the CAPIF administrator or the API management is out-of-scope of this specification.

NOTE 4:
The onboarding credential received by the API invoker from the service provider as specified in 3GPP TS 33.122 [16] is included in the Authorization header field of the HTTP request message as described in IETF RFC 2617 [17].

NOTE 5:
After the onboarding operation is completed the API Invoker no longer needs to maintain the Notification Destination URI and may delete it.
*** 7th Change ***

5.5.2.3.2
API invoker off-boarding itself as a recognized user of CAPIF using Offboard_API_Invoker service operation
To off-board itself as a recognized user of the CAPIF, the API invoker shall send an HTTP DELETE message to its resource representation in the CAPIF core function (see details of the resource representation structure in subclause 8.4.2.1 and details of the DELETE message in subclause 8.4.2.3.3.1). 

Upon receiving the HTTP DELETE message, the CAPIF core function shall: 
1.
determine if the request sent by the API invoker is authorized or not;

2.
if the API invoker's request is authorized, the CAPIF core function shall:

a.
delete the resource representation pointed by the CAPIF Resource Identifier; and

b.
delete the related API invoker profile. 

*** 8th Change ***

5.6.2.2.2
Request service API security method from CAPIF using Obtain_Security_Method service operation

To negotiate and obtain service API security method information from the CAPIF core function, the API invoker shall send an HTTP PUT message to the CAPIF core function. The body of the HTTP PUT message shall include Security Method Request and a Notification Destination URI for security related notifications. The Security Method Request from the API invoker contains the unique interface details of the service APIs and may contain a preferred method for each unique service API interface (see details of the resource representation structure in subclause 8.5.2.1 and details of the PUT message in subclause 8.5.2.3.3.3).
Upon receiving the above described HTTP PUT message, the CAPIF core function shall:

1.
determine the security method for each service API interface as specified in 3GPP TS 33.122 [16]; 

2.
store the Notification Destination URI for security related notification;
3.
create a new resource as defined in subclause 8.4.3; and

4.
return the security method information and the CAPIF Resource URI in the response message.

*** 9th Change ***

5.8.2.2.2
Logging service API invocations using Log_API_Invocation service operation

To log service API invocations at the CAPIF core function, the API exposing function shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include API exposing function identity information and API invocation log information (see details of the resource representation structure in subclause 8.7.2.1 and details of the POST message in subclause 8.7.2.2.3.1).
Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1.
verify the identity of the API exposing function and check if the API exposing function is authorized to create service API invocation logs;

2.
if the API exposing function is authorized to create service API invocation logs, the CAPIF core function shall:

a.
process the API invocation log information received in the HTTP POST message and store the API invocation log information in the API repository;

b.
create a new resource as defined in subclause 8.7.3; and

c.
return the CAPIF Resource Identifier in the response message.

*** 10th Change ***

5.9.2.2.2
Query API invocation information logs using Query_Invocation_Logs service operation

To query service API invocation logs at the CAPIF core function, the API management function shall send an HTTP GET message with the API management function identity information and the log query to the CAPIF core function (see details of the resource representation structure in subclause 8.8.2.1 and details of the GET message in subclause 8.8.2.2.3.1).
Upon receiving the above described HTTP GET message, the CAPIF core function shall:

1.
verify the identity of the API management function and check if the API management function is authorized to query the service API invocation logs;

2.
if the API management function is authorized to query the service API invocation logs, the CAPIF core function shall:

a.
search the API invocation logs for logs matching the Log Query criteria; and

b.
return the search results in the response message.

*** 11th Change ***

5.10.2.2.2
API exposing function obtaining access control policy from the CAPIF core function using Obtain_Access_Control_Policy service operation
To obtain the access control policy from the CAPIF core function, the API exposing function shall send an HTTP GET message to the CAPIF core function with the API exposing function Identifier and API identification. The GET message may include API invoker ID for retrieving access control policy of the requested API invoker (see details of the resource representation structure in subclause 8.6.2.1 and details of the GET message in subclause 8.6.2.2.3.1).
Upon receiving the above described HTTP GET message, the CAPIF core function shall 

1.
verify the identity of the API exposing function and check if the API exposing function is authorized to obtain the access control policy corresponding to the API identification;

2.
if the API exposing function is authorized to obtain the access control policy, the CAPIF core function shall respond with the access control policy information corresponding to the API identification and API invoker ID (if present) in the HTTP GET message.
*** End of Changes ***

