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Proposed changes:

*** 1st Change ***

5.6.2.4.2
Obtain API invoker's security information using Obtain_API_Invoker_Info service operation

To obtain authentication or authorization information from the CAPIF core function to authenticate or authorize an API invoker, the API exposing function shall send an HTTP GET message to that API invoker’s resource representation URI in the CAPIF core function with an indication to request authentication and/or authorization information (see details of the resource structure in subclause 8.5.2.1 and details of the GET message in subclauses 8.5.2.3.3.1).
Upon receiving the above described HTTP GET message, the CAPIF core function shall:

1.
determine the security information of API invoker for all the service API interfaces of the API exposing function; and

2.
return the security information in the response message. 

*** 2nd Change ***

5.6.2.5.2
Invalidate authorization using Revoke_Authorization service operation

To invalidate authorization of an API invoker for all service APIs, the API exposing function shall send an HTTP DELETE message to that API invoker’s resource representation URI in the CAPIF core function (see details of the resource structure in subclause 8.5.2.1 and details of the DELETE message in subclause 8.5.2.3.3.2). 
Upon receiving the HTTP DELETE message, the CAPIF core function shall delete the resource representation and shall notify the API invoker of the authorization invalidation using the Notification Destination URI received in the Obtain_Security_Method message.
The CAPIF core function shall also invalidate the previously assigned access token when the authorization of all service APIs are revoked for the API invoker.

To invalidate authorization of an API invoker for some service APIs, the API exposing function shall send an HTTP POST message to that API invoker’s resource representation URI in the CAPIF core function with a list of the service APIs that should be revoked.

Upon receiving the HTTP POST message, the CAPIF core function shall revoke the authorization of the API invoker for the indicated service APIs (e.g. it may update the list of unauthorized APIs locally); and shall notify the API invoker of the authorization invalidation using the Notification Destination URI received in the Obtain_Security_Method message.

In both alternatives, the CAPIF core function shall acknowledge the HTTP request from the API exposing function.
*** End of Changes ***

