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1. Introduction

This paper intends to discuss NAS COUNTs handling when using CIoT EPS optimization.
2. Discussion
In SA3#82 meeting back in February, a basic CR (S3-1160308) on security impact for supporting CIoT data transfer via MME was agreed. It specifies general security mechanisms needed for supporting user data transfer via the MME for CIoT devices. In particular, all user data packets sent via the MME shall be integrity protected and Confidentiality protection of user data sent via MME is recommended to be used.

However one aspect on NAS Count impact is still pending on CT1 input:
Each separate KASME has at least one distinct pair of NAS COUNTs, one NAS COUNT for uplink and one NAS COUNT for downlink, associated with it. 

Editor's Note: There will be precisely one pair of NAS COUNTs for NAS signalling. But it is ffs whether there will be one or more separate pairs of NAS COUNTs for NAS data via MME, e.g. one pair of NAS COUNTs per bearer.  This depends on CT1 decisions. 

Currently two separate NAS COUNT counters are defined for each EPS security context: one related to uplink NAS messages and one related to downlink NAS messages. The NAS COUNT counters are independently maintained by UE and MME and then used as input parameters to the ciphering algorithms as shown in the Figure below:
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Figure 1: Ciphering of data 

The rationale for the Editor's note is to keep in mind the possibility of having separate pairs of NAS COUNTs for NAS data via MME (and therefore separate value of BEARER each per separate pair of NAS COUNTs) and for NAS signalling. 

But based on the agreements in both SA2 and CT1 so far, this separation of NAS COUNTs on per bearer basis is not needed. Also per recent incoming LS from SA2 (C1-161751/S2-160937), SA2 discussed the delivery of NAS data over S1-MME and the potential impacts of mixing NAS Data PDUs and NAS signalling PDUs and decided to handle NAS PDU priority at the procedural level. Specifically for downlink data transfer, any NAS security procedures initiated at S1 connection establishment should be concluded before the MME sends downlink data, and before the MME informs other nodes (HSS, MSC, SGW) of the UE’s availability. Also in CT1, NAS enhancements for CIoT support are based on existing security mechanism to have only one pair of NAS COUNTs. In general it is not expected that separate pairs of NAS COUNTs are required in order to support control plane CIoT EPS optimization. 

It is proposed to discuss this aspect in CT1. If consensus can be reached that there is no need to introduce separate pairs of NAS COUNTS for NAS data via MME on a per bearer basic, then it is proposed that CT1 sends an LS to SA3 to communicate such agreement so that SA3#83 (9-13 May) can resolve the related Editor's Notes in TS 33.401. Otherwise, the resolution of these Editor's Notes in TS 33.401 would have to wait until SA3#84 (25-29 July), which would be very late for this Rel-13 feature. 

3. Conclusion

It is proposed to discuss this aspect in CT1. If consensus can be reached that there is no need to introduce separate pairs of NAS COUNTS for NAS data via MME on a per bearer basic, then it is proposed that CT1 sends an LS to SA3 to communicate such agreement. 

Draft LS to SA3 is provided in C1A-160054. 
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