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This document follows on from document C1ah-160052 which contains the proposal for service authorisation where a binding is formed between the MCPTT ID and IMPU at the participating MCPTT function.

In C1ah-160052, for the case of identity hiding the proposal is to use keying material to hide/encrypt the MCPTT ID.

Given that the keying material is obtained by the UE, this document provides an end-to-end perspective of identity hiding using encryption, taking into account the MCPTT-id of the originator and the MCPTT-id of the called-party:

-
from UE to server

-
from server to server

-
across the NNI.

The steps below describe the "possible" procedures and processing required by the UE and MCPTT servers for a private call.

1)
Identity management client on the MCPTT UE performs user authentication with the ID management server

2)
MCPTT UE requests tokens

3)
Identity management server provides the id-token and access-token (the access-token is used for communication of identity to the MCPTT server and the id-token is consumed by the UE).

4)
The key management client (KMC) on the MCPTT UE requests keying material from the key management server (KMS)

5)
The KMS provides an identity encryption key and a key-id. The public user identity registered for the user together with the key-id is used to identify the identity encryption key.

6)
As SIP registration and service authorisation have already occurred, the originating participating function already stores a binding between the MCPTT-ID and the IMPU of the originating user. Thus, the UE does not need to include its own MCPTT-ID in the body of the SIP INVITE request. However, as the user is making a private call, the user is not aware of the called IMPU and therfore calls the user with the called-MCPTT-ID. As this is sensitive information, the MCPTT UE encrypts the called MCPTT ID with the identity encryption key provided in step 5). The SIP INVITE request contains: 

a)
a private call service PSI in the Request-URI;

b)
the originator's IMPU in the P-Asserted-Identity header field (asserted by the P-CSCF)

c)
the key-id and the called MCPTT ID in a body.

7)
The originating participating MCPTT function (O-PF) contains a binding of the originator's IMPU to the MCPTT-ID and therefore obtains the MCPTT-ID for the originator.

8)
The key-id is used by the O-PF to access the KMS to obtain the identity decryption/encryption key.
9)
The O-PF performs the necessary authorisation checks against the originator's MCPTT ID (e.g. is this user allowed to make private calls?). If all checks pass the O-PF encrypts the originator's MCPTT ID with the key-id.

10) It is assumed that it is not necessary to decrypt the called MCPTT ID as the UE would have performed the required syntax checks before encrypting it. Thus the called MCPTT ID can just be re-packaged into the outgoing SIP INVITE request.

11) As well as the parameters that were included in the incoming INVITE, the O-PF also includes the originating user's MCPTT-ID and the request is forwarded to the controlling function (CF).

12) The CF first makes a copy of the encrypted originator's MCPTT ID. This will be included later in the outhoing SIP INVITE request.
13) The CF obtains the identity encryption key using the key-id.

14) The CF decrypts the originator's MCPTT ID and the called MCPTT ID, and validates the request.
15) The CF needs to find out the IMPU associated with the called MCPTT ID. The CF realises that the called MCPTT user is not homed on the same system as the originating MCPTT user. Therefore, the CF uses the domain name of the MCPTT ID to generate a PSI associated with the MCPTT ID on the partner system.

16) The CF re-encrypts the called MCPTT ID and re-packages it with the already encrypted originators MCPTT ID into a body of the SIP INVITE request.

17) The SIP INVITE requested is routed out of the network using the PSI and traverse egress and ingress IBCFs.

18) The request is routed on indirect or direct PSI routing and reaches the terminating participating MCPTT function (T-PF). The T-PF requests the key from its own KMS using the key-id from the incoming SIP INVITE request. However, the key-id was provided by the primary system KMS. The KMS in the partner system realises that this key-id has been generated by the primary system and sends a request over the NNI to the primary system KMS to obtain the key. The request traverses egress and ingress HTTP proxies.

19) Once the key is obtained, the T-PF decrypts the MCPTT-IDs.

20) The T-PF searches for a binding between the called MCPTT ID and an IMPU that will verify that there is a valid registration for the called user. 

21) The T-PF then obtains new keying material from the KMS in  the partner system

22) The T-PF then encrypts the MCPTT IDs (originator's and called).

23) The T-PF then re-packages the parameters in the INVITE request.

24) The T-PF targets the request on the called IMPU and delivers the request to the called UE via the terminating IMS.

25) The called UE obtains the decryption key from the KMS using the key-id that was provided to the T-PF in step 21 and included in the SIP INVITE request in step 24.

26) The called UE decrypts the MCPTT-IDs.

27) The called UE performs the necessary validation to check that the MCPTT ID of the called user matches the MCPTT ID of the called user from the SIP INVITE request.

NOTE:
It is expected that response messages will also be subject to hiding requirements if MCPTT sensitive information is present in them.
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