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This document lists the data that is included into SIP messages for the purposes of MCPTT group calls, private calls and location reporting, for on-network. The table below classifies whether this data should be regarded as "sensitive" data and thus hidden from the SIP Core for deployments where the MCPTT operator does not have a trust relationship with the SIP carrier network.
It is anticipated that a separate exercise will be required for off-network.

This document does not make any recommendations regarding how to hide the application data from the SIP core.

	Data item
	Current Placement
	Is the data sensitive?

	Originator's MCPTT ID
	Not decided yet. 
	Yes

	Called Party MCPTT ID (i.e. Private Call)
	application/resource-lists+xml MIME body in SIP INVITE request.
application/resource-lists+xml MIME body included in the "body" parameter of the SIP URI in the Refer-To header (pre-established session).
	Yes

	MCPTT Group ID (i.e. Group Call)
	In the Request-URI of SIP INVITE request.
In the Refer-To header field of a SIP REFER request (pre-established session).
	Yes

	Session-Type
	vnd.3gpp.mcptt-info+xml MIME body
	identifies the type of session, so not necessary to hide.

	Answer Mode 
	P-Answer-Mode header of SIP INVITE request
	identifies the commencement mode. Inserted by the client for private calls and by the server for group calls. Identifies an action related to the session so not necessary to hide.

	Emergency related information (emergency-ind, alert-ind, imminent-peril-ind)
	vnd.3gpp.mcptt-info+xml MIME body
	Yes. Additionally aspects in TS 23.179 such as "MCPTT Organisation Name" and "location info" are mentioned for emergency alert and these aspects would need to be hidden too.

	Broadcast-ind
	vnd.3gpp.mcptt-info+xml MIME body
	Not necessary.

	MBMS usage
	vnd.3gpp.mcptt-mbms-usage-info+xml MIME body
	Possibly. Needs discussion.

	MCPTT location information
	vnd.3gpp.mcptt-location-info+xml
	Yes, as location data is classed as sensitive.

	Warning Header
	In SIP responses, MCPTT text included in the warning text of the warning header. 
	Possibly. Needs discussion.

	Answer State
	P-Answer-State header in SIP 183 and SIP 200 responses
	Not necessary. Related to media buffering at the server.

	ICSI
	P-Asserted-Service header field, Accept-Contact header field
	No. Service has to be identified

	MCPTT feature tag
	Contact header field, Accept Contact header field.
	No. UE capability has to be identified


