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1. Reason for change
End-to-end media plane security as specified in TS 33.179 is required.
Further, RTP media packets and floor control messages sent over the MBMS bearer message needs to be encrypted.

Moreover, pre-established session call control messages may be sent encrypted.

2. Summary of change
A new clause is introduced to specifying media plane security.
3. Consequences if not approved
End-to-end media plane security will not work.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.380 1.1.1.
* * * 1st Change * * * *
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* * * 2nd Change * * * *

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AS
Application Server

DL
Downlink

GCS AS
Group Communication Service Application Server

GMK
Group Management Key 
GMS
Group Management Server
GUK-ID
Group User Key Identifier 
IP
Internet Protocol

MBMS
Multimedia Broadcast and Multicast Service

MCCP
Mission Critical MBMS subchannel Control Protocol

MCPTT
Mission Critical Push To Talk
MKI
Master Key Identifier

PCK
Private Call Key 
PCK-ID
Private Call Identifier
PTT
Push-To-Talk

RFC
Request For Comment

RTCP
RTCP Control Protocol

RTP
Real-time Transport Protocol

SRTCP
Secure RTCP
SRTP
Secure RTP

SSRC
Synchronization source

TEK
Traffic-Encrypting Key
TMGI
Temporary Mobile Group Identity

UE
User Equipment

* * * 3rd Change * * * *

13
Media plane security
Editor's notes: Conditions for using end-to-end media plane security is FFS. Is it local policy, configuration or what?
13.1
General

Media plane security provides confidentiality protection of individual media streams and media control messages in MCPTT sessions. The media plane security is based on 3GPP MCPTT security solution including key management and end-to-end media and floor control messages protection as defined in 3GPP TS 33.179 [xxx].

The Group Management Key (GMK) and the Group User Key Identifier (GUK-ID) is distributed to the MCPTT clients during the affiliation process specified in 3GPP TS 24.381 [bbb].

For private calls, the Private Call Key (PCK) and the Private Call Identifier (PCK-ID) are distributed as part of the establishment of the private call as described in 3GPP TS 24.379 [2].
Editor's note: The exact details of how the PCK and PCK-ID is distributed one suggestion is to use RFC 4567, i.e. the use of a=key-mgmt:mikey in SDP.
13.2
Derivation of SRTP/SRTCP master keys

In group calls, the GMK shall be used as the MIKEY Traffic Generating Key (TGK) and the GUK-ID shall used as the MIKEY CSB ID as specified in IETF RFC 3830 [zzz].

In private calls, the PCK shall be used as the MIKEY Traffic Generating Key (TGK) and the PCK-ID shall used as the MIKEY CSB ID as specified in IETF RFC 3830 [zzz].
13.3
Media stream encryption and decryption
13.3.1
General

The Traffic-Encrypting Key (TEK) shall be generated as specified in IETF RFC 3830 [zzz] based on the TGK and MICKEY CSB ID derived as specified in subclause 13.2.
13.3.2
The participating MCPTT function
13.3.2.1
General

The participating MCPTT function obtains the GMK and the GUK-ID during the affiliation process specified in 3GPP TS 24.381 [bbb].

The participating MCPTT function is transparent to the PCK and PCK-ID and forwards encrypted media streams (RTP media packets and floor control messages) without decrypting the payload.
The participating MCPTT function encrypts RTP media packets and floor control messages sent over the MBMS subchannel for audio or floor control. The TEK is generated using the GMK and PCK-ID as specified in subclause 13.3.1.
13.3.2.1
Encryption of media streams over MBMS subchannels

When the participating MCPTT function receives a RTP media packet to be sent over a MBMS subchannel and the RTP media packet is not encrypted, the participating MCPTT function:
1.
shall encrypt the RTP media packet sent over the MBMS subchannel for audio using SRTP as specified in IETF RFC 3711 [www] section 4.1; and
2.
shall include the payload, SRTP MKI and authentication tag in accordance with IETF RFC 3711 [www] section 3.1;
When the participating MCPTT function receives a Floor Taken message or a Floor Idle message to be sent over a MBMS subchannel and the Floor Taken message or the Floor Idle message is not encrypted, the participating MCPTT function:
1.
shall encrypt the Floor Taken message or the Floor Idle message sent over the MBMS subchannel for floor control using SRTCP as specified in IETF RFC 3711 [www] section 4.1; and

2.
shall include the SRTCP index, SRTCP MKI and an authentication tag in accordance with IETF RFC 3711 [www] section 3.4.
NOTE:
Messages sent over the MBMS subchannel used for general purpose is never encrypted.
13.3.2.2
Encryption and decryption of pre-established session call control messages
When the participating MCPTT function sends a pre-established session call control message, the participating MCPTT function:
1.
may decide to encrypt the pre-established session call control message; and
2.
if the pre-established session call control message is to be encrypted:

a-
shall encrypt the pre-established session call control message using SRTCP as specified in IETF RFC 3711 [www] section 4.1; and

b.
shall include the SRTCP index, SRTCP MKI and an authentication tag in accordance with IETF RFC 3711 [www] section 3.4.

When the participating MCPTT function receives an encrypted pre-established session call control message, the participating MCPTT function:

1.
shall decrypt the received pre-established session call control messages as specified in IETF RFC 3711 [www] section 4.
13.3.2.3
Forwarding of encrypted media streams over the MBMS subchannel
When the participating MCPTT function receives a RTP media packet potentially to be sent over a MBMS subchannel and the RTP media packet is already encrypted, the participating MCPTT function:

1.
shall decide if the RTP media packet shall be sent over the MBMS subchannel for audio as specified in subclause 10.2.3.5; and
NOTE 1:
The sequence number is not encrypted and can be used as the base for the decision i without decrypting the RTP media packet.
2.
if the RTP media packet shall be sent over the MBMS subchannel for audio, shall send the received RTP media packet over the MBMS subchannel for audio; and
When the participating MCPTT function receives a Floor Taken message or a Floor Idle message potentially to be sent over a MBMS subchannel and the Floor Taken message or the Floor Idle message is already encrypted, the participating MCPTT function:
1.
shall decrypt the received Floor Taken message or a Floor Idle message as specified in IETF RFC 3711 [www] section 4 using the key obtained as specified in 3GPP TS 24.381 [bbb];
NOTE 2:
The Message Sequence Number field is encrypted and can't be used as the base for the decision without decrypting the Floor Taken message or the Floor Idle message.
2.
shall determine based on the Message Sequence Number field if the Floor Taken message or a Floor Idle message shall be sent over the MBMS subchannel for floor control as specified in subclauses 10.2.3.2 or subclause 10.2.3.3; and
3.
if the Floor Taken message or a Floor Idle message shall be sent over the MBMS subchannel, shall send the received Floor Taken message or the Floor Idle message over the MBMS subchannel for floor control.
13.3.2.4
Forwarding of encrypted media streams over the unicast bearer

When the participating MCPTT function receives a RTP media packet to be sent over the unicast bearer and the RTP media packet is already encrypted, the participating MCPTT function shall send the received RTP media packet as specified in subclause 6.4 without decrypting the RTP media packet.
When the participating MCPTT function receives a floor control message to be sent over the unicast bearer and the floor control message is already encrypted, the participating MCPTT function shall send the received floor control message as specified in subclause 6.4 without decrypting the RTP media packet.
13.3.3
The MCPTT client
13.3.3.1
Encryption of media streams
The MCPTT client is using the GMK and GUK-ID to generate the TEK in group calls.
The MCPTT client is using the PCK and PCK-ID to generate the TEK in private calls.
13.3.3.2
Encryption of media streams
When a RTP media stream shall be sent encrypted, the MCPTT client:

1.
shall encrypt the RTP media packet using SRTP as specified in IETF RFC 3711 [www] section 4.1; and

2.
shall include the payload, SRTP MKI and authentication tag in accordance with IETF RFC 3711 [www] section 3.1.
When floor control messages or pre-established session call control messages shall be sent encrypted, the MCPTT client

1.
shall the encrypt floor control message or the pre-established session call control messages using SRTCP as specified in IETF RFC 3711 [www] section 4.1; and

2.
shall include the SRTCP index, SRTCP MKI and an authentication tag in accordance with IETF RFC 3711 [www] section 3.4.

13.3.3.3
Decryption of media streams
On receipt of an encrypted RTP media packet, the MCPTT client:
1.
shall decrypt RTP media packets received over the MBMS subchannel for audio as specified in IETF RFC 3711 [www] section 3.3; and
On receipt of an encrypted floor control messages and pre-established session call control messages, the MCPTT client:
2.
shall decrypt the message as specified IETF RFC 3711 [www] section 4.
13.3.4
The controlling MCPTT function
13.3.4.1
General

The controlling MCPTT function obtains the GMK and the GUK-ID during the affiliation process specified in 3GPP TS 24.381 [bbb].

The controlling MCPTT function is transparent to the PCK and PCK-ID and forwards encrypted media streams (RTP media packets and floor control messages) without decrypting the payload.

The controlling MCPTT function encrypts and decrypts floor control messages.
Editor's note: It is assumed that for RTP media MCPTT clients are the end points while for floor control the MCPTT client – controlling MCPTT function are the end points. How this is implementd for private calls is FFS.
13.3.4.2
Encryption of floor control messages
When floor control messages shall be sent encrypted, the controlling MCPTT function:
1.
shall the encrypt floor control message or the pre-established session call control messages using SRTCP as specified in IETF RFC 3711 [www] section 4.1; and

2.
shall include the SRTCP index, SRTCP MKI and an authentication tag in accordance with IETF RFC 3711 [www] section 3.4.

13.3.4.3
Decryption of floor control messages
On receipt of an encrypted floor control message, the controlling MCPTT function shall decrypt the message as specified IETF RFC 3711 [www] section 4.
13.3.4.4
Forwarding of encrypted RTP media streams

When the controlling MCPTT function receives a RTP media packet and the RTP media packet is already encrypted, the controlling MCPTT function shall distribute the received RTP media packet as specified in subclause 6.3 without decrypting the RTP media packet.
13.3.4
The non-controlling MCPTT function
13.3.4.1
General

The non-controlling MCPTT function obtains the GMK and the GUK-ID from GMS as specified in 3GPP TS 24.381 [bbb].

The non-controlling MCPTT function encrypts and decrypts floor control messages.
13.3.4.2
Decryption of floor control messages
On receipt of an encrypted floor control message, the controlling MCPTT function shall decrypt the message as specified IETF RFC 3711 [www] section 4.

13.3.4.3
Encryption of floor control messages
When floor control messages shall be sent encrypted, the non-controlling MCPTT function:

1.
shall the encrypt floor control message or the pre-established session call control messages using SRTCP as specified in IETF RFC 3711 [www] section 4.1; and

2.
shall include the SRTCP index, SRTCP MKI and an authentication tag in accordance with IETF RFC 3711 [www] section 3.4.

13.3.4.4
Forwarding of encrypted RTP media streams

When the controlling MCPTT function receives a RTP media packet and the RTP media packet is already encrypted, the controlling MCPTT function shall distribute the received RTP media packet as specified in subclause 6.3 without decrypting the RTP media packet.

* * * End Change * * * *

