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1
Problem statement
There are a number of mechanisms that need to be decided for enabling passwords in MMTel supplementary services:

-Procedure for changing a password.
-Requirement: One password per supplementary service or one for all supplementary services.
-Transport of password for service configuration.

-Indicating to the user that a password is required.
-Storage of data related to password.

2
Discussion

2.1
Procedure for changing a password

For changing a password both the old password and the new password for the service are needed. It is believed that the mechanism for transporting the old password is the same as the mechanism for transporting the password during service configuration. The new password needs its own transport, which is believed to be in the form of a new XML element.

In 22.030 the new password is repeated in the change password command. The repetition is a way to force the user to enter the password twice. This repetition can for the Ut interface be left to the graphical user interface.
2.2
One password or several

The format in 22.030 implies that the password is per supplementary service. So to achieve the same experience the solution should enable one password per supplementary service.
2.3
Transport of password

The password can either be transported in a new XML or in the password portion of the SIP URI in the XUI. If the XUI is used, only one password can be put in an XCAP PUT request. This seems to be no serious limitation as handling of several passwords would be complex and changing only one service is the most common implementation.

2.4
Indication that password is required.
The network needs to be able to inform the user that a password is needed for the service requiring a password.

2.5
Storage of data related to password

The passwords need to be stored in a way so that they cannot be interrogated by the user. So whatever mechanism to transport passwords, the network will store the password related data outside the configuration data.
3
Conclusions

3.1
Procedure for changing a password

It is proposed to have one new XML element for the new password and leave it to the UE implementation to ensure that user has entered a correct password, i.e. by requiring the password to be entered twice. This element cannot be stored 
3.2
One password or several

One password per supplementary service should be possible, so when the password is changed it is needed to indicate for which service the password is changed. It is proposed to indicate the new password in a separate element using the <extension> element in the <simservs> element, and include the service element for the service that the password applies to. This mechanism allows a password for each of the CDIV services, or barring services, provided that the service element contains the rule that represents the CDIV, or barring, service. In deployments where all CDIV services share a password it would be sufficient with the <communication-diversion> element.
3.3
Transport of password

It is proposed to use the password portion of the SIP URI in the XUI to transport the password when a password is needed to configure a service.

3.4
Indication that password is required.

It is proposed that for services that are defined by an instantiation of the <ss:absService> element the information that a password is required is given in a new attribute <passwordRequired>
An <ss:password-required> element is proposed as a new condition. The <ss:password-required> is used when the service requiring the password is defined by a rule in the <cp:ruleset> element. As an example, if password is required for unconditional barring or diversion the only condition the unconditional rule would contain is the <password-required> condition. Having a separate condition enables the setting of passwords for some individual rule based services.
3.5
Storage of data related to password

It is left to the network implementation how to store the password data. The only requirement is that the user shall not be able to interrogate the password.
