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[bookmark: _Toc454544032]4.8	Protection of sensitive application data.
In certain deployments, for example, in the case that the MCPTT operator uses the underlying SIP core infrastructure from the carrier operator, the MCPTT operator can prevent certain sensitive application data from being visible in the clear to the SIP layer. The following data are classed as sensitive application data:
-	MCPTT ID;
-	MCPTT group ID;
-	user location information;
-	emergency, alert and imminent-peril indicators; and
-	access token (containing the MCPTT ID).
The above data is transported as XML content in SIP messages in XML elements or XML attributes. 
Data is transported in attributes in the following circumstances in the procedures in the present document:
-	an MCPTT ID and an MCPTT Group ID in an XML document published in SIP PUBLISH request for affiliation according to IETF RFC 3856 [51];
-	an MCPTT ID or an MCPTT Group ID in XML document notified in a SIP NOTIFY request for affiliation according to IETF RFC 3856 [51];
-	an MCPTT ID in application/resource-lists+xml document included in an SIP INVITE request setting up a private call according to IETF RFC 5366 [20];
-	an MCPTT ID in application/resource-lists+xml document included in an SIP INVITE request setting up a group call to a temporary group involving a non-controlling function that works in "Trusted Mode" according to IETF RFC 5366 [20], whereby the participants are returned to the controlling function in a MIME body of a SIP 403 (Forbidden) with the P-Refused-URI-List header field according to IETF RFC 5318 [36];
-	an MCPTT ID in XML document provided in SIP NOTIFY request of a conference event package according to IETF RFC 4575 [30]; and
-	an MCPTT ID or MCPTT Group ID in application/resource-lists+xml document according to IETF RFC 5366 [20], included in a SIP REFER request when using a pre-established session (the application/resource-lists+xml MIME body is pointed to by a Cid-URL as specified in IETF RFC 2392 [62] contained in the Refer-To header field of the SIP REFER request).
3GPP TS 33.179 [46] describes a method to provide confidentiality protection of sensitive application data in elements by using XML encryption (i.e. xmlenc) and in attributes by using an attribute tokenisation scheme described in subclause 6.6.2.3 of the present document. Integrity protection can also be provided by using XML signatures (i.e. xmlsig).
Protection of the data relies on a shared XML protection key (XPK) used to encrypt and sign data:
-	between the MCPTT client and the MCPTT server, the XPK is a client-server key (CSK); and
-	between MCPTT servers and between MCPTT domains, the XPK is a SIP protection key (SPK).
The CSK (XPK) and a key-id CSK-ID (XPK-ID) are generated from keying material provided by the key management server. Identity based public key encryption based on MIKEY-SAKKE is used to transport the CSK between SIP end-points. The encrypted CSK is transported from the MCPTT client to the MCPTT server when the MCPTT client performs service authorisation as described in clause 7 and is also used during service authorisation to protect the access token.
The SPK (XPK) and a key-id SPK-ID (XPK-ID) are directly provisioned in the MCPTT servers.
Configuration in the MCPTT client and MCPTT server is used to determine whether one or both of confidentiality protection and integrity protection are required.
The following four examples give a brief overview of the how confidentiality and integrity protection is applied to application data in this specification.
EXAMPLE 1:	Pseudo code showing how confidentiality protection is represented in the procedures in the document for sensitive data sent by the originating client.
   IF configuration is set for confidentiality protection of sensitive data
   THEN
       Encrypt data element using the CSK (XPK) by following TS 33.179
       Include in an <EncryptedData> element of the XML MIME body according to TS 33.179:
         (1) the encryption method;
         (2) the key-id (XPK-ID);
         (3) the cipher data;
       Encrypt URIs in attribute using the CSK (XPK) by following subclause 6.6.2.3;
   ELSE
       include application data into XML MIME body in clear text;
   ENDIF;

EXAMPLE 2:	Pseudo code showing how integrity protection is represented in the procedures in the present document for data sent by the originating client.
   IF configuration is set for integrity protection of application data
   THEN
       Use a method to hash the content as specified in TS 33.179;
       Generate a signature for the hashed content using the CSK (XPK) as specified in TS 33.179
       Include within a <Signature> XML element of the XML MIME body according to TS 33.179:
          (1) a cannonicalisation method to be applied to the signed information;
          (2) the signature method used for generating the signature;
          (3) a reference to the content to be signed;
          (4) the hashing method used;
          (5) the hashed content;
          (6) the key-id (XPK-ID);
          (7) the signature value;
   ENDIF;

EXAMPLE 3:	Pseudo code showing how confidentiality protection is represented in the procedures in the present document at the server side when receiving encrypted content.
   IF configuration is set for confidentiality protection of sensitive data
   THEN
       Check that the XML content contains the <EncryptedData> element.
       Check that the XML document contains a URI with a "tokenized-by" parameter.
       Return an error if the <EncryptedData> element or "tokenized-by" parameter areis not found.
       Otherwise:
          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;
          (2) for encrypted data in elements, decrypt the data elements using the CSK as specified in TS 33.179 as required;
          (3) for encrypted URIs in attributes, decrypt the URIs using the CSK as specified in subclause 6.6.2.3.;
   ENDIF;

EXAMPLE 4:	Pseudo code showing how integrity protection is represented in the procedures in the present document at the server side when receiving signed content.
   IF configuration is set for integrity protection of application data 
   THEN
      Check that the XML content contains the <Signature> element;
      Return an error if the <Signature> element is not found;
      Otherwise 
          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;
          (2) verify the signature of the content using the CSK;
      Return an error if the validation of the signature fails;
      IF validation of the signature passes
      THEN 
         decrypt any data found in <EncryptedData> elements;
         decrypt any encrypted URIs found in attributes;
      ENDIF;
   ENDIF;

The content can be re-encrypted and signed again using the SPK between MCPTT servers.
The following examples show the difference between normal and encrypted data content. In this example consider the MCPTT client initiating a prearranged group session.
EXAMPLE 5:	<mcptt-info> MIME body represented with data elements in the clear:
   Content-Type: application/vnd.3gpp.mcptt-info+xml
   <?xml version="1.0"?>
   <mcptt-info>
     <mcptt-Params>
       <session-type>prearranged</session-type>
       <mcptt-request-uri xsd:type=Normal>sip:group123@mcpttoperator1.com</mcptt-request-uri>
     </mcptt-Params>
   </mcptt-info>

EXAMPLE 6:	<mcptt-info> MIME body represented with the <mcptt-request-uri> encrypted:
   Content-Type: application/vnd.3gpp.mcptt-info+xml
   <?xml version="1.0"?>
   <mcptt-info>
     <mcptt-Params>
       <session-type>prearranged</session-type>
       <mcptt-request-uri xsd:type=Encrypted>
         <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'
          Type='http://www.w3.org/2001/04/xmlenc#Content'>
            <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
            <ds:KeyInfo>
              <ds:KeyName>base64XpkId</KeyName>
            </ds:KeyInfo>
            <CipherData>
              <CipherValue>A23B45C5657689090</CipherValue>
            </CipherData>
         </EncryptedData>
       </mcptt-request-uri>
     </mcptt-Params>
   </mcptt-info>

EXAMPLE 7:	pidf+xml MIME body represented with clear URIs in attributes:
Content-Type: application/pidf+xml
<?xml version="1.0" encoding="UTF-8"?>
<presence entity="somebody@mcptt.org">
  <tuple id="acD4rhU87bK">
    <status>
      <affiliation group="thegroup@mcptt.org" />
    </status>
  </tuple>
</presence>

EXAMPLE 8:	pidf+xml MIME body represented with encrypted URIs in attributes:
Content-Type: application/pidf+xml
<?xml version="1.0" encoding="UTF-8"?>
<presence entity="c4Hrt45XG8IohRFT67vfdr3V;tokenized-by=45RtfVgHY23k8Ihy;xpk-id=b7UJv9;alg=128-aes-gcm">
  <tuple id="acD4rhU87bK">
    <status>
      <affiliation group="98yudFG45tx_89TYGedb4ujF ;tokenized-by=FGD567kjhfH7d4-D;key-id=eV9kl7;alg=128-aes-gcm" />
    </status>
  </tuple>
</presence>
********************Next change********************************************
[bookmark: _Toc454544199][bookmark: _Toc454544203][bookmark: _Toc454544205]6.6.1.2	Performing XML content encryption
Whenever the MCPTT UE includes XML elements or attributes pertaining to the data specified in subclause 4.8 in SIP requests or SIP responses, the MCPTT UE shall perform the procedures in subclause 6.6.2.3.1.
Whenever the MCPTT server includes XML elements or attributes pertaining to the data specified in subclause 4.8 in SIP requests or SIP responses, the MCPTT server shall perform the procedures in subclause 6.6.2.3.2, with the exception that when the MCPTT server receives a SIP request with XML elements or attributes in an MIME body that need to be copied from the incoming SIP request to an outgoing SIP request without modification, the MCPTT server shall perform the procedures specified in subclause 6.6.2.5.
NOTE:	The procedures in subclause 6.6.2.3.1 and subclause 6.6.2.3.2 first determine (by referring to configuration) if confidentiality protection is enabled and then call the necessary procedures to encrypt the contents of the XML elements if confidentiality protection is enabled.

********************Next change********************************************
6.6.2.1	General
Confidentiality protection is applied to specific XML elements and attributes in XML MIME bodies in SIP requests and responses as specified in subclause 4.8. Configuration for applying confidentiality protection is not selective to a specific XML element or attribute of the data described in subclause 4.8. If configuration for confidentiality protection is turned on, then all XML elements and attributes described in subclause 4.8 in XML MIME bodies in SIP requests and responses are confidentiality protected. If configuration for confidentiality protection is turned off, then no XML MIME bodies in SIP requests and SIP responses are confidentiality protected.
********************Next change********************************************
6.6.2.3	Procedures for sending confidentiality protected content
[bookmark: _Toc454544206]6.6.2.3.1	MCPTT client
If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "true" or no <confidentiality-protection> element is present in the Service Configuration document, then sending confidentiality protected content is enabled for the MCPTT client, and the MCPTT client:
1)	 shall use the appropriate keying information specified in subclause 6.6.2.2; and 
2)	shall perform the procedures in subclause 6.6.2.3.3 to confidentiality protect XML elements containing the content described in subclause 4.8; and
3)	shall perform the procedures in subclause 6.6.2.3.4 to confidentiality protect URIs in XML attributes for URIs described in subclause 4.8.
If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending confidentiality protected content is disabled for the MCPTT client, and content is included in XML elements and attributes without encryption.
[bookmark: _Toc454544207]6.6.2.3.2	MCPTT server
If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "true" or no <confidentiality-protection> element is present in the Service Configuration document, then sending confidentiality protected content is enabled for the MCPTT server, and the MCPTT server:
1)	 shall use the appropriate keying information specified in subclause 6.6.2.2; and 
2)	shall perform the procedures in subclause 6.6.2.3.3 to confidentiality protect XML elements containing the content described in subclause 4.8; and
3)	shall perform the procedures in subclause 6.6.2.3.4 to confidentiality protect URIs in XML attributes for URIs described in subclause 4.8.,
If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", sending confidentiality protected content is disabled for the MCPTT server, and then content is included in XML elements and attributes without encryption.
[bookmark: _Toc454544208]********************Next change********************************************
[bookmark: _Toc454544209]6.6.2.3.4	Attribute URI Encryption
The following procedures shall be performed by an MCPTT client or an MCPTT server:
1)	perform encryption as specified in [aes-gcm], using the "AES-128-GCM algorithm HMAC" as the encryption algorithm and the XPK as the key, with a 96 bit randomly selected IV; and
2)	replace the URI to be protected in the attribute by a URI constructed as follows:
a)	the URI is the base64 encoded result of the encryption of the original attribute value;
b)	a URI parameter "tokenized-by" is appended to the result of step a);
c)	the base64 encoding of the IV (section 5 of IETF RFC 4648 [rfc4648]) is appended as the value of the "tokenized-by" parameter;
d)	a URI parameter "key-id" is appended to the result of step c);
e)	the base64 encoding of the XPK-ID according to 3GPP 33.179 [46] is appended as the value of the "key-id" parameter;
f)	a URI parameter "alg" is appended to the result of step e); and
g)	"128-aes-gcm" is appended as the value of the "alg" parameter.
6.6.2.4	Procedures for receiving confidentiality protected content
[bookmark: _Toc454544210]6.6.2.4.1	Determination of confidentiality protected content
The following procedure is used by the MCPTT client or MCPTT server to determine if an XML element is confidentiality protected.
1)	if an XML element contains the <EncryptedData> XML element, then the content of the XML element is confidentiality protected; and
2)	if an XML element does not contain the <EncryptedData> XML element, then the content of the XML element is.not confidentiality protected.
[bookmark: _Toc454544211]The following procedure is used by the MCPTT client or MCPTT server to determine if a URI in the XML attribute is confidentiality protected.
1)	if an XML attribute is a URI with a "tokenized-by" parameter, then the URI is confidentiality protected; and
2)	if an XML attribute is a URI without a "tokenized-by" parameter, then the URI is.not confidentiality protected.
6.6.2.4.2	Decrypting confidentiality protected content in XML elements
The following procedure shall be performed by an MCPTT client or an MCPTT server to decrypt an individual XML element that has a type of "encrypted" within an XML MIME body:
1)	if the <EncryptedData> XML element or any of its sub-elements as described in 3GPP TS 33.179 [46] are not present in the MIME body then send a SIP 403 (Forbidden) response with the warning text set to "140 unable to decrypt XML content" in a Warning header field as specified in subclause  4.4, and exit this procedure. Otherwise continue with the rest of the steps;
2)	perform decryption on the <EncryptedData> element as specified in W3C: "XML Encryption Syntax and Processing Version 1.1", https://www.w3.org/TR/xmlenc-core1/ [60] subclause 4.4 to decrypt the contents of the <CipherValue> element contained within the <CipherData> element;
3)	if the decryption procedure fails, then send a SIP 403 (Forbidden) response with the warning text set to "140 unable to decrypt XML content" in a Warning header field as specified in subclause  4.4. Otherwise continue with the rest of the steps; and
4)	return success of this procedure together with the decrypted XML element.
[bookmark: _Toc454544212]6.6.2.4.3	Decrypting confidentiality protected URIs in XML attributes
The following procedure shall be performed by an MCPTT client or an MCPTT server to decrypt a URI in an attribute in a XML document:
1)	the value of the "tokenized-by" parameter provides the base64 encoded value of the 96 bit IV and the value of the "key-id" defines the key which has been used for encryption, i.e. "CSK" or "SPK"; and
2)	the original URI is obtained by decryption the base64 encoded URI using the "AES-128-GCM algorithm HMAC" as the decryption algorithm. This value replaces the encrypted URI as the value of the XML attribute.
********************Next change********************************************
6.6.2.5	MCPTT server copying received XML content 
The following procedure is executed when an MCPTT server receives a SIP request containing XML MIME bodies, where the content needs to be copied from the incoming SIP request to the outgoing SIP request.
The MCPTT server:
1)	shall copy the XML elements from the XML MIME body of the incoming SIP request that do not contain a <EncryptedData> XML element, to the same XML body in the outgoing SIP request;
2)	for each encrypted XML element in the XML MIME body of the incoming SIP request as determined by subclause 6.6.2.4.1:
a)	shall use the keying information described in subclause 6.6.2.2 to decrypt the content within the XML element by following the procedures specified in subclause  6.6.2.4.2, and shall continue with the steps below if the encrypted XML element was successfully decrypted;
b)	if confidentiality protection is enabled as specified in subclause 6.6.2.3.2, then for each decrypted XML element:
i)	shall re-encrypt the content within the XML element using the keying information described in subclause 6.6.2.2 and by following the procedures specified in subclause  6.6.2.3.3; and
ii)	shall include the re-encrypted content into the same XML MIME body of the outgoing SIP request; and
c)	if confidentiality protection is disabled as specified in subclause 6.6.2.3.2, shall include the decrypted content in the same XML MIME body of the outgoing SIP request.
3)	for each encrypted XML URI attribute in the XML MIME body of the incoming SIP request as determined by subclause 6.6.2.4.1:
a)	shall use the keying information described in subclause 6.6.2.2 to decrypt the URI value of the XML attribute by following the procedures specified in subclause 6.6.2.4.3, and shall continue with the steps below if the encrypted XML attribute value was successfully decrypted;
b)	if confidentiality protection is enabled as specified in subclause 6.6.2.3.2, then for each decrypted XML element:
i)	shall re-encrypt the URI value of the XML attribute using the keying information described in subclause 6.6.2.2 and by following the procedures specified in subclause 6.6.2.3.4; and
ii)	shall include the re-encrypted attribute value into the same XML MIME body of the outgoing SIP request; and
c)	if confidentiality protection is disabled as specified in subclause 6.6.2.3.2, shall include the decrypted value in the same XML MIME body of the outgoing SIP request.
********************Next change********************************************
[bookmark: _Toc454544253]9.1	General
Editor's Note [CT1#95-bis, C1-160419]: MCPTT ID and MCPTT group ID hiding is FFS. It is not possible to indicate MCPTT ID and MCPTT group ID in clear text when hiding is required.
Editor's note: definition of MCPTT client ID is FFS.
The affiliation description consists of procedures and coding.
[bookmark: _Toc454544282]********************Next change********************************************
[bookmark: _GoBack]9.3.1.1	Introduction
The parent subclause of this subclause describes an extension of the application/pidf+xml MIME body specified in IETF RFC 3863 [52]. The extension is used to indicate:
-	per-user affiliation information; and
-	per-group affiliation information.
Editor's note: it is FFS whether encoding of MCPTT ID and MCPTT group ID in XML elements is more secure than encoding in XML attributes. If so, the encoding would need to be adjusted.

